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Chapter I. Chelsio Unified Wire

1.Introduction

Thank you for choosing Chelsio Unified Wire adapters. These high speed, single chip, single
firmware cards provide enterprises and data centers with high performance solutions for various
Network and Storage related requirements.

The Terminator series is Chelsio’s next generation of highly integrated, hyper-virtualized
10/25/40/50/100GbE controllers. The adapters are built around a programmable protocol-
processing engine, with full offload of a complete Unified Wire solution comprising NIC, TOE,
IWARP RDMA, iSCSI, FCoE and NAT support. It scales to true 100Gb line rate operation from a
single TCP connection to thousands of connections and allows simultaneous low latency and high
bandwidth operation thanks to multiple physical channels through the ASIC.

Ideal for all data, storage and high-performance clustering applications, the Unified wire
adapters enable a unified fabric over a single wire by simultaneously running all unmodified IP
sockets, Fibre Channel and InfiniBand applications over Ethernet at line rate.

Designed for deployment in virtualized datacenters, cloud service installations and high-
performance computing environments, Chelsio Terminator adapters bring a new level of
performance metrics and functional capabilities to the computer networking industry.

!I. Features

Chelsio Unified Wire for Windows is an easy to use utility developed to provide installation of 64-
bit Windows based drivers and tools for Chelsio's Unified Wire adapters.

It consists of the following component(s):

e FCoE Storport Miniport Driver
e Virtual Bus Driver (VBD)

ia Hardware Requirements

The Chelsio Unified Wire supports all x64 architectures supporting PCIE (x4, x8, x16) slots.
°  AMD CPUs, 64-bit (x86_64/amd64)
° Intel CPUs, 64-bit (x86_64)

() Note The Chelsio Unified Wire supports 3.3v PCI bus only. Running an adapter on a
PCI x4 slot is not recommended as performance will be significantly reduced by
the limitations of PCI.

(0 Note T4 family of adapters are not supported.

Chelsio Unified Wire for Windows 6
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ta Software Requirements

The Chelsio Unified Wire software has been developed to run on Windows based platforms. To
know more about the complete list of versions supported by each driver/software, please refer
their respective sections.

() Note Drivers are WHQL certified for Windows Server 2016, 2012 R2 and 10 Client.

ill Package Contents

® Unified Wire Installer

Chelsio Unified Wire comes with an interactive installer and support documentation. The
documentation, consisting of README, Release Notes and User’s Guide (this document), can
be found in the <system_drive>\ChelsioUwire\docs\ directory after installing Chelsio Unified Wire.

° Zip Package
The zip package contains driver files, firmware binaries, adapter configuration binaries and
support documentation (docs folder).

Chelsio Unified Wire for Windows 7
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2. Hardware Installation

i.
ii.
iii.
iv.
V.
Vi.

Shutdown/power off your system.

Power off all remaining peripherals attached to your system.

Unpack the Chelsio adapter and place it on an anti-static surface.

Remove the system case cover according to the system manufacturer’s instructions.
Remove the PCI filler plate from the slot where you will install the Ethernet adapter.

For maximum performance, it is highly recommended to install the adapter into a PCIE x8/x16
slot.

() Note All 4-ports of T6425-CR adapter will be functional only if PCle x8 -> 2x PCle x4 slot

Vil.

viil.

Xi.
Xii.

Xiii.

bifurcation is supported by the system and enabled in BIOS. Otherwise, only 2-ports
will be functional.

Holding the Chelsio adapter by the edges, align the edge connector with the PCI connector
on the motherboard. Apply even pressure on both edges until the card is firmly seated. It may
be necessary to remove the SFP (transceiver) modules prior to inserting the adapter.
Secure the Chelsio adapter with a screw, or other securing mechanism, as described by the
system manufacturer’s instructions. Replace the case cover.

After securing the card, ensure that the card is still fully seated in the PCIE x8/x16 slot as
sometimes the process of securing the card causes the card to become unseated.

Connect a fiber/twinax cable, multi-mode for short range (SR) optics or single-mode for long
range (LR) optics, to the Ethernet adapter or regular Ethernet cable for the 1Gb Ethernet
adapter.

Power on your system.

Verify if the adapter was installed successfully. To do so, open Device Manager in Control
Panel.

Under Other devices section, Chelsio adapter should be listed as Ethernet Controller. If the
adapter is not listed, right-click on the system name or click on the Actions menu and select
Scan for hardware changes

For Chelsio adapters, the physical functions are currently assigned as:

[+]

(]

1]

(]

1]

XiV.

A4

Physical functions 0 - 3: for the SR-IOV functions
Physical function 4: for all NIC functions of the card
Physical function 5: for iSCSI

Physical function 6: for FCoE

Physical function 7: Currently not assigned

Once the Unified Wire package is installed, open Device Manager again. Expand Network
adapters section and now Chelsio adapter should be listed.

Note Network device names for Chelsio’s physical ports are assigned using the
following convention: the port farthest from the motherboard will appear as the
first Ethernet interface. However, for T5 40G adapters, the association of physical
Ethernet ports and their corresponding network device names is opposite. For
these adapters, the port nearest to the motherboard will appear as the first
network interface.
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3. Software/Driver Installation

Chelsio Unified Wire can be installed using the Installer or the zip package. Refer the relevant
section below depending on the method of installation selected.

® Important If you are planning to install Unified Wire in a cluster, it should be done on all
the members. Using different versions of Unified Wire is not supported.

al Prerequisites

Please make sure that the following requirements are met before installation:

° Latest Microsoft Visual C++ Redistributable packages for Visual Studio (x86 and x64) are
required if you are planning to use installer.

°  Windows update KB2685811 should be installed on Windows 7 Client and 2008 R2 Server. It
will be installed if Automatic Updates is configured or can be installed manually from
https://www.catalog.update.microsoft.com/Search.aspx?q=KB2685811

a Unified Wire Installer

Chelsio Unified Wire Installer provides two methods of installation: GUI or CLI mode. GUI mode
provides an interactive GUI installer with customizable options. Whereas, CLI mode enables
unattended installation of Chelsio drivers and software thereby relieving the user from monitoring
the installation process and providing input via dialog boxes.

3.2.1. Enabling Test Signing

In case the drivers in the package are not WHQL certified, follow the steps mentioned below to
enable test signing on your system:

i. Goto Start->Run command option, enter "cmd" and press OK. This will open the command
prompt utility.
ii. Run the following command:

C:\Users\Administrator> bcdedit /set testsigning on

iii. Reboot the machine for the changes to take effect.

3.2.2. GUI mode (Installer)

i. Runthe ChelsioUwire_x.x.x.x_WIN_yyy.y.yy.exe installer application.
ii. Click Next for the Chelsio End User License Agreement Window.

Chelsio Unified Wire for Windows 9
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Chelzio UWIRE Installer - InstallShield Wizard pod

Chelsioc UWIRE Installer

The InstallShield Wizard will install Chelsio UWIRE Installer
on your computer, To continue, didk Mext,

< Back E Mext = i | Cancel

Figure 1 - Unified Wire installer welcome window

iii. Select the radio button | accept the terms of the license agreement and click Next

Chelsio UWIRE Installer - InstallShield Wizard ot
Chelsio UWIRE Installer

June 1, 2006 LS
CHELSIO EMD USER. LICEMSE AGREEMENT

IMPORTAMNT: PLEASE READ THIS SOFTWARE LICEMSE CAREFLULLY BEFORE
DOWMNLOADING OR OTHERWISE USIMNG THE SOFTWARE OR. ANY ASSOCIATED
DOCUMENTATION OR OTHER MATERIALS (COLLECTIVELY, THE
"SOFTWARE™), BY CLICKING OM THE "OK" OR "ACCEPT BUTTON YOU

AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO

MNOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE "DO NOT
ACCEPT" BUTTON TO TERMIMATE THE INSTALLATION PROCESS.

1. License. Chelsio Communications, Inc. ("Chelsio™) W

(®) [ accept the terms of the license agreement

()1 do not accept the terms of the license agreement

InstallShield

< Back |E Mext = i| Cancel |

Figure 2 - Chelsio EULA window
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iv. Select Complete for complete package installation.

Chelsio UWIRE Installer - InstallShield Wizard

Chelsio UWIRE Installer

Please select a setup type.

(®) Complete

-
o

“ ; All program features will be installed. (Reguires the most disk space.)
r v

-

O Custom

L Ed

* Select which program features you want installed. Recommended for
advanced users,

-

| < Back |I Mext = || Cancel

Figure 3 - Select setup (installation) type

v. Click Install to start the installation.

Chelsio UWIRE Installer - InstallShield Wizard >

Ready to Install the Program
The wizard is ready to begin installation.

Click Inztall to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

=]
(%]
ol
[}
m
(=1

< Back |I Install || Cancel

Figure 4 - Start installation

Chelsio Unified Wire for Windows
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vi. FCoE Storport Miniport and NIC drivers will now be installed.

Chelsio UWIRE Installer - InstallShield Wizard

Ideal for all data, storage and high
performance clustering applications

ait the installation is going on . This may take few minutes.
C:\ChelsioUwire\Instapp\amdé4\devdisen.exe

Figure 5 - Installation in progress

vii. Click Finish to exit from the Unified Wire Installer.

Chelsio UWIRE Installer - InstallShield Wizard

Chelsio UWIRE Installer

Setup has finished installing Chelsio UWIRE Installer on your
computer,

Figure 6 - Finishing Unified Wire installation

Chelsio Unified Wire for Windows



Chapter I. Chelsio Unified Wire

3.2.3. CLI mode (Silent Installation)

To install the driver using this feature, open command prompt and execute the following
command:

[C:\Users\Administrator> ChelsioUwire x.x.x.x WIN yyy.y.yy.exe —-in all ]

The above command will install NIC and FCoE Storport Miniport drivers.

To know more about other parameters and options, execute the following command:

[C:\Users\Administrator> ChelsioUwire x.x.x.x WIN yyy.y.yy.exe -—help ]

The above command will create a help file, ChelsioUwire_x.x.x.x_WIN_yyy.y.yy help.txt, in the
present working directory which contains the complete list of command line syntax required for
performing all the necessary CLI operations.

() Note A log file, ChelsioUwire_x.x.x.x_WIN_yyy.y.yy.log, is created in the same directory
which keeps a record of all the commands executed and their results.

m Zip Package

Chelsio Unified Wire zip package provides two methods of installation: Manual and using Offline
Windows Image. In Manual method, the driver components must be individually installed using
the Device Manager. Using the second method, you can add Chelsio driver components to an
offline OS image. The image can then be used to install Windows on your system.

3.3.1. Enabling Test Signing

In case the drivers in the package are not WHQL certified, please follow the steps mentioned
below to enable test signing before installing Unified Wire:

i. Open command prompt and run the following command to enable test signing:

C:\Users\Administrator>bcdedit /set testsigning on

ii. Change your working directory to ChelsioUwire_x.x.x.x_WIN_yyy.y.yy/Selfsign/ and run the
following commands:

C:\ ChelsioUwire x.x.x.x WIN yyy.y.yy\Selfsign> .\certmgr.exe -add
.\chelsiocertl.cer -s -r LocalMachine root -all

C:\ ChelsioUwire x.x.x.x WIN yyy.y.yy\Selfsign> .\certmgr.exe -add
.\chelsiocertl.cer -s -r LocalMachine trustedpublisher -all

iii. Reboot the machine for the changes to take effect.

Chelsio Unified Wire for Windows 13
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3.3.2. Drivers location

The driver files should be manually picked from:

e ChelsioUwire_x.x.x.x_WIN_yyy.y.yy\drivers\Win10 for Server 2016 and 10 Client.
e ChelsioUwire_x.x.x.x_WIN_yyy.y.yy\drivers\Win7 for Server 2012 R2.

3.3.3. Manual

LHTee@ © The driver components need to be installed strictly in the order described
here. Using any other order is not supported.

e Before proceeding, open Device Manager and disable NDIS Miniport driver

(Network adapters->Chelsio Network Adapter) followed by Virtual Bus Driver
(System devices->Chelsio Bus Enumerator).

° Virtual Bus Driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Bus Enumerator and select Update
Driver Software.

ii. Select Browse my computer for driver software.

iii. Select Let me pick from a list of device drivers on my computer and click Next.

iv. Click on Have Disk Button and on the next screen browse for chvbdx64.inf file in the zip
package. Click Open and then OK.

v. Click Next and driver installation will progress. Click Close once the installation is complete.

® FCoE Storport Miniport driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Generic function with function 6 and select
Properties. In case the adapter is not listed, it may appear as Fibre Channel Controller
under Other devices.

General  Drver Detalls Everts Resources
.La Chelsio T6225CR 25G Generic function
Device type: System devices

Manufacturer: Chelsio
Location PClbus 8 device 0, function &

Device status

Mo drivers are installed for this device

OK Cancel

Chelsio Unified Wire for Windows 14
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Under Driver tab, select Update Driver...

i. Select Browse my computer for driver software.

Select Let me pick from a list of device drivers on my computer and click Next.
Click on Have Disk Button and on the next screen, browse for csiofcoe.inf file in the zip
package. Click Open and then OK.

. Click Next and driver installation will progress. Click Close once the installation is complete.

NDIS Miniport Driver

Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on Network Adapters, right click on the Chelsio network adapter and select Update
Driver Software.

Select Browse my computer for driver software.

i. Select Let me pick from a list of device drivers on my computer.

Click on Have Disk Button and on the next screen browse for chnetx64.inf file in the zip
package. Click Open and then OK.
Click Next and driver installation will progress. Click Close once the installation is complete.

Repeat the above steps for the other adapters.

Generic Function

Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Generic Function and select Update
Driver Software.

Select Browse my computer for driver software.

i. Select Let me pick from a list of device drivers on my computer.

Click on Have Disk Button and on the next screen browse for chnulx64.inf file in the zip
package. Click Open and then OK.
Click Next and driver installation will progress. Click Close once the installation is complete.

3.3.4. Offline Windows Image

You can use Windows Deployment Image Servicing and Management (DISM) tool to add Chelsio
driver components (.inf files) to an offline Windows image. For more information, visit the following
links:

http:/technet.microsoft.com/en-us/library/hh825070.aspx

http://blogs.technet.com/b/heyscriptingguy/archive/2012/09/27/use-the-powershell-dism-
cmdlets-to-manage-windows-8.aspx
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4. Firmware Update

The driver will auto-load the firmware if an update is required. The firmware version can be verified
using cxgbtool:

[C:\Users\Administrator>cxgbtool nic0 debug version }

In case of installer, the firmware binaries will be copied to <system_drive>\ChelsioUwire
\Firmware\ folder during installation.

For zip package, the binaries will be present in ChelsioUwire x.x.x.x_WIN_yyy.y.yy\firmware\
folder.

Chelsio Unified Wire for Windows 16
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5.cxgbtool help

The cxgbtool command queries or sets various aspects of Chelsio network interface cards. It
complements standard tools used to configure network settings and provides functionality not
available through such tools.

Some of the commands provided can be used to query running statistics to aid in debugging.

Syntax

cxgbtool <vbdIface|nicIface|iSCSIIface]|rdma> <category> <command> <options>

Definitions
nicIface is the name of the network device to work on, given in the format nico, nic1.

vbdIface is the name of the Chelsio Bus Enumerator instance to work on, given in the format
vbd0, vbd1l

iscsIface is the name of the Chelsio iSCSI interface to work on, given in the format iscszo,
iSCSI1

rdma is the name of the Chelsio RDMA interface to work on.

fcoelIface is the name of the Chelsio FCoE interface to work on, given in the format
Scsil, Scsi?2

category is one of the cxgbtool categories, i.e., boot, cudbg, debug, firmware, hardware
command is the action you wish to perform on the adapter or property you wish to view/change.

option is the optional parameter to be provided with command.

° Help
o Displaying cxgbtool help: cxgbtool
o Displaying list of available cxgbtool commands: cxgbtool -h all
o Displaying category specific help:
cxgbtool <vbdIface|nicIface|iSCSIIface> <category> -h

o Displaying list of cudbg entities: cxgbtool <vbdIface> cudbg dbg -h
o Displaying RDMA help: cxgbtool rdma -h
o Displaying FCoE help: cxgbtool fcoe -h

Chelsio Unified Wire for Windows 17



FCoE
Description: Display FCoE information.

Syntax: cxgbtool fcoe -a [FCoEAdapterIndex] <options>
Examples:

o Scanning for available Chelsio adapters.

C:\Wsers\Administr

@)

ers\Administrator btool fcoe -a scsil --show-hw

o

ision
Firmware rev

PF number
~ funct

T =

o

7-43-84-B4-26

LINK DOWN

Interrupt Mode
Firmware Event Queue:
IQ-Idx : @

Mo.of SGE Queues: 19




o Printing adapter statistics.

R I R o I S v

Current Event :CS5I0_HWE_INIT_DONE
Previous Event 'CSI0 _HWE_INIT

HW S

0 ESET
HWE_HBA_RESET DONE
o]
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o Printing physical port statistics of adapter.

Transm
Transmi

[y

P

FrﬂmﬁS Drﬂppﬁd
Offload E =

ransmitted
Transmitted
ranwmlLLed

Dropped
r++lUjd Bytes T
r++lUjd Fra
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o Printing DCB parameters.

C:\Users\Administrator>cxgbtool fcoe -a scsil --dcb-params
Desired DCBX Paramters[Port: 8]

Priority Priority @ : B8

Priority Group ID Priority
Priority Group ID Priority
Priority Group ID Priority
Priority Group ID Priority
Priority Group ID Priority
Priority Group ID Priority
Priority Group ID Priority

[ R WE R LN I

=

Percentage

Percentage Priority Group
Percentage Priority Group
Percentage Priority Group
Percentage Priority Group
Percentage Priority Group
Percentage Priority Group
Percentage Priority Group
Percentage Priority Group

= A E W@

of Traffic Classes Supported
Priorate

Priority

t Priorate Priority
Priorate Priority
Priorate Priority

t Priorate Priority
Priorate Priority
Priorate Priority

t Priorate Priority

= A E W@
20000003

Number of Traffic Classes Supported : 8

Disabled
Disabled
Disabled
Enabled

Disabled
Disabled
Disabled
Disabled

for Priotity
for Priotity
for Priotity
for Priotity
for Priotity
for Priotity
for Priotity
for Priotity

oW ®

=




o Printing driver parameters.

o Printing SCSI statistics.

ool fcoe

Errors
Errors
DMA map Erros
yv-5GEs Error

eqs Error

Close
TOc i

I10s

i
I0Req Fre
DDP Misse
Invalid
Invalid

Entries

f
[
Jein
1A
=t

LA
m
=R C B ]

LA
(]




Printing FCFs information connected to the adapter.

FCF MAC
ame ID
Fabric

A

FCFI

lable for Log
t-1d .

g

(R

times the

times the sw
requirement for

times adap




o Printing local nodes information.

Administrato too coe -a scsil --show-lnode

LNode Dew
WINPT
FCFI

MAC

()

Do

SUPPORTED
e [ Iﬂ,—_‘je}{ =
UMINIT




o Printing local nodes statistics.

1
li

out




o Printing remote nodes information.

C:ZWUsers\Administrator t Fcoe -a scsil --show-rnode

3.

FFFFFE
READY
B
Fabric

Params:
SUPPORTED
JOT SUPPORTED

Jot]

W Iy I Vo Iy B |
Wowmowm |

READY
B

Mame-Server

MOT SUPPORTED

READY
B
M-Port

ice Params:
MOT SUPPORTED
MOT SUPPORTED
SUPPORTED

JOT SUPPORTED

1
W\owmowmon
Wowm |




o Printing remote nodes statistics.

-show-rnode-stats

1:80:85:73:d3:8a:bf
MPort-id: FFFFFE
State : READY

FLUN

LUMN
Errors
Memory

:FLOGI_ACC RCVD
: NONE

RNFE_LOGGED_IN
NFE_PRLT_DONE

RNFE_CLOSE
) RNFE_NAME_MISSING

@)

channel 3




o Displaying internal memory information.

ers\Administr tool fcoe -a scsil --show-meminfo

[4.00 MiB]
1.00 GiB]

T =

o

Pstruct FL:

hash:

el

s

5.

[7
[
[
[

5 (5
[
[
[
[2.

Tx pd;lnad:

uP RAM: i ®48
uP Extmem2: B [4.80 GiB]

64KiB for 1 channel
64KiB for 2 channel

5
5

out of 2 allocated
out of 1 all :
of 2847
t of 2047

+ ot

Loopback @ usi 2047 es out of 2847 allocated
Loopb 1 us 2047 p out of 7 allocated
Loopback 2 usi 2847 out of 7 allocated

- out of 2847 allocated




o Displaying firmware debug logs.

minist

min €

min

min €

min &

min €

min

xgbtool fcoe adapter=scsii create-npiv wun=50:80:74:30:4b:42:60:00 wun=50:80:74:38:4b:42:66: 89 wn=50:08:74:18:4b:42:60:80 wun=50:80:74:38:4h:42:60:00

o Deleting NPIV ports for the parent WWN.

cghtool fcoe ——adapt

1 ——delete-npiv —wun=58:00:74:30:4b:42:6

4h:42:68:88

WUPN

P
PIU WUNN

82
BE-FC-FF-1C-B2-68
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Debug
= version
Description: Display adapter information like part number, serial number, device ID, firmware
version, TP, etc.

Syntax: cxgbtool <vbdIface|nicIface|iscsilface> debug version

Example:
version
o481
1.16
1.
= jnst

Description: Install driver package specified in the setup information file (.inf).
Syntax: cxgbtool debug inst <file>

Example:

4. inf_amds

4. inf_amdi

= update
Description: Update driver package.

Syntax: cxgbtool debug update <file>
Example:

C:“\Users‘Administrator>cxgbtool debug update C:\Users‘AdministratoriDesktopiv6.5.8.0\bin\fre\x64 chvbdx64.inf

Driver for HwId:PCINWVEN 14258DEY_64078SUBSYS_000014258REV_00 updated successfully!!!
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= uninst
Description: Uninstall driver package specified in the setup information file (.inf).

Syntax: cxgbtool debug uninst <file>

Example:

= rescan
Description: Scan for hardware changes in the device manager.

Syntax: cxgbtool debug rescan

Example:

ministra

» (qstats
Description: Display statistics for each Tx & Rx queue.

Syntax: cxgbtool <nicIface|iscsilface> debug gstats <queueTypel|clr>

clr: Clear queue statistics.

Queue Type Description

txeth Tx tunnel queue statistics.

rxeth Rx tunnel queue statistics.

txvirt Tx VM queue statistics.

rxvirt Rx VM gueue statistics.

txtoe Tx Chimney queue statistics.
rxtoe Rx Chimney queue statistics.
txrdma Tx RDMA gueue statistics.
rxrdma Rx RDMA queue statistics.

txctrl Chimney control queue statistics.
txfwd Chimney forwarding queue statistics.
txnvgre * Tx NVGRE statistics.

rxnvgre * Rx NVGRE statistics.

txiscsi Tx iSCSI queue statistics.

rxiscsi Rx iSCSI queue statistics.
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txpd

Tx PacketDirect queue statistics.

rxpd

Rx PacketDirect queue statistics.

* not supported on T6 adapters

Qstats Parameter

Description

BcBytes Broadcast packet size in bytes.

BcPkts Number of broadcast packets.

CoalBytes Coalesced packet size in bytes.

CoalPkts Number of coalesced packets.

DropPkts Number of dropped packets.

EncapBytes * NVGRE/VXLAN packet size in bytes.

EncapPkts # Number of NVGRE/VXLAN packets.
VlanMismatch Number of packets with VLAN mismatch.
Fw4Ack Number of SGE update requests.
LargeRxDropPkts | Dropped packets due to large size counter.

LSO Number of large send offloaded packets.
McBytes Multicast packet size in bytes.

McPkts Number of multicast packets.

NblsRecv Total Nbls received.

NblsSent Total Nbls sent.

NoRxBufs Packets couldn't process because of lack of memory.
NvPkts Send NVGRE packets.

PeerAbort Peer abort request.

CgComp Number of CQ completions.

PktsDefrag Number of defragged packets.

PktsDrop Total packets dropped.

PktsQued Total packets queued.

PkitsSent Total packets sent.

Quefull Number of time queue full happened.

RecvNbls Total Nbls received.

RssGroup RSS group nhumber allocated to queue.

VPortld Vport ID of queue.

RssProc RSS processor number allocated to queue.
RxCsumErr Number of received packets with checksum error.
RxCsumErrlp Number of received IP packets with checksum error.
RxCsumErrTcp Number of received TCP packets with checksum error.
SysThreadEvts Number of system thread events.

TxCsumOfld Number of checksum offloaded Tx packets.
UcBytes Unicast packets size in bytes.

UcPkts Number of unicast packets.

VlanEx Number of VLAN extracted packets.

VLANIn Number of VLAN inserted packets.

#supported only on T6 adapters
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Example of rxeth gstats

C:ywUsersyAdministrator»cxgbtool nic® debug gqstats rxeth

StatsType RXELh#36 RREth#37
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hardware
= sensor
Description: Display sensor data.

Syntax: cxgbtool <nicIface> hardware sensor

Example:

C:%UsershAdministrator>cxgbtool nicé hardware sensor

Temperature: 30C
Core YDD: 355mY

= fec
Description: Set/Display Forward Error Correction (FEC) parameters.

Syntax:
cxgbtool <nicIface> hardware fec [<config params>]
Example:

o Displaying currently set FEC mode.

SWsershAdministratorscoxghb
pported: : Base-R/Reed-Sclomon Reed-Solomon

u
advertising:: no FEC
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o Setting FEC mode:

C:\Users\Administrator tool nice hardware

tool nic®d hardware
olomon Reed-Solomon

= link_cfg
Description: Set/Display link configuration parameters.

Syntax:
cxgbtool <nicIface> hardware link cfg <options>
Example:

o Displaying link configuration information:

ers\A

Configuration
Supported ports
Ssupported

Supported auto-negotiation

Advertised link modes

Advertised auto-negotiation

Speed

port

Auto-negotiation

o Enabling/Disabling auto-negotiation:

Auto-negotiation is enabled by default. To disable it, use the autoneg off parameter on alll
connected machines of the link.

C:\Wsers\Administrator tool nic® hardwar

C:\Wsers\Administrator btool nic® hardware
Link Config)

Yes

Mo

: o 256G
Auto- ) : OfFf
: Disconnected
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o Changing link speed:

25G port can be set to 10G and 100G port can be set to 25G/40G/50G. Auto-negotiation
should be disabled on all connected machines while changing link speed.

Users\Administrator>cxgbto nic@® hardware link cfg a neg off speed

trator>cxgbtool nic@ hardwar

m [ylefelse=y @ Before setting 40G or 10G speeds, FEC should be disabled on the port using:

C:\Users\Administrator>cxgbtool nic0O hardware fec off

cudbg
= collect
Description: Collect Chelsio adapter debug logs to a compressed file.

Syntax: cxgbtool <vbdIface> cudbg collect <entities> <outputFile> <options>
Examples:

o Collecting debug log for all entities

e. P1 b

o file dump_file... size:
ta to file dump_file

o Collecting debug log skipping specific debug entities

o Collecting debug log avoiding entities that can affect running traffic

btool: Done wr
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6. Software/Driver Uninstallation

Similar to installation, Chelsio Unified Wire can be uninstalled using the Installer or zip package.
Refer the relevant section depending on the method of installation used to install drivers.

'!. Installer

Chelsio Unified Wire Installer can be uninstalled using two methods: GUI or CLI mode. GUI mode
requires user interaction and uninstallation occurs with options specified by the user. Whereas,
CLI mode does not require any user input.

6.1.1. GUI mode (Installer)

i. Runthe ChelsioUwire_x.x.x.x_WIN_yyy.y.yy.exe application.

ii. Select Modify to add or remove features. Select Repair to repair the previous installation.
Select Remove to uninstall the application. After you have selected the appropriate option,
click Next.

Chelsio UWIRE Installer - InstallShield Wizard x

. =

Select the features you want to install, and deselect the features you do not want to install.

= "’ - - Description
NIC Installs network driver in NIC
[“]FcoE mode

0.00 MB of space required on the C drive
41108.68 MB of space available on the C drive

ot o> ] | corn

Figure 7 - Adding or removing features using ‘Modify’ option
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Chelsio UWIRE Installer - InstallShield Wizard ot

Setup Status

Finished repairing Chelsio Drivers.

Installing

C:\...\{8094F0AG-DED7-4163-B6CE-3 10840 36 1DEE} \setup. exe

[ nztallS hield

Cancel

Figure 8 - Repairing previous installation using ‘Repair’ option

Chelsio UWIRE Installer - InstallShield Wizard

Chelsio UWIRE Installer

Welcome to the Chelsio UWIRE Installer Setup Maintenance program. This program lets you
modify the current installation. Click one of the options belaw,

() Madify

.

. Select new program features to add or select currently installed features to
) remove,

=ty

Cl Repair
-

Reinstall all program features installed by the previous setup.
[

@ Remove

- Remave all installed features.
51

Inetallshisld

« Back Mext = | | Cancel

Figure 9 — Uninstalling Unified Wire using ‘Remove’ option
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iii. Click on the Finish button to exit from the installer.

Chelsio UWIRE Installer - InstallShield Wizard

Chelsio UWIRE Installer

Uninstall Complete

Figure 10 - Finishing uninstallation

() Note  This method of uninstallation is possible only if the drivers were installed using
Unified Wire Installer.

6.1.2. CLI Mode

To uninstall FCoE Storport Miniport driver, execute the following command:

[C:\Users\Administrator> ChelsioUwire x.x.x.x WIN yyy.y.yy.exe —un all

Chelsio Unified Wire for Windows
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'a Zip Package

If the driver components were installed using the zip package, they will have to be uninstalled
manually. The following section lists the various components and their respective methods of
uninstallation.

® |mportant The driver components need to be uninstalled strictly in the order described

here. Using any other order is not supported.

NDIS Miniport driver

Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio Network Adapter and
select Uninstall.

Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.

Repeat the same procedure for the other Chelsio Network Adapters.

@

FCoE Storport Miniport

Open the Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on Storage controllers, right-click on Chelsio [FCoE] function and select Uninstall.

Virtual Bus Driver

Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the System Devices, right click on the Chelsio Bus Enumerator and
select Uninstall.

Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.

Generic Function

Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio Generic Function and
select Uninstall.

Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.

Repeat the same procedure for the other Generic Functions.
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Il. FCoE Storport Miniport
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1.Introduction

Fibre Channel over Ethernet (FCoE) is a mapping of Fibre Channel over selected full duplex IEEE
802.3 networks. The goal is to provide 1/O consolidation over Ethernet, reducing network
complexity in the Datacenter.

Chelsio FCoE initiator maps Fibre Channel directly over Ethernet while being independent of the
Ethernet forwarding scheme. The FCoE protocol specification replaces the FCO and FC1 layers
of the Fibre Channel stack with Ethernet. By retaining the native Fibre Channel constructs, FCoE
will integrate with existing Fibre Channel networks and management software.

!!l Hardware Requirements

1.1.1. Supported Adapters

The following are the currently shipping Chelsio adapters that are compatible with Chelsio FCoE
storport miniport driver:

° T6225-CR

° T6225-LL-CR
° T520-CR

° T520-LL-CR
° T540-CR

ia Software Requirements

1.2.1. Windows Requirement
Currently Chelsio FCoE Storport Miniport driver is available for following Windows versions:

° Server 2016
@ 10 Client
°  Server 2012 R2
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2. Configuration and Fine-tuning

a. Configuring Cisco Nexus 5010 switch

2.1.1. Configuring the DCBX parameters

() Note By default, the Cisco Nexus switch enables DCBX functionality and configures
PFC for FCoE traffic making it no drop with bandwidth of 50% assigned to FCoE
class of traffic and another 50% for the rest (like NIC). If you wish to configure
custom bandwidth, then follow the procedure below.

In this procedure, you may need to adjust some of the parameters to suit your environment, such
as VLAN IDs, Ethernet interfaces, and virtual Fibre Channel interfaces.

To enable PFC, ETS, and DCB functions on a Cisco Nexus 5000 series switch:

i. Open aterminal configuration setting.

Switch# config terminal
switch (confiqg) #

ii. Configure gos class-maps and set the traffic priorities: NIC uses priority 0 and FCoE uses
priority 3.

Switch
Switch
Switch
Switch

config) #class-map type gos class-nic
config-cmap-qgos) # match cos 0

config-cmap-gos)# class-map type gos class-fcoe
config-cmap-gos) # match cos 3

— o~~~

iii. Configure queuing class-maps.

Switch (config) #class-map type queuing class-nic
Switch (config-cmap-que) #match gos-group 2
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iv. Configure network-gqos class-maps.

v. Configure gos policy-maps.

vi. Configure queuing policy-maps and assign network bandwidth. Divide the network
bandwidth between FCoE and NIC traffic.

vii. Configure network-gos policy maps and set up the PFC for no-drop traffic class.

() Note By default, FCoE is set to pause no drop. In such a tradeoff, one may want to set
NIC to drop instead.

viii. Apply the new policy (PFC on NIC and FCoE traffic) to the entire system.
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2.1.2. Configuring the FCoE/FC ports

In this procedure, you may need to adjust some of the parameters to suit your environment, such
as VLAN IDs, Ethernet interfaces, and virtual Fibre Channel interfaces

Following steps will enable FCoE services on a particular VLAN and does a VSAN-VLAN
mapping. These steps are not required to be done every time, unless a new mapping is
required.

ii. Following steps help in creating a virtual fibre channel(VFC) and binds that VFC to an
Ethernet interface so that the Ethernet port begins functioning as a FCoE port.

() Note If you are binding the VFC to a MAC address instead of an Ethernet port then
make sure the Ethernet port is part of both default VLAN and FCoE VLAN

iii. Assign VLAN ID to the Ethernet port on which FCoE service was enabled in stepl.
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iv. Onthe FC Ports, if a FC target is connected then perform the following steps -

Switch
Switch
Switch
Switch
Switch
Switch
Switch
Switch

config) #vsan database
config-vsan-db) #vsan 2

config-vsan-db) # vsan 2 interface fc 2/2
config-vsan-db) #exit

config)interface fc 2/2

config-if) # switchport mode auto
config-if)# switchport speed auto
config-if) # no shutdown.

—~ o~ o~~~ o~~~

v. If you have not created a zone then make sure the default-zone permits the VSAN created,
otherwise the initiator and the target on that particular VSAN although FLOGI'd into the
switch will not talk to each other. To enable it, execute the below command.

[Switch(config)# zone default-zone permit vsan 2 ]

a FCoE fabric discovery verification

2.2.1. Verifying Target Discovery

To check the summary of targets being discovered from FCoE ports, open device manger and
follow the steps given below:

i. Go to Start->Control Panel->Device Manager or launch device manager directly from
Start->Run->devmgmt.msc and hit [Enter].

ii. Go to Disk drives section under which you will find the list of all the LUNS that were
discovered.

;-;—1 Device Manager

File  Action Wiew Help
&= | it
o Doy

K Computer

|- Disk drive
| METAPP LUN Multi-Path Disk Device
i METAPP LUM Multi-Path Disk Device

g SEAGATE ST318203FC Multi-Path Disk Device
o SEAGATE S5T318203FC Multi-Path Disk Device
PO Deics

Figure 11 - Discovered Target LUNs
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iii. To bring the LUNSs online, launch disk management by going to Start->Run-
>diskmgmt.msc. Right click on the LUN and select online.

= Disk Management

Fle Action View Help

Lok Mleall sl =0

Violume Layout [ Type [ File System | Status [ capat: Free Space | % Free [ Faulk Tolerance. [ overhead [
=] Sirtple Basic Healthy (P...  24.41 G 2441G8  100% N 0%
=} Sirple Basic Heakhy F... 40068 40068 100% o [
(o) Sinple Basic TS Healhy {8... 39,06 G& 10MGE %% o 0%
=Y Sinple Basic TS Healhy {P...  34.08 GE 682G 49% o 0%
CosystemReserved  Siple Basic WTFS Healhy (5... 100 Mg M 2% o [

LDisk 0 —
Basic System Reserve:
232,83 GB 100 MB NTFS

onlie Healthy (System, &

o)
34,08 GBNTFS
Healthy (Page File, Primary Partition)

©
39,06 GB NTFS

Healthy (Boot, Crash Dump, Priary Partition)

24,41 6B
Healthy (Priary Partitir))

40068
Healthy (Primary Partition)

111768
Frez spare

LDisk 1

Basic

16,96 GB: 16,96 GB
Online: Unallocated
LsDisk 2

Basic

16.96 GB: 16,96 GB
online: Unallocated

Disk 3

W\

Help Propeties

GDisk4  Help

20168 2.0 GB
Offiine. Unallocated
Help

Figure 12 - Bringing LUNSs online

iv. Now format the LUN by right clicking on it and choosing any of the volume types. In this
example, we will choose New Simple Volume. This will invoke the New Simple Volume

Wizard.

=

Disk Management

=1 E3

File  Action  Wiew Help
&= mHEES
W olume | Layiouk | Tvpe | File Syskem | Status | Zapacit | Free Space | o Fr
(] Sinple Basic Healthy (P... 24,41 GE 24.41 GE 100°¢
(] Sinple Basic Healthy (P... 4.00 GE 4,00 GE 100°¢
[y Simple Basic MNTF3 Healthy (B... 39.06GE 10,04 5B 26 %
() Sirnple Basic MNTFS Healthy (P... 34,08 GB 16,82 GB 49 %
wSystem Reserved Sinple Basic MNTFS Healthy (5... 100 MB 72 ME T2 %
| | i
1
E
uDisk 3 ]
Basic
2,01 GB 201 GE
Oriline Unallocated ;
Sirm| olurme
Mew Spanned Yolume. ., a J
“TiDisk 4 I o ctriped Volume.
gaDSichB Mew Mirrored Yolume. ..,
: 201 GB )
Offline . i U nallrestad Mew RAID-5 Yolume. . {
B Unallocated [ Primary partition [Jjj Extel Praperties
| Helo

Figure 13 - Formatting LUNs
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v. Enter the volume size (the entire volume size is selected by default), and in the subsequent
windows assign a driver letter to the volume and choose the file system.

B pisk Management M=l '

File  Action Wiew Help
= 7 NEN=s
| Volme [oFe

=] . i 100«
Specify Yolume Size 4

(= . . . . . 100
Choose & volume zize that iz between the maximumn and mininum sizes.

[ ] 26 %%

(D) 49 %

w Syskem Resery 72 %
t arimurn dizk space in MEB: 2053

il— tinimum disk space in MB: 8 _>I

_uDisk 3 Simple valume size in ME:
Basic

2.01 GB

Online

“IDisk 4

Basic

2,01 5B
OFfline i il
B Unallocated

< Back I Mext » I Cancel |

Figure 14 - Specifying Volume size

= Disk Management (O]
File  Action  Wiew  Help

G |7 HF| S B
TN e Simple Volume Wizard KA

(=1 : A 100+«
= Aszzign Drive Letter or Path 100
For easier access, you can assign a diive letter or drive path to wour partition,

(G ¥ d patio yourp 26 %
[ 49 %
wSystemn Resery 72 %

& Assign the following drive letter:

1 I £ Mourt in the following empty MTFS folder:

L_uDisk 3
Easic

2,01 GB
Online

IL[I;

IE vl
Browsze... |

" Do not assign a drive letter or dive path

L @IDisk 4
Basic

2.01 GB

Offline i

B Unallocated

¢ Back I Mext » I Cancel |

e =

Figure 15 - Assigning drive letter or path
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= pisk Management

File  Action  Wiew Help

= 10] x|

‘olume

[

[

()

[y}
mSystem Resery

iI:

L_spisk 3
Basic

2.01 GB
Online

“zlDisk 4
Basic

2,01 ab

OFFline i

B Unallocated

L

= || HF| 2= E
New simple volume Wizard ________Fa|IEA%

Format Partition
To stare data on this partition, pou must format it firgt,

Choose whether you want ta format this volume, and if 20, what zettings pou want to uze.

= Do rot farmat thig volume

& Fomat this volume with the following settings:

[NTFS =l
IDefauIt j

INEW Yolurme

File znstern:

Allocation unit size:

Wolume label:

W Perform a quick format

™ Enable file and folder compressian

¢ Back I et > I

Figure 16 - Formatting the partition

Cancel |

vi. Click Finish to close the wizard.

File  Action

= Disk Management

View

Help

100«
oo+«
26 %
49 %
V2%

IL[I;

e

S [=] F3

Yalume
w
-]
[ (ay

[ Iy
wSystem Resery

iI:

L_Disk 3
Basic

2.01 GB
Online

“zDisk 4
Basic

2.01 GE

Offling i

B Unallocated

L

s [ Hm| R e E

MNew Simple Yolume Wizard Ei " %o Fr

Completing the New Simple
Volume Wizard

You have successiully completed the Mew Simple Wolume
Wizard.

"o gelected the following settings:

Wolume twpes Simple Yolume Pa
Dizk selected: Disk 3

Wolume size: 2053 MB

Drive letter ar path: E:

File spztem: MTFS

Allocation unit size: Default

Wolume label: Mew Yolume ;I

Cluiiek Farmnak es

To cloge thig wizard, chick Finigh.,

¢ Back I Fikizh I

Figure 17 - Completing Simple Volume Wizard

Cahcel |

100«
100«
26 %
49 %
T2 %

e

| | o —
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vii. The volume should appear in My Computer.

ﬂ Computer =] B3
./._.\. ./._.\. N A
(Gl |. & = Computer - - [‘L]] I Search Computer ¥

Organize *  System propetrties  Uninstall or change a program  Map network drive Open Contral Panel ;,‘i - E] l@l
T Favorites * Hard Disk Drives {3)
Bl Desktop Local Disk {C:) Local Disk (D)
Downloads o ———
- 10.0 56 free of 39.0 GB L-'::?I/ 16,8 GB free of 34.0 GB

2| Recent Places

Mew Yolume (E:)

i Librari —1
oy pranes S 1.96 GB fres of 2,00 GB
j Documents
rJv- Music + Devices with Removable =torage =pace free: 1,06 6B
= Pictures - Total size: 2,00 GB
H videos $ DD Drive (H:)
M Computer * Metwork Location (3)
‘7_-’, Local Disk {2} _ data(}igoechala) (v:)
Local Disk (D . public {{ikulip) {T:) i
& Local Disk (B:) h& 2 ...';" 9.96 G free of 931 GB
w Mew Yolume (E:)
gt public (Vieulip) (i) - public {iigoechala) (Z:)

¥ data (Yigoechala) (¥:)

e 9,96 GB free of 931 GB
S public (\igoechala) (2: =

Gia Metwork

P L YORKER  Domain: blrlab,com Memory: 10,0 GE
- Processor: Inkel{R) Xeon(R) CPU

Figure 18 - The newly created volume in My Computer

2.2.2. Troubleshooting

i. Always enable LLDP on the interfaces as there won’t be FCoE link up until and unless a
successful LLDP negotiation happens.

ii. On switch, make sure priority-flow-control mode is always set to auto and flowcontrol is
disabled.

iii. Always configure the Ethernet interfaces on cisco switch in trunk mode.

iv. If you are binding the VFC to MAC address in case of cisco nexus, then make sure you
make the Ethernet interface part of both Ethernet VLAN and FCoE VLAN.

v. If in any case the switch-port on the cisco nexus switch is reporting
“pauseRateLimitErrDisable”, then perform an Ethernet port shut/no shut.

Also, note that only one FCoE function will be displayed under the storage controllers of the
device manager, irrespective of the number of ports a card possesses. All ports will be using the
same interface.
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1. Troubleshooting

° |Installer issues

In case of any failures while running the Chelsio Unified Wire Installer, please collect the below:

e Screenshot of the failure
e Installer Log file from C:\Windows\Temp\ChelsioUwire_x.x.x.x_WIN_y.y.y devlog.log

° Logs collection

In case of any driver/firmware issues, follow the below procedure to collect the standard logs:

¢ Download the script from https://qgithub.com/Microsoft/SDN/blob/master/Diagnostics/Get-

NetView.PS1
¢ Run the script and the logs will be collected in a zip package.

PS C:\Users\Administrator\Desktop> .\Get-NetView.PS1l

Diagnostics Data:

Get-NetView
Version: 2018.07.13.0
SHA2 : CSS50E2F057669276AC1IFFFDBEL23A5B05E82AD32E31BE22395F4BFAL12BA16F 742

shAdministratoriDesktop'\m=dbg. CORES6CN2-2018. 09. 20_03.53.50. z1p
12.01 MB

shAdministrator’Desktop'msdbg. CORESGCNZ
7.06 MB
128
416

Please contact Chelsio support at support@chelsio.com with relevant logs for any issues.
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2.Chelsio End-User License Agreement (EULA)

Installation and use of the driver/software implies acceptance of the terms in the Chelsio End-
User License Agreement (EULA).

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE DOWNLOADING OR OTHERWISE
USING THE SOFTWARE OR ANY ASSOCIATED DOCUMENTATION OR OTHER MATERIALS
(COLLECTIVELY, THE "SOFTWARE"). BY CLICKING ON THE "OK" OR "ACCEPT" BUTTON YOU AGREE
TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, CLICK THE "DO NOT ACCEPT" BUTTON TO TERMINATE THE INSTALLATION PROCESS.

1. License. Chelsio Communications, Inc. ("Chelsio") hereby grants vyou, the Licensee,
and you hereby accept, a limited, non-exclusive, non-transferable license to install and
use the Software with one or more Chelsio network adapters on a single server computer
for use in communicating with one or more other computers over a network. You may also
make one copy of the Software in machine readable form solely for back-up purposes,
provided you reproduce Chelsio's copyright notice and any proprietary legends included
with the Software or as otherwise required by Chelsio.

2. Restrictions. This license granted hereunder does not constitute a sale of the
Software or any copy thereof. Except as expressly permitted under this Agreement, you
may not:

(i) reproduce, modify, adapt, translate, rent, lease, loan, resell, distribute, or create
derivative works of or based upon, the Software or any part thereof; or

(ii) make available the Software, or any portion thereof, in any form, on the Internet.
The Software contains trade secrets and, in order to protect them, you may not decompile,
reverse engineer, disassemble, or otherwise reduce the Software to a human-perceivable
form. You assume full responsibility for the use of the Software and agree to use the
Software legally and responsibly.

3. Ownership of Software. As Licensee, you own only the media upon which the Software
is recorded or fixed, but Chelsio retains all right, title and interest in and to the
Software and all subsequent copies of the Software, regardless of the form or media in
or on which the Software may be embedded.

4. Confidentiality. You agree to maintain the Software in confidence and not to disclose
the Software, or any information or materials related thereto, to any third party without
the express written consent of Chelsio. You further agree to take all reasonable
precautions to limit access of the Software only to those of your employees who reasonably
require such access to perform their employment obligations and who are bound by
confidentiality agreements with you.

5. Term. This license is effective in perpetuity, unless terminated earlier. You may
terminate the license at any time by destroying the Software (including the related
documentation), together with all copies or modifications in any form. Chelsio may
terminate this license, and this 1license shall be deemed to have automatically
terminated, if you fail to comply with any term or condition of this Agreement. Upon any
termination, including termination by you, you must destroy the Software (including the
related documentation), together with all copies or modifications in any form.

6. Limited Warranty. If Chelsio furnishes the Software to you on media, Chelsio warrants
only that the media upon which the Software is furnished will be free from defects in
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material or workmanship under normal use and service for a period of thirty (30) days
from the date of delivery to you.

CHELSIO DOES NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS YOU MAY OBTAIN BY USING
THE SOFTWARE OR ANY PART THEREOF. EXCEPT FOR THE FOREGOING LIMITED WARRANTY, CHELSIO
MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED, AND HEREBY DISCLAIMS ALL OTHER WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, NON-INFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow the exclusion of implied
warranties or limitations on how long an implied warranty may last, so the above
limitations may not apply to you. This warranty gives you specific legal rights and you
may also have other rights which vary from state to state.

7. Remedy for Breach of Warranty. The sole and exclusive liability of Chelsio and its
distributors, and your sole and exclusive remedy, for a breach of the above warranty,
shall be the replacement of any media furnished by Chelsio not meeting the above limited
warranty and which is returned to Chelsio. If Chelsio or its distributor is unable to
deliver replacement media which is free from defects in materials or workmanship, you
may terminate this Agreement by returning the Software.

8. Limitation of Liability. IN NO EVENT SHALL CHELSIO HAVE ANY LIABILITY TO YOU OR ANY
THIRD PARTY FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR PUNITIVE DAMAGES,
HOWEVER CAUSED, AND ON ANY THEORY OF LIABILITY, ARISING OUT OF OR RELATED TO THE LICENSE
OR USE OF THE SOFTWARE, INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR LOSS OF ANTICIPATED
PROFITS, EVEN IF CHELSIO HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO
EVENT SHALL CHELSIO'S LIABILITY ARISING OUT OF OR RELATED TO THE LICENSE OR USE OF THE
SOFTWARE EXCEED THE AMOUNTS PAID BY YOU FOR THE LICENSE GRANTED HEREUNDER. THESE
LIMITATIONS SHALL APPLY NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED
REMEDY .

9. High Risk Activities. The Software is not fault-tolerant and 1is not designed,
manufactured or intended for use or resale as online equipment control equipment in
hazardous environments requiring fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control,
direct life support machines, or weapons systems, in which the failure of the Software
could lead directly to death, personal injury, or severe physical or environmental
damage. Chelsio specifically disclaims any express or implied warranty of fitness for
any high risk uses listed above.

10. Export. You acknowledge that the Software is of U.S. origin and subject to U.S.
export jurisdiction. You acknowledge that the laws and regulations of the United States
and other countries may restrict the export and re-export of the Software. You agree
that you will not export or re-export the Software or documentation in any form in
violation of applicable United States and foreign law. You agree to comply with all
applicable international and national laws that apply to the Software, including the
U.S.

Export Administration Regulations, as well as end-user, end-use, and destination
restrictions issued by U.S. and other governments.

11. Government Restricted Rights. The Software is subject to restricted rights as
follows. If the Software is acquired under the terms of a GSA contract: use, reproduction
or disclosure is subject to the restrictions set forth in the applicable ADP Schedule
contract. If the Software is acquired under the terms of a DoD or civilian agency
contract, wuse, duplication or disclosure by the Government 1s subject to the
restrictions of this Agreement in accordance with 48 C.F.R. 12.212 of the Federal

Chelsio Unified Wire for Windows 53



Chapter Ill. Appendix

Acquisition Regulations and its successors and 49 C.F.R. 227.7202-1 of the DoD FAR
Supplement and its successors.

12. General. You acknowledge that you have read this Agreement, understand it, and that
by using the Software you agree to be bound by its terms and conditions. You further
agree that it is the complete and exclusive statement of the agreement between Chelsio
and you, and supersedes any proposal or prior agreement, oral or written, and any other
communication between Chelsio and you relating to the subject matter of this Agreement.
No additional or any different terms will be enforceable against Chelsio unless Chelsio
gives its express consent, including an express waiver of the terms of this Agreement,
in writing signed by an officer of Chelsio. This Agreement shall be governed by
California law, except as to copyright matters, which are covered by Federal law. You
hereby irrevocably submit to the personal Jjurisdiction of, and irrevocably waive
objection to the laying of venue (including a waiver of any argument of forum non
conveniens or other principles of like effect) in, the state and federal courts located
in Santa Clara County, California, for the purposes of any litigation undertaken in
connection with this Agreement. Should any provision of this Agreement be declared
unenforceable in any Jjurisdiction, then such provision shall be deemed severable from
this Agreement and shall not affect the remainder hereof. All rights in the Software not
specifically granted in this Agreement are reserved by Chelsio. You may not assign or
transfer this Agreement (by merger, operation of law or in any other manner) without
the prior written consent of Chelsio and any attempt to do so without such consent
shall be void and shall constitute a material breach of this Agreement.

Should you have any questions concerning this Agreement, you may contact Chelsio by
writing to:

Chelsio Communications, Inc.
209 North Fair Oaks Avenue,
Sunnyvale, CA 94085

U.S.A
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