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Chapter I. Chelsio Unified Wire

1.Introduction

Thank you for choosing Chelsio Unified Wire adapters. These high speed, single chip, single
firmware cards provide enterprises and data centers with high performance solutions for various
Network and Storage related requirements.

The Terminator seriesi s Ch e kbxs gepetaton of highly integrated, hyper-virtualized
10/25/40/50/100GbE controllers. The adapters are built around a programmable protocol-
processing engine, with full offload of a complete Unified Wire solution comprising NIC, TOE,
IWARP RDMA, iSCSI, FCoE and NAT support. It scales to true 100Gb line rate operation from a
single TCP connection to thousands of connections, and allows simultaneous low latency and
high bandwidth operation thanks to multiple physical channels through the ASIC.

Ideal for all data, storage and high performance clustering applications, the Unified wire
adapters enable a unified fabric over a single wire by simultaneously running all unmodified IP
sockets, Fibre Channel and InfiniBand applications over Ethernet at line rate.

Designed for deployment in virtualized data centers, cloud service installations and high
performance computing environments, Chelsio Terminator adapters bring a new level of
performance metrics and functional capabilities to the computer networking industry.

!I' Features

Chelsio Unified Wire for Windows is an easy to use utility developed to provide installation of 64-
bit Windows based drivers and tools for Chelsio's Unified Wire adapters.

It consists of the following components:

NDIS Function driver (NIC)

NVGRE Offload

VXLAN Task Offload

PacketDirect (Kernel Mode and ARM Moderation)
SMB Direct

RDMA/NVGRE concurrent (Mode 2)
IWARP (ND)

NDIS SR-IOV

Guest RDMA (Mode 3)
VMMQ/VRSS

iISCSI Storport Miniport

Data Center Bridging (DCB)
Storage Replica (SR)

Unified Wire Manager (UM)

UM for Win PE

SR N eI B B B B R
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‘n Hardware Requirements

The Chelsio Unified Wire supports all x64 architectures supporting PCIE (x4, x8, x16) slots.

°  AMD CPUs, 64-bit (x86_64/amd64)
° Intel CPUs, 64-bit (x86_64)

() Note The Chelsio Unified Wire supports 3.3v PCI bus only. Running an adapter on a
PCI x4 slot is not recommended as performance will be significantly reduced by
the limitations of PCI.

() Note T4 family of adapters are not supported on Windows 2016 Server & 10 AU Client
versions.

!a Software Requirements

The Chelsio Unified Wire software has been developed to run on Windows based platforms. To
know more about the complete list of versions supported by each driver/software, please refer
their respective sections.

() Note Drivers are WHQL certified.

ill Package Contents

® Unified Wire Installer

Chelsio Unified Wire comes with an interactive installer and support documentation. The
documentation, consisting of RE AD ME , Rel ease Notes and Uscanr 6s Gui
be found in the <system_drive>\ChelsioUwire\docs\ directory after installing Chelsio Unified Wire.

° Zip Package
The zip package contains driver files, UM installer, UM for Win PE application, firmware binaries,
adapter configuration binaries and support documentation (docs folder).

® Nano Server Installer
The Nano Server Installer package contains driver files, firmware binaries, adapter configuration
binaries and support documentation (docs folder)

Chelsio Unified Wire for Windows 10
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2. Hardware Installation

i. Shutdown/power off your system.

ii. Power off all remaining peripherals attached to your system.

iii. Unpack the Chelsio adapter and place it on an anti-static surface.

iv. Remove the system case cover according to the s\

v. Remove the PCI filler plate from the slot where you will install the Ethernet adapter.

vi. For maximum performance, it is highly recommended to install the adapter into a PCIE x8/x16
slot.

vii. Holding the Chelsio adapter by the edges, align the edge connector with the PCI connector
on the motherboard. Apply even pressure on both edges until the card is firmly seated. It may
be necessary to remove the SFP (transceiver) modules prior to inserting the adapter.

viii. Secure the Chelsio adapter with a screw, or other securing mechanism, as described by the
system manufacturerés instructions. Repl ace the

ix. After securing the card, ensure that the card is still fully seated in the PCIE x8/x16 slot as
sometimes the process of securing the card causes the card to become unseated.

X. Connect a fiber/twinax cable, multi-mode for short range (SR) optics or single-mode for long
range (LR) optics, to the Ethernet adapter or regular Ethernet cable for the 1Gb Ethernet
adapter.

Xi. Power on your system.

xii. Verify if the adapter was installed successfully. To do so, open Device Manager in Control
Panel.

xiii. Under Other devices section, Chelsio adapter should be listed as Ethernet Controller. If the
adapter is not listed, right-click on the system name or click on the Actions menu and select
Scan for hardware changes

For Chelsio adapters, the physical functions are currently assigned as:

=]

Physical functions 0 - 3: for the SR-IOV functions
Physical function 4: for all NIC functions of the card
Physical function 5: for iSCSI

Physical function 6: for FCoE

Physical function 7: Currently not assigned

[+]

2]

[+]

2]

xiv. Once the Unified Wire package is installed, open Device Manager again. Expand Network
adapters section and now Chelsio adapter should be listed.

(O Note Network device names for Chel siobs
following convention: the port farthest from the motherboard will appear as the
first Ethernet interface. However, for T5 40G adapters, the association of physical
Ethernet ports and their corresponding network device names is opposite. For
these adapters, the port nearest to the motherboard will appear as the first
network interface.
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3. Software/Driver Installation

Chelsio Unified Wire can be installed using the Installer or the zip package. Refer the relevant
section below depending on the method of installation selected.

a' Prerequisites

Please ensure that the following requirements are met, before proceeding with the installation:

3.1.1. Unified Wire Installer

Download and install the latest Microsoft Visual C++ Redistributable Packages for Visual Studio
(x86 and x64).

3.1.2. NDIS SR-IOV
Enable SR-IOV in the machine.

3.1.3. Unified Wire Manager (Installer & Zip Package)

The Unified Wire installer has been designed to install Unified Wire Manager (UM) along with
driver components by default, hence no separate installation is required. In case of zip package,
you will have to manually run the UM installer located in ChelsioUwire-x.x.x.xx/UM folder (See
Unified Wire Manager chapter for for more information). Based on the Windows version running
on the system, the three UM components, i.e. Management Agent, Client and Station will be
installed. If an older version of UM exists, the installer will upgrade it to the version provided in
the package.

° Management Agent
If you wish to install Management Agent, please make sure that Microsoft .Net Framework 3.5
is installed before proceeding with the installation.

® Management Station
If you wish to install Management Station, please make sure that the following requirements are
met before proceeding with the installation:

i. Install Python 2.6.6 (32-bit). (Download from here)

ii. Ensure that the path to python binary (typically C:\Python26), is added to PATH system
variable.

ii. Install Apache HTTP Server 2.2 with SSL. (Download from here)

iv. If the Apache Server is running, it should be stopped before starting the installation process.

Chelsio Unified Wire for Windows 12
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m Unified Wire Installer

Chelsio Unified Wire Installer provides two methods of installation: GUI or CLI mode. GUI mode
provides an interactive GUI installer with customizable options. Whereas, CLI mode enables
unattended installation of Chelsio drivers and software thereby relieving the user from monitoring
the installation process and providing input via dialog boxes.

3.2.1. Enabling Test Signing

In case the drivers in the package are not WHQL certified, follow the steps mentioned below to
enable test signing on your system:

i. Goto Start->Run command option, enter "cmd" and press OK. This will open the command
prompt utility.
ii. Run the following command:

C: \ Users \ Administrator> bcdedit / set testsigning on

iii. Reboot the machine for the changes to take effect.

3.2.2. GUI mode (Installer)

i. Runthe ChelsioUwire-x.x.x.xx.exe installer application.
ii. Click Next for the Chelsio End User License Agreement Window.

Chelsic Uwire Installer - InstallShield Wizard *

Chelsio Uwire Installer

The InstallShield Wizard will install Chelsio Uwire Installer on your computer. To continue, didc
Mext.

Figure 1 - Unified Wire installer welcome window

Chelsio Unified Wire for Windows 13
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iii. Select the radio button | accept the terms of the license agreement and click Next.

Chelsio Uwire Installer

InstallShield

Chelsio Uwire Installer - InstallShield Wizard *

June 1, 2006
CHELSIO EMD USER. LICENSE AGREEMENT

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE
DOWNLOADING OR. OTHERWISE USING THE SOFTWARE OR. ANY ASSOCIATED
DOCUMENTATION OR OTHER MATERIALS (COLLECTIVELY, THE
"SOFTWARE™). BY CLICKING OM THE "OK™ OR "ACCEFT"BUTTOM YOU

AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO

MNOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE DO NOT
ACCEPT™ BUTTON TO TERMINATE THE INSTALLATION PROCESS.

1. License, Chelsio Communications, Inc. ("Chelsio”)
hereby grants you, the Licensee, and you hereby accept, a
limited, non-exdusive, non-transferable license to install
and use the Software with one or more Chelsio network
adapters on a single server computer for use in communicating
with one or more other computers over a network., You may
also make one copy of the Software in machine readable form
solely for back-up purposes, provided you reproduce Chelsio's
copyright notice and any proprietary legends incuded with
the Software or as otherwise required by Chelsio,

Figure 2 - Chelsio EULA window

iv. Now, either select Complete for complete package installation or else select Custom radio
button to customize the installation.

Chelsic Uwire Installer - InstallShield Wizard *

Chelsio Uwire Installer

IstallShicld

tup type.

Cancel

Figure 3 - Select setup (installation) type

Chelsio Unified Wire for Windows
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If you select Custom, you can choose whether to install iISCSI Storport Miniport driver or not.
Please note that Chelsio Ethernet Driver (NIC and VBD) is required for iSCSI Storport Miniport to
work.

Chelsic Uwire Installer - InstallShield Wizard *

Select Features

Select the features setup will install.

Select the features you want to install, and de the features you do not want to install.

Storport Minipart

available on

InstallShield ’

Figure 4 - Customizing the installation

v. Click Install to start the installation.

Chelsio Uwire Installer - InstallShield Wizard *

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

r change any of your installation settings, dick Ba

InstallShield [ <Back ”

Figure 5 - Start installation

Chelsio Unified Wire for Windows 15
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vi. Selected driver components will now be installed.

Chelsio Uwire Installer - InstallShield Wizard *

Setup Status

The InstallShield Wizard is installing Chelsio Uwire Installer

ire\Instapplamda4\Ps

InstallShield

Figure 6 - Installation in progress

vii. After successful installation of driver(s), the Unified Wire Manager installer will be invoked.
Click Next for the Chelsio End User License Agreement Window.

UnifiedWireManager - InstallShield Wizard X

UnifiedwireM anager

anager on your computer. To continu

Cancel

InstallShizld ’ < Back ”

Figure 7 - UM installer welcome window
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viii. Select the radio button | accept the terms of the license agreement and click Next.

License Agreement

InstallShield

UnifiedWireManager - InstallShield Wizard

March 12, 2013
CHELSIO END LISER LICENSE AGREEMENT

IMPORTANT: PLEASE READ THIS SOFTwWARE LICENSE CAREFULLY BEFORE
DOWHLOADING OR OTHERWISE USING THE SOFTWARE OR ANY ASSOCIATED
DOCUMENTATION 0OFR OTHER MATERIALS [COLLECTIVELY, THE
"SOFTWARE"). BY CLICKIMNG OM THE "0K" OR “"ACCEPT" BUTTON OU
AGREE TO BE BOUMD By THE TERMS OF THIS AGREEMENT. IF¥OU DO

MOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE "D WOT
ACCEPT"BUTTON TO TERMINATE THE INSTALLATION PROCESS

1. Licenze. Chelsia Communications, Inc. ["'Chelsia'!)

hereby grants you, the Licenses, and you hereby accept, a
limited, non-exclusive, nontransferable  license

[i] install and use the Software on a single computer system

or on multiple workstations, systems and servers that
incorporate a Chelsio network, adapter and may be accessed by
multiple users from multiple lacations; and [i] make one

copy of the Saftware in machine readable farm zolely for back-
up purposes, provided you reproduce Chelsio's copyright
niotice and any proprietary legends, as required by Chelzia.

Cancel

Figure 8 - Chelsio EULA window

ix. The next window will display the prerequisites for various UM components. Ensure that they
are met before proceeding. Click Next.

UnifiedwireM anager

InstallShield

UnifiedWireManager - InstallShield Wizard

Prerequisites for the management agent:

Operating System: Microsoft Windows Server 2008-R2, 2012
Microsoft .Met Framework Role 3.5

Prerequisites for the management client:

Operating Syster: Microzoft Windows Server  2008-R2 ., 2012 'Win 8 Mfin 7

’ < Back ” Mest » ] Cancel

Figure 9 - UM prerequisites window

nlote If prerequisites mentioned are not met, installation of UM will fail. Driver installation

will however continue.

Chelsio Unified Wire for Windows
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X. Now, either select Complete for complete package installation or else select Custom radio
button to customize the installation. The Custom option provides the option to change the
installation path and which UM components to install. Click Next.

() Note |f Management Station is selected, please make sure that all related prerequisites
are met before proceeding (See Prerequisites) or else the component will be skipped
during installation.

UnifiedWireManager - InstallShield Wizard >

Setup Type

InstadI5hield < Back Mext » Cancel

Figure 10 - Select setup (installation) type

UnifiedWireManager - InstallShield Wizard X

Cancel

InstallShigld Y

Figure 11 - Changing UM installation path

Chelsio Unified Wire for Windows 18
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UnifiedWireManager - InstallShield Wizard >

Select Features

] Managemert Station

ImstallShield [ < Back ” Mest » ] Cancel

Figure 12 - Selecting UM components to install

xi. Click Install to start the installation. Unified Wire Manager will now be installed with the
selected options.

UnifiedWireManager - InstallShield Wizard X

Ready to Install the Program

Carcel

InstaliShield < Back ] [

Figure 13 - Starting UM installation
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xii. Click Finish to exit from the UM Installer.

UnifiedWireManager - InstallShield Wizard

UnifiedwireM anager

Setup h: hed installing Unifie 4 anager on your computer,

Cancel

InstallShicld [ < Back ”

Figure 14 - Finishing UM installation

xiii. Click Finish to exit from the Unified Wire Installer.

Chelsio Uwire Installer - InstallShield Wizard

Chelsio Uwire Installer

Setup has finished instaling Chelsio Uwire Installer on your computer.

Cancel

InstallShield [ < Back ]'[

Figure 15 - Finishing Unified Wire installation
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3.2.3. CLI mode (Silent Installation)

To install drivers/software using this feature, open command prompt and execute the following
command:

[C:\ Users \ Administrator> ChelsioUwire - X.X.X.XX. exe 1 in <driver(s)> }
E.g.
[C:\ Users \ Administrator> ChelsioUwire - X.X.X.XX. exe Tinall }

The above command will install all the drivers and UM Agent.

To add a driver to an existing list of already installed drivers, use the following command:

[C:\ Users \ Administrator> ChelsioUwire - x.x.X.X.exe Tadd <driver(s)> }
E.g.
[C:\ Users \ Administrator> ChelsioUwire - x.x.X.x.exe -add iSCSI }

The above command will add iSCSI Storport Miniport driver.

To know more about other parameters and options, execute the following command:

[C:\ Users \ Administrator> ChelsioUwire - X.X.X.XX. exe - help }

The above command will create a help file, ChelsioUwire-x.x.x.xx_help.txt, in the present working
directory which contains the complete list of command line syntax required for performing all the
necessary CLI operations.

() Note A log file, ChelsioUwire-x.x.x.xx.log, is created in the same directory which keeps a
record of all the commands executed and their results.

m Nano Server Installer

Follow the steps mentioned below to install Unified Wire on a Nano Server machine:

i. Download and unzip the driver package Chelsio-NANO-installer-x.x.x.xx.zip

Chelsio Unified Wire for Windows 21
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ii. Connectto Nano Server machine and copy the package contents.
iii. Open PowerShell with administrative privileges and change your working directory to Chelsio-
NANO-installer-x.x.x.xx

iv. Run the installer

[nanomachine -ip]: PSD: \ Chel sio - NANQinstaller - XXXXX> \ install.ps1 -in
all

A log file, Chelsio-installer.log, containing installation summary will be created in the same folder.

() Note In case of non-WHQLed drivers, if Nano Server is freshly installed, the installer will
enable Test Signing. Reboot the machine and run the installer again.

To know more about Installer parameters and options, view the help:

[nanomachine -ip]: PSD: \ Chelsio - NANQinstaller = XXXXXS> \ install.ps1 -h ]

al Zip Package

Chelsio Unified Wire zip package provides two methods of installation: Manual and using Offline
Windows Image. In Manual method, the driver components must be individually installed using
the Device Manager. Using the second method, you can add Chelsio driver components to an
offline OS image. The image can then be used to install Windows on your system.

3.4.1. Enabling Test Signing

In case the drivers in the package are not WHQL certified, please follow the steps mentioned
below to enable test signing before installing Unified Wire:

i. Open command prompt and run the following command to enable test signing:

C:\ Users \ Administrator>bcdedit / set testsigning on

Chelsio Unified Wire for Windows 22
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ii. Change your working directory to ChelsioUwire-x.x.x.xx/Selfsign/ and run the following

commands:
C:\ ChelsioUwire - x.x.x.xx \ Selfsign > .\ certmgr.exe -add . \ chelsiocertl.cer -S
- r LocalMachine root - all
C:\ ChelsioUwire - x.x.x.xx \ Selfsign > .\ certmgr.exe -add . \ chelsiocertl.cer -s
- r LocalMachine truste dpublisher - all

iii. Reboot the machine for the changes to take effect.

3.4.2. Manual

LM en @ 1 The driver components need to be installed strictly in the order described
here. Using any other order is not supported.

1 Before proceeding, open Device Manager and disable NDIS Miniport driver

(Network adapters->Chelsio Network Adapter) followed by Virtual Bus Driver
(System devices->Chelsio Bus Enumerator).

e Virtual Bus Driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Bus Enumerator and select Update
Driver Software.

ii. Select Browse my computer for driver software.

iii. Select Let me pick from a list of device drivers on my computer and click Next.

iv. Click on Have Disk Button and on the next screen browse for chvbdx64.inf file and click
Open and then OK.

v. Click Next and driver installation will progress. Click Close once the installation is complete.

® NDIS Miniport driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on the Chelsio network adapter and select Update
Driver Software.

ii. Select Browse my computer for driver software.

iii. Select Let me pick from a list of device drivers on my computer.

iv. Click on Have Disk Button and on the next screen browse for chnetx64.inf file and click
Open and then OK. Click Next and driver installation will progress. Click Close once the
installation is complete.

Repeat the above steps for the other adapters.
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° |SCSI Storport Miniport driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on the Chelsio Bus Enumerator and select
Properties.

ii. Under Advanced tab, select iISCSI Instances and set the Value to default. Click OK.

iii. Under Other Devices, select Chelsio iScsi Function on Port#00, right-click and select
Update Driver Software.

iv. Select Browse my computer for driver software.

v. Select Let me pick from alist of device drivers on my computer and click Next.

vi. Click on Have Disk Button and on the next screen, browse for cht4iscsi.inf file and click
Open and then OK.

vii. Click Next and driver installation will progress. Click Close once the installation is complete.

Repeat the same procedure for other ports.

® Generic Function

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Generic Function and select Update
Driver Software.

ii. Select Browse my computer for driver software.

iii. Select Let me pick from a list of device drivers on my computer.

iv. Click on Have Disk Button and on the next screen browse for chnulx64.inf file and click
Open and then OK.

v. Click Next and driver installation will progress. Click Close once the installation is complete.

3.4.3. Offline Windows Image

You can use Windows Deployment Image Servicing and Management (DISM) tool to add Chelsio
driver components (.inf files) to an offline Windows image. For more information, visit the following
links:

1 http://technet.microsoft.com/en-us/library/hh825070.aspx

1 http://blogs.technet.com/b/heyscriptingguy/archive/2012/09/27/use-the-powershell-dism-
cmdlets-to-manage-windows-8.aspx

3.4.4. Nano Server: Driver Installation

Before installing Nano Server, the Chelsio driver components need to be added to the boot image
file. The following steps explain step-by-step procedure to add Chelsio VBD, NDIS and Null
drivers to the image file:

i. Copy NanoServer.wim image file from Windows Server 2016 (build>=10586) ISO to a
desired folder on your hard drive.
ii. Open a command prompt with administrative privileges (elevated command prompt).
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iii. Determine the index number of image file.

v. Mount the image file:

<

Copy the Microsoft OEM driver set package from NanoServer\Packages folder in the ISO to
your hard drive and add it to the image file:

<

i. Add Chelsio drivers to the image file:

() Note In case of non-WHQLed drivers, run the above commands with the /forceunsigned
option. Hereds an example for the first

vii. Commit and save the image file:

Chelsio Unified Wire for Windows 2
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viii. Finally, add the image file to WDS server and install Nano Server (with Chelsio drivers)
using PXE boot.
ix. The Nano Server machine will reboot.

() Note In case of non-WHQLed drivers, run the following command to enable test signing and
reboot the machine again:
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4. Firmware Update

The driver will auto-load the firmware if an update is required. The firmware version can be verified
using cxgbtool:

[C: \ Users \ Administrator>cxgbtool nicO debug version }

In case of installer, the firmware binaries will be copied to <system_drive>\ChelsioUwire
\Firmware\ folder during installation.

For zip package, the binaries will be present in ChelsioUwire-x.x.x.xx\firmware\ folder.

For Nano Server Installer, the binaries will be present in Chelsio-NANO-installer-
x.x.x.xx\firmware\ folder.
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5. Software/Driver Update

Chelsio Unified Wire can be updated using Windows update, installer or zip package. The update
method for each is described below:

Windows Update

i. Make sure that you have an active internet connection.
ii. Open Device Manager, click on System Devices, right-click on the Chelsio Bus
Enumerator, and then select Update Driver Software..

~ @ System devices "
¥= ACPI Fixed Feature Button
¥ Chelsio T6225-CR 256G Bus Enumerat--
£3 Chelsio T6225-CR 25G Generic funct Update Driver Software...
§3 Chelsio T6225-CR 25G Generic funct Disable
¥3 Chelsio T6225-CR 25G Generic funct Uninstall
¥ Chelsio T6225-CR 253G Generic funct
£ Chelsio T6225-CR 25G Generic funct Scan for hardware changes
¥z Chelsio T6225-CR 25G Generic funct

Properties
¥= Composite Bus Enumerator =

¥= Direct memory access controller
Figure 16 1 Updating VBD driver

iii. Select Search automatically for updated driver software.

B Update Driver Software - Chelsio T6225-CR 25G Bus Enumerator

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

—> Browse my computer for driver software
Lecate and install driver software manually.

Cancel

Figure 17 1 Searching for driver using Windows update
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iv. Windows will search and install the latest driver. Click Close.

l Update Driver Software - Chelsio T6225-CR 25G Bus Enumerator

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

I~ Chelsic T6225-CR 256 Bus Enumerator

Figure 18 - Driver update successful

v. Click on Network Adapters, right-click on Chelsio Network Adapter and select Update

Driver Software..

ﬁ Device Manager
File Action View Help

s FEIEEB EX®

v é cored6en2
> & Computer
5 s Disk drives
» [ Display adapters
> & DVD/CD-ROM drives
> Human Interface Devices
> =@ IDE ATA/ATAPI controllers
> § IEEE 1394 host controllers
> Keyboards
> g Mice and other pointing devices
> [ Menitors
~ [ Network adapters
[ Chelsio Network Adapter

[ Chelsio Network Adap
[ Intel(R) 82574L Gigabit
% Intel(R) 82574L Gigabit

> § Ports (COM & LPT)

» A Print queues

> ﬁ Processors

> l Software devices

> S Storage controllers

> §@ System devices

> i Universal Serial Bus controllers

Launches the Update Driver Software Wizard

Update Driver Software...
Disable
Uninstall

Scan for hardware changes

Properties

for the selected device.

Figure 19 - Updating NDIS driver
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vi. Select Search automatically for updated driver software

B Update Driver Software - Chelsio Network Adapter

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation

settings.

— Browse my computer for driver software
Locate and install driver software manually.

Cancel

Figure 20- Searching for driver using Windows update

vii. Windows will search and install the latest driver. Click Close.

B Update Driver Software - Chelsio Network Adapter

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

“ Chelsio Metwork Adapter

Figure 21 - Driver update successful
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viii. Click on Storage controllers, right-click on Chelsio T6 iSCSI Initiator and select Update

Driver Software..

nlote If Chelsio iISCSI interface is not listed, verify if you have specified the number of
iISCSI instances in VBD parameters.

'- Device Manager

File Action View Help

&= FEHRE B EX®

> Ports (COM&LPT)
» [= Print queues

> I Processors

~ S Storage controllers

9&4 Chelsio T6i5CSI Init

S Microsoft Storage S
w {3 System devices

¥ ACPI Fixed Feature t

E3 Chelsio T6225-CR 2!

E= Chelsio T6225-CR 2!

E@ Chelsio T6225-CR 2!

S Chelsio T6iSCSI Initi~+~-

Update Driver Software...
Disable
Uninstall

Scan for hardware changes

Properties

¥ Chelsio T6225-CR 236G Generic function

E3 Chelsio T6225-CR 25G Generic function

E= Chelsio T6225-CR 25G Generic function

¥ Chelsio T6225-CR 253G Generic function

¥= Composite Bus Enumerator

E= Direct memory access controller

Em High precision event timer

K= Intel(R) Chipset QuickData Technology device - 3429

E= Intel(R) Chipset QuickData Technology device - 3424

E3 Intel(R) Chipset QuickData Technology device - 342B

E3 Intel(R) Chipset QuickData Technology device - 342C

K= Intel(R) Chipset QuickData Technology device - 3430

E3 Intel(R) Chipset QuickData Technology device - 3431

F= InteliR Chincet MickNata Terhnnlame devies - 2432
Launches the Update Driver Software Wizard for the selected device,

Figure 22 - Updating iSCSI Storport Miniport driver
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iXx. Windows will search and install the latest driver. Click Close.

B Update Driver Software - Chelsio T6 iSCSI Initiator

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

C— Chelsio T8 i5C5I Initiator
-

The hardware you installed will not work until you restart your computer.

Figure 23 - Driver update successful

Xx. Open the Device Manager, click on Network Adapters, right-click on Chelsio Generic
Function and select Update Driver Software..

 Device Manager - O x

File Actien View Help
e BB HEI B EX®
v @ System devices ~
¥3 ACPI Fixed Feature Button

§@ Chelsio T6223-CR 235G Bus Enumerator
£ Chelsio T6223-CR 23G Generic functinn

E= Chelsio T6225-CR 256G Generic functi Update Driver Software...
¥3 Chelsio T6223-CR 23G Generic functi Disable

¥3 Chelsio TB225-CR 253G Generic functi Uninstall

¥3 Chelsio TB225-CR 253G Generic functi

¥3 Chelsio T6225-CR 25G Generic functi Scan for hardware changes

¥ Composite Bus Enumerator .
L Properties
Em@ Direct memory access controller

¥3 High precision event timer

Figure 24 - Updating Generic function driver
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xi. Select Search automatically for updated driver software

l Update Driver Software - Chelsio T6225-CR 25G Generic function

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation

settings.

—> Browse my computer for driver software
Locate and install driver software manually.

Cancel

Figure 25 - Searching for driver using Windows update

xii. Windows will search and install the latest driver. Click Close.

B Update Driver Software - Chelsio T6225-CR 256G Generic function

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

h Chelsio T6223-CR 253G Generic function

Figure 26 - Driver update successful
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Unified Wire Installer

i. Runthe ChelsioUwire-x.x.x.xx.exe installer application.
ii. Click Next to start the update.

Chelsic Uwire Installer - InstallShield Wizard *

Welcome to the InstallShield Wizard for Chelsio Uwire Installer

stalled version of Chelsio Uwire Installer to

InstallShicld

Figure 27 - Unified Wire installer welcome window

iii. Click Finish to exit from the Unified Wire Installer.

Chelsio Uwire Installer - InstallShield Wizard

Update Complete

The Installshield Wizard has updated Chelsio Uwire Installer to version

i e o] o

Figure 28 - Finishing Unified Wire update
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aZip Package

The method to update Unified Wire using zip package is same as installation. Refer the installation
section for more information.
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6. Configuring Chelsio Network Interfaces

I n order to test C h i ik requiced ta dsa gt keastrtveo dnachimes, each wéths
Chel si 06s net.wdhede mactirep tcanr be connected directly (back-to-
back) or with a switch.

a' Configuring 40G Adapters

You can use the chelsio_adapter_config.ps1 script to configure Chelsio 40G adapters in any of
the following three operational modes:

1 DEFAULT (2X40G): This is the default mode of operation where each port functions as
40Gbps link. The port nearest to the motherboard will appear as the first network interface
(Port 0).

1 SPIDER (4X10G): In this mode, port O functions as 4 10Gbps links and port 1 is disabled.

T QSA (2X10G): This mode adds support for QSA (QSFP to SFP+) modules, enabling smooth,
cost-effective, connections between 40 Gigabit Ethernet adapters and 1 or 10 Gigabit
Ethernet networks using existing SFP+ based cabling. The port farthest from the motherboard
will appear as the first network interface (Port 0).

6.1.1. Windows GUI Machine (Installer & Zip Package)

i. Incase of Installer, the configuration script and cxgbtool.exe will be copied to
<system_drive>\Windows\System32 folder during installation.

If you are using the zip package, copy cxgbtool.exe from ChelsioUwire-x.x.x.xx folder to
<system_drive>\Windows\System32 and change your working directory to ChelsioUwire-
x.X.X.xx\Adapter Configuration.

ii. Open PowerShell with administrative privileges.
iii. Run the adapter configuration script and select Windows GUI (option 1) as the Windows
version. Hit [Enter].

Installer:

[ PS C: \ Users \ Administrator> chelsio_adapter_config.psl }

:\Users\Administrator> chelsio_adapter_confiqg.psl
windows GUI
windows Nano Server

chelsio_adapter_config Version 2.0

Figure 29 - Adapter configuration utility (Installer)
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Zip Package:

PS D: \ ChelsioUwire - x.x.x.xx \ Adapter Configuration>
.\ chelsio_adapter_config.psl

PS D:\ChelsioUwire- \Adapter Configuration> .\chelsio_adapter_config.psl
1. Windows GUI
2. Windows Nano Server

Input: 1

chelsio_adapter_config Version 2.0

Figure 30 - Adapter configuration utility (zip package)

iv. Enter the index of the 40G adapter for which the configuration needs to be updated. Hit
[Enter].

s/N:PT39131112

Figure 31 - Selecting adapter

v. Select Port settings (option 3) as the configuration type. Hit [Enter].

Choose the configuration type:
MON-SRIOV (Default)
SRIOV
Port settings

nput

Figure 32 - Port settings

vi. Select the operation mode and then enter y to confirm.

Choose the type:
DEFAULT (2

ontinue ( ) N _
updated the ected configuration type.

Figure 33 - Operation mode

vii. Open Device Manager, click on System Devices and right-click on the 40G Chelsio
adapter selected in step (iv).
viii. Select Disable and then Enable for changes to take effect.
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6.1.1. Nano Server Machine (Nano Server Installer & Zip Package)

i. Connectto Nano Server Machine.

ii. Incase of Nano Server Installer, the configuration script and cxgbnano.exe utility will be
copied to <system_drive>\Windows\System32 during installation.
If you are using the zip package, copy cxgbnano.exe from ChelsioUwire-x.x.x.xx folder to
<system_drive>\Windows\System32 and change your working directory to ChelsioUwire-
x.x.xX.xx\Adapter Configuration.

iii. Run the adapter configuration script and select Windows Nano Server (option 2) as the
Windows version. Hit [Enter].

Nano Server Installer:

[nanomachine -ip]:  PS D:\ > chelsio_adapter_config.psl

[10.193.187.62]): PS D:\>chelsio_adapter_config.psl
1. Windows GUI
2. Windows Nano Server

Input: 2

chelsio_adapter_config Version 2.0

Figure 34 - Adapter configuration utility (Nano Server Installer)

Zip Package:

[nanomachine -ip]: PS D: \ ChelsioUwire -x.x.x.xx \ Adapter Configuration>
. \ chelsio_adapter_config.ps1

“adapter Configuration> .\chelsio_adapter_config.psl

Input: 2

chelsio_adapter_config Version 2.0

Figure 35 - Adapter configuration utility (zip package)

iv. Enter the index of the 40G adapter for which the configuration needs to be updated

S/N:PT39131112

Figure 36 - Selecting adapterl
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v. Select Port settings (option 3) as the configuration type. Hit [Enter].

Choose the configuration twpe:
. NON-SRIOV (Default)

. SRIOV
. Port settings

[[nput
Figure 37 - Port settings
vi. Select the operation mode and then enter y to confirm.

Choose the type:
DEF2

ntinue v/ . )
d th onfiguration type.

Figure 38 - Operation mode

vii. Determine the Instance ID of the adapter using the Get-PnpDevice command:

Figure 39 - Adapter instance IDs

viii. Use the Instance ID obtained from the previous step to disable and enable the adapter for
changes to take effect.

[10.193.187.132]: PS D:\ChelsioUwire- \Adapter Configuration> disable-PnpDevice

[Confirm
[Are you sure you want to perform this action?
ng the operati le" on target "Win32_PnPEntity: Chelsio T580-CR 40G Bus Enumerator (DeviceID =
1425&DE\ _540D 0001425&R. . . )"
[A] Yes to Al [L] No to AH [?] Help (default is "Y"): Y
187.132]: Ps D:\ChelsioUwire-5.0.0.51\Adapter Configuration> enable-PnpDevice

lAre you sure you want to orm this action?
Pelfcvlmwnq the operation ble” on target "Win32_PnPEntity: Chelsio T580-CR 40G Bus Enumerator (DeviceID =
/ 0001425&R_. )"
[N] No [L] No to AH [?] Help (default is "Y"): Y
:\ChelsioUwire- \Adapter Configuration>

Figure 40 - Committing changes

Assigning IP address

i. Double click on the Network Connections icon and choose the Chelsio card entry and
double click it.
ii. Click on the Properties button from the Local Area Connection X Status.
ii. Sel ect Al nternet Protocol (TCP/ I P)o from the
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iv. From the Internet Protocol (TCP/IP) Properties window, assign an IP Address (e.g.
192.169.1.10) and subnet mask (e.g. 255.255.255.0).

v. Click on Ok and close on the other window.

vi. Check to see if you can ping to some other address on this subnet.

Chelsio Unified Wire for Windows
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7.Mass Deployment (Installer)

Using Uni fi edMa¥s Deployimand featute] yeurcénglash or erase Option ROM on

multiple systems (nodes) simultaneously. The Installer utilizes Uni f i ed Wi r eAgeMtanager 6
and Client components to implement this feature. The Client component must be installed on the

host machine and the Agent component on the remote nodes.

Pre-deployment Configuration

A configuration file containing directives is required by the Installer during installation, flashing
and erasing option ROM. Follow the steps mentioned below to generate and configure the file:

i. Copy the Unified Wire Installer (ChelsioUwire-x.x.x.xx.exe) to a shared location accessible
to all the nodes.

ii. Open Windows PowerShell with administrative privileges (right-click and select Run as
Administrator) and run the following command:

The above command will generate a sample configuration file, RemoteMachineconfig.txt. It
contains the following directives:
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iii. Open the configuration file and provide the following values:

a. Enter absolute path of the shared location where installer is copied to, for the
ExecutablePath parameter.

b. Provide user credentials for the User and Password parameters of the machine where
Installer was copied to.

c. Provide IP addresses of remote nodes between the StartOfCluster and EndOfCluster
tags. Enter each nodebds | P address pethe | ine.
nodes, enter them after the StartOfCluster tag, separated by a colon.

E.g.

For machines with different user credentials,
corresponding user credentials per line between the StartOfNonCluster and
EndOfNonCluster tags in the following format.

m
.

iv. Save the file to a desired location.

() Note For successful deployment of UM components and flashing/erasing option ROM,
please ensure that the host machine and remote nodes are in the same domain.
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a Flashing Option ROM

Unified Wire Installer will flash Option ROM onto the first Chelsio adapter
present in remote node (adapter with index 0. See Configuring using UM CLI
to determine adapter index). Hence, ensure that you either use a non-Chelsio
adapter for corporate/private network or ensure that the Chelsio adapter used
is not installed as first on remote nodes.

Option ROM can be flashed using two methods. Both methods involve deployment of UM
components.

1 Deploying components and Flashing Option ROM together.
1 Deploying components and Flashing Option ROM separately.

() Note T Both methods mentioned above will flash option ROM only onto the first Chelsio
adapter present in the remote node. If you plan to flash more adapters in the same
node or add new nodes to the cluster, they will have to be added as members to a
group and flashed usi ng CohiMgusng Gdinlg UM Gl
for instructions.

1 Flashing option ROM on remote nodes with inbox NDIS drivers will fail. Hence,

please ensure that all nodes are updated to the latest version using the Unified
Wire Installer.
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7.2.1. Deploying UM components and Flashing Option ROM together

i.  Run the following command to invoke the UM installer.

PS C:\ Users \ Administrator> .\ ChelsioUwire - X.X.X.XX. exe - action
flashoptionrom - config <config_file.txt>

ii. Click the Next button for the Chelsio End User License Agreement Window.

UnifiedWireM anager

=
The InstalShield Wizaed will install UnifiedwireManager on yous computer. To continue, click
Neat

(e >

|

> B
InstallShicld cgock | Newt>| |

Figure 41 - UM Installer welcome window
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iii. Select the radio button | accept the terms of the license agreement and click Next.

License Agreement
Ple

[ March 12, 2013
CHELSIO END USER LICENSE AGREEMENT

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE

| DOWNLOADING OR OTHERWISE USING THE SOFTWARE OR &NY ASSOCIATED
DOCUMENTATION OR OTHER MATERIALS (COLLECTIVELY, THE
“SOFTWARE"). BY CLICKING ON THE "0K" OR "ACCEPT" BUTTON YOU
|AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IFYOU DO

NOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE "DO NOT
ACCEPT"BUTTON TO TERMINATE THE INSTALLATION PROCESS.

1. License. Chelsio Communications, Inc. ['Chelsio")

hereby grants you, the Licensee, and you hereby accept, a
llimited, non-exclusive, nontransferable license  to:

(i) install and use the Software on a single computer system

lor on multiple workstations, systems and servers that
incorporate a Chelsio network adapter and may be accessed by
multiple users from multiple locations; and (i) make one

| copy of the Software in machine readable form solely for back-
up purposes, provided you reproduce Chelsio's copyright
notice and any proprietary legends, as required by Chelsio.

O | accept the terms of the license agreement

® | do not accept the terms of the license agreement

Install%hield { < Back ” Nest > I 1 Saneel T

Figure 42 - Chelsio EULA window

iv. The next window will display the pre-requisites for various UM components. Ensure that they
are met before proceeding. Click Next.

UnifiedWireManager

Prerequesites for Unified \Wire Manager

Prerequisites for the management agent:
Operating System: Micrasoft Windows Server 2008-R2, 2012
Microsoit Net Framework Role 3.5

Prerequisites for the nt chient:
Opesating System: Microsoft Windows Server 2008-R2, 2012, Win8 Win7

InstallSiicld ' [PTYSTE TN 9 .

Figure 43 - UM prerequisites window
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v. Now, select Custom radio button to customize the installation. Click Next.

UnifiedWireManager - InstallShield Wizard

Setup Type

| (o]

InstallShizld ’ <Back H

Figure 44 - UM prerequisites window

vi. The next window will display the location where UM will be installed by default. You can
change the location by using the Change button or click Next to continue with the default
path.

InstallShid | [ocpact M i) | ———

Figure 45 - Changing UM installation path
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vii. Next, ensure that only Client is selected under features to be installed. Click Next.

Select Features

tup will install

Management Station

on the C drive
ble on the C drive

InstallShizld ——“[ <Back H Nest > r

Figure 46 - Selecting UM components

viii. Click Finish to complete Client installation.

UnifiedWireManager

InstallShid - __OTYeEm mem

Setup has firshed instaling UnifiedWireM anager on your computer

Figure 47 - Finishing UM installation
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ix. Now, installation of UM Agent component on remote nodes will commence.

Chelsio Uwire Installer - InstallShield Wizard |L|
Setup Status

This step may take several minutes to complete, Please wait...

Deploying Chelsio Unified Manager &gent

InstaliShisld

( Cancel ]ﬁ

Figure 48 - Starting Agent installation

X. Click Agree on the PsExec License Agreement window that appears. This window will
appear only during first installation.

(AN VA

SALe) Y 7= e - = =rrl

You can also use the /accepteula commandine switch to accept the EULA. ‘

SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,

which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and

Print Agree I Decline

Figure 49 - PsEXec license agreement
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xi. UM Agents will now be installed on remote nodes. A default group OptionROM will be created
and all the nodes on which UM Agent was successfully installed, will be added to it as
members.

tion To Complet A11 Nodes...
And Adding Meml EONTE

Figure 50 - Agent installation on remote nodes

Please ensure that the OptionROM group created here is not deleted. Also,
UM Client component should not be un-installed. Doing so will cause
flashing/erasing Option ROM to fail on remote nodes. UM components will
have to be deployed again to fix this issue.

@ |mportant

xii. Option ROM will now be flashed onto adapters on remote nodes present in the OptionROM
group.

. Please Wait...

Figure 51 - Flashing option ROM

xiii. After completion, a log file MassDeploy.log containing the summary of the process will be
created. Click OK on the dialog box that appears to exit the installer and view the log.

Chelsio Uwire Installer - InstaliShield Wizard ﬂ |

o Refer to C:\ChelsiocT4\Massdeploy\Logs\MassDeploy.log for logs

Figure 52 - Finishing option ROM flashing
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7.2.2. Deploying UM components and Flashing Option ROM separately

° Deploying UM Components
i. Run the following command to invoke the Unified Wire Installer.

ii. Follow steps (ii)-(xi) in the Deploying UM components and Flashing Option ROM
together section.

ii. After completion, a log file MassDeploy.log containing the summary of the process will be
created. Click OK on the dialog box that appears to exit the installer and view the log.

o Refer to C:\ChelsioT4\Massdeploy\Logs\MassDeploy.log for logs

Figure 53 - Finishing UM components deployment

° Flashing Option ROM
Run the following command to flash Option ROM:

ii. Flashing Option ROM is possible only if UM Agents were installed on nodes using this
installer. Click Yes to continue.

The OptionROM can be Flashed only if the agent is deployed using this
installer.
Refer to UserGuide for more details.

Click "Yes" to continue and "No" to Exit.

Figure 54 - Starting option ROM flashing
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iii. Follow steps xii and xiii in the Deploying UM components and Flashing Option ROM
together section.

() Note Flashing option ROM on remote nodes with inbox NDIS drivers will fail. Hence, please
ensure that all nodes are updated to the latest version using the Unified Wire Installer.

a Erasing Option ROM

() Note Unified Wire Installer will erase option ROM only from the first Chelsio adapter present
in the remote node. If you plan to erase from more adapters in the same node or add
new nodes to the cluster, they will have to be added as members to a group and erased
usi ng UMb6s CLI oofimuioonusing UM CBldoeinstructions.

i. To erase OptionROM from adapters on all the nodes, run the following command:

PS C:\ Users \ Administrator> .\ ChelsioUwire - X.X.X.XX. exe - action
eraseoptionrom

ii. Erasing OptionROM is possible only if the adapters were flashed using this installer. Click
Yes to continue.

Erase OptionROM [ x |

The OptionROM can be erased only if flashed using this installer.
Refer to UserGuide for more details.

Click "Yes" to continue and "No" to Exit.

e ][ %]

Figure 55 - Starting option ROM erasing

iii. Option ROM will now be erased from adapters on nodes present in the OptionROM group.

Erasing Option ROM From All Modes Present In Group "OptionROM" .Please Wait...

Figure 56 - Erasing option ROM on remote nodes
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iv. After completion, a log file MassDeploy.log containing the summary of the process will be
created. Click OK on the dialog box that appears to exit the installer and view the log.

Chelsio Uwire Installer - InstaliShield Wizard ﬂ

o Refer to C:\ChelsioT4\Massdeploy\Logs\MassDeploy.log for logs

Figure 57 - Finishing option ROM erasing

z. Configuring using UM CLI

7.4.1. Configuring groups and members

You can manage multiple groups and mecoimmomest, usi ng
chelsio_uwcli.

() Note To use the CLI component, you will have to change your working directory to the
location where UM Client is installed. Typically, this will be C:\Program Files
(x86)\Chelsio Communications\UnifiedWireManager\client. To avoid this and run
the command from any path, you will need to reboot the host. The following examples
assume that the host machine was rebooted before running commands.

© Create Group
To create a new group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe I m creategroup
grpname=<new_group_name> OSType=windows GroupType=t4adapter

E.g.

PS C:\ Users \ Administrator> chel sio_uwcli.exe T m creategroup grpname=flash
OSType=windows GroupType=t4adapter

PS C:\Users\Administrator> chelsio_uwcli.exe -m creategroup grpname=flash OSType=windows GroupType=t4adapter

Machine Group created successfully

Figure 58 - Creating group
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° Add member to group
To add a member to a group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m addmember

grpname=<group_name>

detail s=0<IP_address>; <user _id>; <password>; *; *,|* <adar
E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe I m addmember grpname=0ptionROM

detail s=010.193.185.107; administrator*,cd>x®@m888; *; *, * [

PS C:\Users\Administrator> chelsio_uwcii.exe -m addmember grpname=OptionROM detai Is="10.193.185.107;admnistrator;cdrom@8ss; =; =;*;0; =; %; =; *; ="
lachine added to group successfully

Figure 59 - Adding member to group

® View group and member details
To view details of all the groups and members created, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m list

PS C:\Users\Administrator> chelsio_uwcli.exe -m Tist
fachine Group Details

: OptionROM
: windows
: t4adapter

Member details

hostname/IP address : 10.193.184.62
user : administrator
password cdrom@888

pci id

ifname

port instance

adapter no

comment

paraml

param2

param3

param4

Member details

335
hostname/IP address : 10.193.184.78
user : administrator
password : cdrom@s88s
pci id s
ifname
port instance
adapter no
comment
paraml
param2
param3
param4

Figure 60 - Viewing group and member details
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° Delete member from a group
To delete a member from a group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m deletemember
grpname=<group_name> index=<member_index>

E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m deletemember
grpname=0ptionROM index=1

thZUsershAaministrator>= chelsio_uwcli.exe -m deletemember grpname=0ptionROM 1ndex=1
System removed from Machine Group Successfully

PS C:\Users\Administrator=

Figure 61 - Deleting member from group

® Delete Group
To delete a group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m deletegroup
grpname=<group_name>

E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe I m deletegroup
grpname=0ptionROM

PS C:\Users\Administrator> chelsio_uwcli.exe -m deletearoup grpname=OptionROM
lachine Group deleted successfully

Figure 62 - Deleting group

7.4.2. Flashing/Erasing Option ROM

Apart from Unified Wire Installer, you can also use Uni fi ed Wire Manageros
(chelsio_uwcli) to flash or erase Option ROM on multiple nodes. This is particularly useful when
you need to flash/erase Option ROM on groups other than the default OptionROM group.
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° Flashing Option ROM
To flash Option ROM using UM, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio flashrom
adapter=BULKADAPTER path=<path_to_optionrom_image_file> I B <group_name>
E.g.
PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio flashrom
adapter =BULKADAPTER path=C:\ Users \ Administrator ~ \ Desktop \ cuwlbt4.bin B
OptionROM

C:\Users\Administrator\Desktop\InstUM\cuwlbt4.bin Size 458752
ompletion Progress % (100%) ....
ile has been successfully transferred...!

ommand completed successfully.

Figure 63 - Flashing option ROM using UM CLI

() Note Flashing option ROM on remote nodes with inbox NDIS drivers will fail. Hence, please
ensure that all nodes are updated to the latest version using the Unified Wire Installer.

° Viewing status
You can list the adapters on local host and verify if Option ROM was successfully flashed
using the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio listadapters B
<group_name>

E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio listadapters B
OptionROM
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In addition to flashing and erasing Option ROM, you can perform additional bulk operations on
remote nodes like setting MTU and VLAN ID, changing adapter and port parameters, etc. To
know more about these options available, run the following command:

PS C:\Users\Administrator>chelsio_uwcli.exe chelsio
Executing...

LI version 2.4.59

Agent Version 2.4.59

Adapter information:

PCI Vendor ID:Device
PCI Location
actory MAC address

DPRO!
Bios Version

r 10.193.184.
Agent Version 2.4.59

Adapter information:

Bios Version

Erasing Option ROM
To erase Option ROM using UM, run the following command:

=0
: T440-LP-CR

: NB15110005

: 10G FIBER_XFI
: No Phy / No information Available
: 1425:01b8

: 08:00:04

- :07:43:04:75:01

=50
: T404-BT

: PT12110700

: 1G/100M BT_SGMII/RJI-45
: VCS8634

: 1425:01b8

: 02:00:04

: 00:07:43:10:36:00

Figure 64 - Viewing status

istadapters -B OptionROM

PS C:\ Users \ Administrator>
adapter=BULKADAPTER force=1

chelsio_uwcli.exe chelsio eraserom
1 B <group_name>

PS C: \ Users \ Administrator>

chelsio_uwcli.exe

xecuting...

LI version 2.4.59
i *10.193.150.73**

gent Version 2.4.59

ommand completed successfully.

PS C:\Users\Administrator> chelsio_uwcli.exe chelsio eraserom adapter=BULKADAPTER force=1 -B OptionROM

Figure 65 - Erasing option ROM using UM CLI
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7.4.3. Help

To view Unified

Wire

Manager 6s

CLI

hel p,

r

un
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8. cxgbtool/cxgbnano help

The cxgbtool (cxgbnano for Nano Server) command queries or sets various aspects of Chelsio
network interface cards. It complements standard tools used to configure network settings and
provides functionality not available through such tools.

Some of the commands provided can be used to query running statistics to aid in debugging.
Syntax

cxgbtool [vbdIface|niclface|iSCSlIface|rdma] [category] [command] [options]

In case of Nano Server, run the commands using cxgbnano instead of cxgbtool, i.e.,
cxgbnano [vbdIface|niclface|iSCSlIface|rdma] [category] [commands] [options]

Definitions

[niclface] is the name of the network device to work on, given in the format nic[0], nic[1].

[vbdiface] is the name of the Chelsio Bus Enumerator instance to work on, given in the format
vbd[0], vbd[1]

[iscslface] is the name of the Chelsio iSCSI interface to work on, given in the format iSCSI[0],
iISCSI[1]

[rdma] is the name of the Chelsio RDMA interface to work on.
[category] is one of the cxgbtool categories, i.e., boot, cudbg, debug, firmware, hardware

[command] is the action you wish to perform on the adapter or property you wish to
view/change.

[option] is the optional parameter to be provided with command.

° Help
o Displaying cxgbtool help: cxgbtool
o Displaying list of available cxgbtool commands: cxgbtool - h all

o Displaying category specific help:
cxgbtool [vbdl f ace|niclface|iSCSlIface] [category] -h

o Displaying list of cudbg entities: cxgbtool [ vbdiface ] cudbgdbg -h
o Displaying RDMA help: cxgbtool rdma -h
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boot
A loadphy

Description: Load phy firmware.
Syntax: cxgbtool[  vbdlface ] boot loadphy [phyFile]

Example:

C:yUsershAdministrator:cxgbtool vbdd boot loadphy .“WFirmware_1.25.ci1.Chelsio.cld

A loadboot
Description: Flash option ROM image.

Syntax: cxgbtool [ vbdiface ] boot loadboot [bootimg]
[pf{ val }offset{val}|clear]

Parameters:

pf{val}: Flash Option ROM image to the offset defined by the PFs EXPROM_OFST in the serial
configuration. Valid value ranging 0-7.

offset {val}: Flash Option ROM image to the offset specified by the user.
clear: The flash area reserved for Option ROM image will be cleared.
Examples:

o0 Flashing Option ROM image to the offset defined by the PFs EXPROM_OFST:

C:\Users\Administrator>cxgbtool vbd® boot loadboot C:\Users\Administrator\Desktop\cubt4.bin pf @

o Flashing Option ROM image to user specified offset:

C:%UsershAdministratorscxgbtool wbd® boot loadboot c:idlsersiAdminlstratoriDesktophcubtd.bin offset axige

A loadboot-cfg

Description: Load boot configuration file.

Syntax: cxgbtool [  vbdiface ] boot loadboot - cfg [bootConfigimg|clear]
Parameters:

clear: The flash area reserved for boot configuration file will be cleared.

Examples:
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o0 Loading boot configuration file:

C:\UsersiAdministrator»>cxgbtool vbd® boot loadboot-cfg Desktop\bootcfg
gb_CmdlLoadBootCfg: BootROM length: 1668, value2add:@

oot loadboot-cfg «

A seeprom
LRI TeefieTy i Use this option with caution. Incorrect usage may render the adapter useless.

Description: Read/Write SEEPROM (init+VPD) data.

Syntax:
0 Read SEEPROM data to a bin file: cxgbtool[  vbdiface ] boot seeprom read
o Display SEEPROM data onscreen: cxgbtool [  vbdiface ] boot seeprom dump
o Write SEEPROM data: cxgbtool [  vbdiface ] boot seeprom write [ file]
o Verify SEEPROM data: cxgbtool[  vbdiface ] boot seeprom verify [ file]

() Note The SEEPROM file should be in binary format (.bin).

Examples:

0 Reading SEEPROM data:

ol vbd® boot seeprom read
eeprom. bin

C:\Users\Administrator>cxgbtool vbd® boot seeprom dump
Reading Seeprom data
Values
ee oo 0o
3 20 7O o1 :
06 60 64 2

@0 a0 oo

b f4 @1 ee
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0 Writing SEEPROM data:

vbd® boot seeprom verify seeprom.bin
t seeprom.bin

Use this option with caution. Incorrect usage may render the adapter useless.

Description: Read/Write serialinit data.

Syntax:
0 Read serialinit data to a bin file: cxgbtool [  vbdiface ] boot serialinit read
o Display serialinit data onscreen: cxgb tool [ vbdiface ] boot serialinit dump
0 Write serialinit data: cxgbtool [  vbdiface ] boot serialinit write [ file]
o Verify serialinit data: cxgbtool [  vbdiface ] boot serialinit verify [ file]

() Note The initdata file should be in binary format (.bin).

Examples:

0 Reading serialinit data

read
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o Displaying serialinit data onscreen

C:\Users\Administrator>cxgbtool vbd® boot serialinit dump
Reading Serial Init data
Values

1858 &_mfg.bin

16_mfg.bin

LAl Use this option with caution. Incorrect usage may render the adapter useless.

Description: Read/write Vital Product Data (VPD).
Syntax:

0 Read VPD to a bin file: cxgbtool[  vbdiface ] boot vpd read
o Display VPD onscreen: cxgbtool [  vbdiface ] boot vpd dump
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0 Write VPD: cxgbtool [  vbdiface ] boot vpd write [ file]
o Verify VPD: cxgbtool [vbdIface] boot vpd verify [ file]

note The vpd file should be in binary format (.bin).

Examples:

0o Reading VPD:

Administrator: vbde boot
d.bin

C:\Users\Administrator»>cxgbtool vbd® boot wvpd dump
Reading Vpd data

Bx0080 :

B 0608 :
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o Verifying VPD:

C:\Users\Administrator>cxgbtool vbd® boot vpd verify seeprom wvpd.bin
Verifying Vpd data against seeprom_vpd.bin

verification started
Verification : PASSED

A vpdparams

Description: Display adapter information like serial number, adapter name, EC, core clock, part
Number and network address (MAC).

Syntax: cxgbtool [  vbdiface ] boot vpdparams
Example:
tool vbd® boot vpdparams
Core Clock

Pr

Network Addr

cudbg

cudbg actions

A collect
Description: Collect Chelsio adapter debug logs to a compressed file.

Syntax: cxgbtool [  vbdlface ]cudbg collect [entity] [ out putF ile][option s]

Examples:

o Collecting debug log for all entities

all dump file

1 12634452 bytes

be p;—
dump_file...
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o Collecting debug log avoiding entities that can affect running traffic

Users

bhuul

gbtool: g
btool: Done writing

A view

Description: Display debug log onscreen stored in a compressed dump file.
Syntax: cxgbtool [vbdlface] cudbg view [entity] [ in put File][option s]
Examples:

o Displaying debug log for a specific entity onscreen.

timer
idle

C:\Users\Administrator>cxgbtool vbd® cudbg view all dump_file? skip vpddata,regdump,cimla
cudbg_view() dbg entity : devlog
Seq#t Tstamp Level Facility Message
15 5390161 INFO RE i C b i 2 5 0x00030003 toe|rdma ©x00010003 isc. crypto 0x00010000 fcoe:0x0

16 530184 INFO L] _tunings: tuning for cluster environment
17 540345 INFO

18 541130 INFO >
19 5 6 INFO g i omplete, Begi g calibration
y INFO g Initial Calibration PASSED
INFO uration: nentries 3072 clip 384 normal filter 384 hi priority filter @ server 128 active 2568 hash 16384 nserversram @
INFO c i dh[08] requesting DC
INFO c i CB_IEEE_
INFO mpartition_init: moved pmrx_start from 0x00800000 to Ox006a0000 (EDRAM)
INFO C flr_timer_: start: flow _id 39212 000OOOOOARTFFD80 buf 0000000OA0336180
1350375 INFO tls_key_start: OxFFFFFFFF, tls_key_size:@
1351406 INFO le initialization: nentries 3072 route © clip 384 filter 384 server 128 ive 2560 hash 16384 nserversram ©
INFO module[@]: fec ability of cable 00
INFO module[@]: gpio 9 vendor id @@le identifier oxed, SFP28(byte 36/192) exec, SFP(bvte 3/131) exff lu (byte 6) oxff
INFO optical length(byte 15/142) @, copper cable(byte 8/147) oxff, length(byte 18/146) 2, module_type
INFO hw_mac_init_port[@], ptype ©x11, speed ©x20, lanes oxf, fe 300
INFO M pktsched channel @ sets speed (from @) to 100000000 kbps
NOTICE M ch_cl_rate[®/0]: rate from requested 100000000 configured (effe4t1ve) channel rate
NOTICE M h_ 1 _rate[0/1] d rate from requested 100000000 i ff channel rate
NOTICE M _cl_) rate from requested 100000000 i channel rate
NOTICE M _cl_) H p rate from requested 100000000 (effective) channel rate
NOTICE M h_t l_rate[o/d] p rate from requested 100000000 ol (effe4t1ve) channel rate
NOTICE M rate from requested 100000000 channel rate
NOTICE M rate from requested 100000000 i channel rate
NOTICE M h 14 __rate[®/7]: p rate from requested 100000000 i channel rate
NOTICE M ch_cl _rate[0/8] rate from requested 100000000 i channel rate
NOTICE M 1) j ass rate from requested 100000000 i channel rate
NOTICE M h_cl rate[@/10]: p lass rate from requested 100000000
NOTICE M h_cl rate[@/11] ass rate from requested 100000000
NOTICE M h_cl_rate[e/12] ass rate from requested 100000000 i (effective)
NOTICE M h_cl_rate[e/13] p lass rate from requested 100000000 C i (effective) channel rate
NOTICE M h_cl_rate[e/14] lass rate from requested 100000000 C i (effective) channel rate
NOTICE M ch_cl rate[a,ls] from requested 100000000 confi (effective) channel rate
INFO mndule[l] f i b 00
INFO mndule[l] p identifier exed, SFP28(byte 36/192) @xac SFP(hvte 3/131) oxff, 16 (byte 6) @xff
INFO by er cable(byte 8/147) @xff, length(byte 18/146) 2, module_type @x@4
INFO init_p p > speed ©x20, lanes exfe, fi 08
INFO M pkts,hed channel 1 sets speed (Frnm 0) to 100000000 khps

NNNNRNNNNNNNNNNNNNNNNNRN




A readflash
Description: Collect debug log from adapter flash memory to a compressed file.
Syntax: cxgbtool [vbdiface] cudbg readflash [entity] [ output file][options]

Example:

C:\Users\Administrator>cxgbtool vbd® cuc readflash crash_dump
btool: Writing memory block of size 6 ytes to file crash_dump...

cxgbtool: Done writing memory block to file crash_dump

A info
Description: Display summary of debug log present in a compressed dump file onscreen.
Syntax: cxgbtool [vbdIface] cudbg info [entity] [ inputF ile][options]

Example:

info dump_file

obqulp@
obqulpl
obqulp2
obqulp3
obgs

obgncsi

n
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A extract

Description: Extract the compressed debug log in a human readable format to the specified path.
Syntax: cxgbtool[  vbdiface ]Jc udbg extract [entity] [ input File][ dir ]

Examples:

o Extracting debug log for a specific entity to a specified path.
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o Extracting debug log to a specified path skipping specific entities.

all dump_file cudbg_lo

obqulpe
1pl

A dbg
Description: Display debug log onscreen without storing it in any file.

Syntax: cxgbtool [  vbdlface ]cudbg dbg [entity]

Example:

vbde cudb

A tcb

Description: Read hardware TCP Control Block, which contains details regarding all offloaded
connections.

Syntax: cxgbtool[  vbdiface ]cudbg tcb [option s]
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Examples:

o Displaying TCB information for a given tid.

ool vbdé cudbg

o Displaying list of used and retired tids.

C:\Users\Administrator>cxgbtool vbd® cudbg tcb -b
TIDs:
Currently used TIDs(in range[3872 - 19455])
13144 13184 17968 18152

Retired TIDs(in range [387 194551]):

9 _
6192 7552 13200 17952

Currently used TIDs(in range[2568 - 2687])
2560 2564 2568 2569
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o Displaying TCB information of all active tids.

C:\Users\Administrator»>cxgbtool vbd® cudbg
TIDs:
TID Number 13144
STATE:
ESTABLISHED (4 ), IPv4, lock _tid 1, rss_fu ©
12t_ix @x@, smac sel @x41, tos exé
maxseg 7, recv_scaleflag 1, recv _tstmp 8, recv sack @
TIMERS:
timer 1, dack_timer e
mod_schd: tx: @, rx: @, reason @x@
max_rt 15, rxtshift @, keepalive 1
timestamp offset @x0, timestamp @x1be
t_rtt_ts_recent_age 285667744 t_rttseq_recent 518540076
t_srtt 2, t_rttvar 3
TRANSMIT BUFFER:
snd_una 518548204, snd_nxt 518540284, snd_max 518548284, tx max 518540284
core_fin @, tx_hdr_offset @
rcv_adv 32768 << 6 == 2097152 (recv_scaleflag 1 rcv_scale 6 active open @)
snd cwnd 268435455 snd ssthresh 268435455 snd rec 251238524
cctrl: sel Tahoe, ecn @, ece @, cwr @, rfr @
t_dupacks @, dupack_count_odd @, fast_recovery @
core_more @, core urg, ® core push ©, core flush @
nagle @, ssws_disable @, turbo @, tx pdu out @
. pace_auto 1, tx_pace_fixed 8, tx_queue ® tx_quiesce @
tx_channel @, tx_channell @, tx_channel® @
tx _hdr ptr  Ox1ffff tx last ptr exiffff tx compact 1
RECEIVE BUFFER:
last_ack_sent 584824648 rx_compact 1
rCV_ 504824648 hdr_off @
536898476 length @ frage ptr ox1ffff
gl 568972304 length @
peer_fin @, rx_pdu_out @, pdu_len @
rcv_wnd 2897152 »»> snd_scale 6 == 32768, recv_scaleflag = 1
dack mss © dack @, dack not acked: @
rcev_coal @ rcv_co psh @ rev _co last psh 1 heart @
rx_channel & rx_gquiesce & rx_flow ctrl_dis 1, rx_flow ctrl_ddp @
MISCELANEOQUS :
pend ctl: @x®, core bypass: @x@, main slush: 9x40000000
Migrating @, ask_mode 1, non_offload ©®, rss_info 1
ULP: ulp_type 4 (RDMA), ulp_raw 3
RDMA: error @, flm err @
gp_id 1e3e, pd id 6, stag @
irs_ulp 456, iss _ulp 384
tx_pdu_len @
cq _idx sq 1831, cg idx rq 1030
rg_start 1024, rq MSN 936, rgq max off 9, rg write ptr 168
L_wvalid 1, rdmap opcode 3
tx_flush: @, tx_ocos_rxmt @, tx_ocos_txmt @




o Displaying TCB information for given tid from a dump file.

C:\Users\Administrator>cxgbtool vbdé cudbg tcb -f dump file2 -t 5856
TID Number 5058
STATE:
CLOSED (@ ), IPv4, lock_tid @, rss_fw @
12t ix oxb, smac sel @x8, tos exo
maxseg @, recv_scaleflag @, recv_tstmp @, recv_sack @
TIMERS:
timer @, dack timer e
mod schd: tx: @, rx: @, reason @x@
max_rt 0 , rxtshift 0, keepalive e
timestamp_offset @x@®, timestamp exe
t_rtt_ts_recent_age @ t_rttseq_recent @
t_srtt &, t_rttvar @
TRANSMIT BUFFER:
snd una @, snd nxt @, snd max &, tx max @
core fin @, tx hdr offset @
rcv_adv ] {(rcv_scale @ recv _scaleflag @ active open @)
snd cwnd @ snd_ssthresh @ snd rec @
cctrl: sel Reno, ecn @, ece @, cwr @, rfr @
t dupacks &, dupack count odd @, fast recovery @
COre_more @, core urg, ® core push @, core flush @
nagle @, ssws_disable 8, turbo @, tx pdu out @
tx pace auto @, tx pace fixed ©, tx queue @ tx quiesce @
tx_channel @, tx channell 8, tx channeld @
tx _hdr _ptr @ tx last ptr exo tx_compact @
RECEIVE BUFFER:
last_ack sent
rov_nxt

rx_compact @

e

e hdr_off
fragd idx ] length

e

e

e
] fragé ptr exe
fragl idx length @ fragl ptr oxo
frag2 idx length @ frag2 ptr ox@
frag3 idx ] length @ frag3 ptr exe
peer_fin @, r¥_pdu out @, pdu len @
rcv_wnd B, (snd_scale @, recv _scaleflag = @)
dack_mss @ dack @, dack_not_acked: ©
rev_coal @ rov_co psh @ rcv_co last _psh @ heart @
rx_channel @ rx quiesce ©® rx_flow ctrl dis @, rx flow ctrl ddp @
MISCELANEOQUS:
pend_ctl: @x®, core_bypass: @x8, main_slush: &x@
Migrating @, ask mode ©®, non_offload @, rss_info @
ULP: ulp type ® (TOE)}, ulp raw @, ulp ext @
RDMA: error @, flm_err @
auxl slush@é: e@x® auxl slushl exe
pdu_hdr _len @




o Displaying list of used and retired tids from a dump file.

C:\Users‘\Administrator>cxgbtool vbdé cudbg tcb -f dump_file -b
TIDs:

Currently used TIDs{in range[30672 - 19455])
13168 13240 17928 18112

Retired TIDs {(in range [3072 - 19455]):
3352 3360 34060 3416 3424
3520 4864 4880 4904 4920 5000
5040 5080 5038 5752 6176 . 7 9176
o744 9784 08OE 9832 9864 ! 10 0028 Q044
19248 10264 19272 10288 19312 g ] 19432
10472 10488 11576 ; 11744 13304
13848 13856 13872 | 13912 13968
14016 14032 14056 14352 14416
14472 14488 14496 212 14536
15656 15672 15680 15696 15720
15816 15840 153856 17176 17184
17296 17326 17336 17344 17366
18064 13088 18512 18536

3496

=1}
@ W

AV -]
[r=R

=
|l =l = B =R S

[T

[¥¥]
QW ea

[y
E= ] [+]
o D00 B Ch P P e

e e e e
- " - Y |

Currently used TIDs{in range[2560 - 2687])
2560 2564 2568 2569

o Displaying TCB information for all active tids from a dump file.

C:\Users‘\Administrator:cxgbtool vbde cudbg dbg tcb -f dump file
TIDs:
TID Humber 13168
STATE:
ESTABLISHED (4 ), IPwv4, lock tid 1, rss_fu @
12t ix Ox1, smac sel 6x41, tos Ox0
maxseg 7, recv scaleflag 1, recv tstmp 0, recv sack @
TIMERS:
timer 1, dack_timer 5]
mod schd: tx: @, rx: 8, reason 0x0
max_rt 15, rxtshift 0, keepalive 1
timestamp offset 6x6, timestamp 6x1b9
t_rtt_ts_recent_age 1645396424 t_rttseq recent 2183343868
t_srtt 2, t_rttvar 3
TRANSMIT BUFFER:
snd una 2183345212, snd nxt 2183345212, snd max 2183345212, tx max 2183345212
core_fin 6, tx_hdr_offset @
rcv_adv 32768 << 6 == 2007152 (recv_scaleflag 1 rcv_scale 6 active open 6)
snd_cwnd 268435455 snd _ssthresh 268435455 snd rec 2140287142
cctrl: sel Tahoe, ecn 9, ece 6, cwr @, rfr 0
t_dupacks ©, dupack count odd 0, fast recovery ©
core_more @, core urg, ® core push @, core flush ©
nagle 0, ssws_disable 0, turbo 0, tx pdu_out ©
tx_pace_auto 1, tx_pace fixed 0, tx_queue 1 tx _quiesce ©
tx_channel 1, tx channell 0, tx channelo 1
tx_hdr _ptr  ox1ffff tx last ptr oxi1ffff tx compact 1
RECEIVE BUFFER:
last_ack_sent 2210614520 rx_compact 1
rcy_nxt 2216614520 hdr_off @
frago idx 2415939764 length @ frage ptr oxiffff
fragl_idx 2621265008 length @
peer_fin @, rx_pdu_out 9, pdu len @
rcv_wnd 20697152 »> snd scale 6 == 32768, recv_scaleflag = 1
dack_mss & dack 6, dack_not_acked: ©
rcy_coal ® rcv _co psh © rcv _co last psh 1 heart ©
rx_channel & rx quiesce ® rx_flow ctrl dis 1, rx flow ctrl ddp ©
MISCELANEOUS :
pend_ctl: &x6, core_bypass: 6x0, main_slush: 6x400000600
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A ps
Description: Display pstruct information.
Syntax:
o Display pstruct info for given pstruct number:
cxgbtool[ vbdlface ] cudbgps -t [psindex ]
o Display pstruct info of range for given index:
cx gbtool [vbdIface] cudbg ps -t [ startindex] [ endindex]
o Collect pstruct info from given dump file:
cx gbtool [vbdIface] cudbg ps -t [psindex ] -f[file]

Examples:

C:hUsersiAdministrator»cxgbtool vbdé cudbg
11 region are zeros

C:hUsersi\Administrator:cxgbtool wbdé cudbg
11 region are zeros

C:wUsersiAdministratorscxgbtool wbhdd cudbg ps -t 6 -f dump file
11 region are zeros

A tddp
Description: Displays TDDP region information.
Syntax:
o Display TDDP region info for given index:
cxgbtool [  vbdIface ] cudbg tddp - t [tddpIndex]
o Display TDDP region info of range for given index:
cx gbtool [vbdliface] cudbg tddp -t [startindex] [endIndex]

o Collect tddp info from given dump file:

cx gbtool [vbdIface] cudbg tddp -t [tddpinde x] -f][file]

Chelsio Unified Wire for Windows
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Examples:

C:hvUsersyAdministrator:cxgbtool wbde cudbg tddp -t
11 region are zeros

C:hUsershAdministrator»cxgbtool wbdd cudbg tddp -t

11 region are zeros

C:hvUsersyAdministratorycxgbtool wbde cudbg tddp -t & -f dump file
11 region are zeros

cudbg debug entities

A all

Description: Collect/Display debug logs for all cudbg entities

Syntax:

cxgbtool [ vbdIface ] cudbg [collect|view|extract] all [file][ dir ]

Example:

\Users\Administrator>cxgbtool vbde cudbg collect all dump_file
btool: This may take a while. Please be patient

btool: Writing C block to file dump_file...
btool: Done writing cudbg data to file dump_file

12634452 bytes

A ibqtpO, ibgtpl

Description: Collect/Display CIM TP inbound queue.

Syntax:

cxgbtool [  vbdiface ]cudbg [collect|view| extract] dbg] ibgtp [0]1] [file]
Example:

C:\Users\Administrator>cxgbtool vbde cudbg dbg ibgtpl
rudbg view() dbg entity : ibgtpl

00000000 585bd8cd 0OOODBBE 26352313

genae00d 64d43bdc ooboedRd 3I8bc7dab

08000008 bb2cB07e BOBDBOOO 1bcT7oAT4

00000000 e1635d82 ODDODOOO O2eBCCH5

00000DDD B©786d541 POEOEESE db52c45b

oo000000 bbd2a7d8 00000008 fOBd23e3

08000000 eS5eb3829 0OOOOOBE ed1892c2
68000000 aalfbcdS 00000688 Tefblc73
00000000 faeS5ad9cl 00OOBEBE cBb3bafs
eaaa0000 T8026d2a 00000888 A443cfdoS
eoppoeso fb587d8b oppOOBOR 82517038
oooo0000 44bob7f6 0000DBBE 953b6ceSd
68000000 002e0788 000OBODE 5dBT72471
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A obqulp0, obqulpl, obqulp2, obqulp3
Description: Collect/Display ULP outbound queue.
Syntax:

cxgbtool [  vbdlface ] cudbg [collect |[view|extract|dbg] obqulp[0]1|2]3] [file ]
[ dir ]

Example:

C:\Users\Administrator» tool vbd® cudbg extract obqulp® obqulp® log C:\Users\Administrator\Desktop\obqulp®_dump
cudbg_view() dbg entity obqulpe

Debug logs extracted to C:\Users\Administrator\Desktop\obqulp&_ dump

C:\Users\Administrator>type C:\Users\Administrator\Desktop\cbqulp® dump\debug 1\cbqulpe.txt
: B1BOc200 ©0DOcODOT 4384b397 88ccb207
: B400P743 04b39704 07030007 4304b397
. P6P2PO78 fel90080 C2098000 01000032
;. 32000000 00000002 02 82 e20202fe
: P6POBOC2 Ob88O8fe O50080C2 DCOBOODO
50: 04000000 00992207 21000000 0OBOBOLO
60 : Ge@bB7e? 00000050 COODOOBO BDOOOOOO
: ©180c200 ©DOcODOT 4304b397 88ccH207
: B400P743 04b39704 07030007 4304b397
99: 06020078 fel90080 C2008000 ©1000032
;. 32000000 00000002 02 02 020202fe
h@: P6DOBOC2 Ob88O8fe ©50080c2 BCOBDODO
I 84000000 00992287 51000000 OBOOR06O
: Be@bB7e? 000DOO50 COOOODOD OOOOOOOD
: 9180C200 9000007 4304b397 88cco207
: §49OP743 04b39704 07030007 4304b397

A edcO, edcl
Description: Collect/Display EDC memory details.

Syntax: cxgbtool [  vbdlface ] cudbg [collect| extract] edc[ 0]1] [file] [ dir ]

() Note Itis recommended that the file be provided without any extension.

Example:

C:\Users\Administrators>cxgbtool vbd® cudbg collect edc® edc® log
cgbtool: This may take a while. Please be patient

btool: Writing cudbg block to file edc® log... size: 557476 bytes
(gbtool: Done writing cudbg data to file edc® log

A rss_key
Description: Collect/Display RSS Key.
Syntax:

cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] rss_key [file] [ dir ]
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Example:

C:\Users\Administrator>cxgbtool vbd® cudbg dbg rss_key
cudbg view() dbg entity : rss_key

Oc28cBlbaefactB821e81ce345e7Bece9ebl9d4a7beacbc7f7fdaets57b006b5e731d23fc4caecbbasl

A pmstats

Description: Collect/Display Page memory statistics.

Syntax:

cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] pmstats [file] [dir ]
Example:

\Wsers\Administrator>cxgbtool vbd® cudbg collect pmstats log pmstats
xgbtool: This may take a while. Please be patient

btool: Writing cudbg block to file log pmstats... size: 3768 bytes
gbtool: Done writing cudbg data to file log pmstats

C:\Users\Administrator>cxgbtool vbde® cudbg view pmstats log pmstats
cudbg view() dbg entity : pmstats

Tx pcmds Tx bytes

2 2

lirite bypass: @82 4384876

Write mem: 2] ]

Bypass + mem: 252126 336115740

Rx bytes
Read: ]
lrite bypass: p ) 335348101
Wirite mem: ]

Flush: 28987578
Total wait Total Occupancy

Tx FIFD wait 1828 2410484836
Rx FIFD wait 1179 2555337154
Reads Total wait

Tx latency y 136
Rx latency e
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A tpindirect
Description: Collect/Display TP indirect registers.

Syntax:
cxgbtool [ vbdiface ]cudbg [collect|view|extract|dbg] tpindirect [file] [ dir ]

Example:

C:\Users*Administrator»cxgbtool wbd® cudbg dbg tpindirect
cudbg_view() dbg entity : tpindirect

TP_PIO

[0x07240:0x00020] TP_RX_SCHED_MAP Ox15151515 353703189
31:24 §_RXMAPCHANNEL3 ox15 21
23:16 S_RXMAPCHANNEL2 ox15 21

15:8 5 REKMAPCHANNEL1 ox15

7:0 S_RXMAPCHANNELO ox15

[6x07e40:0x00021] TP_RX_SCHED_SGE oxf
$_RXSGEMOD1 0
5_RKSGEMOD@ 0

5 RXSGECHANNEL3 ox1

S RXSGECHANNEL2 ox1

S RXSGECHANNEL1 ox1

S RXSGECHANNEL® ox1

x00022] TP_TX_SCHED MAP Ox7I77

15:12 S_TXMAPCHANNEL3 ox7

11:8 S_TXMAPCHANNEL2 ox7

7:4 S_TXMAPCHANNEL1 ox7

3:0 S_TXMAPCHANNEL® ox7

[6x67640:0x006023] TP_TX_SCHED_HDR ox21212121
31:28 S_TXMAPHDRCHANNEL 7 ox2
27:24 §_TXMAPHDRCHANNEL 6 ox1
23:20 S_TXMAPHDRCHANNELS ox2
19:16 S_TXMAPHDRCHAMNELA ox1
15:12 S_TXMAPHDRCHANNEL 3 ox2

S_TXMAPHDRCHANNEL 2 ox1
S_TXMAPHDRCHANNEL 1 oxz
S_TXMAPHDRCHANNEL® ox1

55819297

@
1
1
1
1
3
7
7
7
7
5
2
1
2
1
2
1
2
1
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A lbstats
Description: Collect/Display loopback statistics.

Syntax:

cxgbtool [ vbdIface ] cudbg [collect|view|extract|dbg] Ibstats [file] [

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg dbg lbstats
cudbg_view() dbg entity : lbstats
Loopback ©

OctetsOK:
FramesOK:
BcastFrames:
McastFrames:
UcastFrames:
ErrorFrames:
Framesod :
Framesbe5Tol27:
Frames128To255:
Frames256To511:
Frames512Tol023:
Framesl1e24Tol518:
Frames1519ToMax:
FramesDropped:
BGOFramesDropped:
BG1FramesDropped:
BG2FramesDropped:
BG3FramesDropped:
BGOFramesTrunc:
BGlFramesTrunc:
BG2FramesTrunc:
BG3FramesTrunc:

DRI DD DD

Chelsio Unified Wire for Windows

Loopback 1
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dir ]

78



Chapter I. Chelsio Unified Wire

A obg_sge rx_qg0, obg_sge rx_ql

Description: Collect/Display CIM SGE outbound queue.

Syntax:

cxgbtool [
[ dir ]

Example:

A tidinfo

vbdiface ] cudbg [collect|view|extract|dbg ] obg_sge rx_q[0|1]

C:\Users\Administrator»>cxgbtool vbd® cudbg collect obg_sge rx_gl log_obqgil
tool: This may take a while. Please be patient
tool: Writing cudbg block to file log_obql... size: 5536 bytes
btool: Done writing cudbg data to file log obqil

C:\Users\Administrator»>cxgbtool vbd® cudbg view obgq_sge rx_ql log obqil
cudbg_view() dbg entity : obg _sge rx qi1

: 8bd4ab13 Ba9c768c Sfcd4cbdc bacd2958
: 5b@b3az2e 7128dbb1 59a86bbf 5fb76a36
: caal/ledd 4c529e57 efi1856bf 72c1b0oo4
: B5el13fbb abf4798f b2ceb331 55752b17
: B6flccas ada7ed87 03070ef6 593fd343
: b27508c3 3398f9fe c9fb3a3f c476dfbhe
60: besdee72 c27f2720 753d30c3 90b77fbe
: 64c942d8 S5c5e12b7 95bb3fs2 77df3fof
30: 2e509dfa 4a92e017 73coce8d e2lb9cfd
: 674eeb%9e c341ef7c 0a382eb3 4e88aal7
: 5d24e302 09fb265e 7foofele
. 4b9874a7 6b3ab537 ©eb65a4bf
cd: 271f051e a@®B473ab 289c8116
: ac54bf88 8a9o44fe beceedba
: 23dcf548 a3ififald 55c60ce0 b
: ceaB274b 37055ch4 e9c91678 6e6b94b9

Description: Collect/Display TID information

Syntax:

cxgbtool

Example:

[ vbdiface ] cudbg [collect|view|extract|dbg] tidinfo [file] [

C:\Users\Administrator>cxgbtool vbd® cudbg dbg tidinfo
cudbg_view() dbg entity : tidinfo

TID INFO

range: 0..2559/3072..19455
5TID range: 2560..2687
HW TID usage: & IP users, @& IPve users

Chelsio Unified Wire for Windows
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A cctrl
Description: Collect/Display Congestion control table.

Syntax:

cxgbtool [  vbdIface ] cudbg [collect|view|extract|dbg] cctrl [file] [ dir ]

Example:

C:\Users\Administrator>cxgbtool vbdo cudbg dbg cctrl
cudbg_view() dbg entity : cctrl
a: 24 188 236 268 384 492 620 724
739 031 16004 2028 2156 4876 4480 4730
8 36 78 164 2086 241
243 327 334 1358 1493 1593
21 a7 98 124
196 200 815 896
15 i3 7e
148 143 582
1@ 23 49
98 1080 467
7 35
291
24

P
= QN QW]

W L
R R R

[y = ha ra

0 S R 00 W DU = 0o
=S TR R = - =Y

=
00 R O R
% I

- T

A mboxlog
Description: Collect/Display firmware mailbox command/reply log information.
Syntax:

cxgbtool [  vbdilface ] cudbg [collect|view|extr act|dbg] mboxlog [file] [ dir ]

Example:

\Users\Administrators tool vbde cudbg collect mboxlog log_mbox
ool: This may take a while. Please be patient
ool: Writing cudbg block to file log m . size: 11080 bytes
ool: Done writing cudbg data to file log_mbox

\Users\Administrato b vbde cudbg view mboxlog log_mbox
 view() dbg enti boxlog
Atime Etime Command/Reply
© ©1c00010 000EE004 O0000003a 0OOOOOO 0OOOOOOO 00DOOEOO OOOEBEES BEGOEOOD OGO DEEEEEEE OOOODOOD DDDOOOOD 0OOOOOOO 000OOEE
0000000 00000000
5 1 01000010 00560004 00000033 00OOOOOO 0OOOOOOO 00OOOEOS OOREPRRD PEOEEEOD OGO BEEEEEEE 0OOEORE 0OOOOOD ©OOOOOOO ©00OOEE
0000000 00000000
3376 © ©1C00010 00000DD O0ODDDD3D DDOOOOOD ©ODDDDDO 00DDDEOO ©OOOODRD DODODEDD OOOODD DODDDDDD DDDDDDDD DODOODDD DOOOOOOD 00000000
0000000 00000000
1 01000010 00560004 O0OOOOD3h 0DOOOODD 0OODOD0O 00000000 00000000 DODDDDDD ODODODDD DDDDDDDD ODODDDDD DPOOOODD VOOOOOOO 00000000
0000000 00000000
3378 01c00010 0DDOOOO O0OOOOD3a DDOOOOOD 0OOO0000 00000000 00000000 DODDDDDD 0OODDDDD DDDODDDD OOOOODOD 0PEOOROD 0OOOOO0O 00000000
0000000 00000000
01000010 00560004 0OCOOO3a 0OOOOOO 0OOOOOOO 0OOOOO0O 0ODDDOOD BOGOOOOD 00OOODOD DODOOOOD OOOOOBOS 0OBOOOOO 0OOOOOOO ©EEEOE0O

0000000 BOBOBBOO

3380 9100010 00000004 0000003h 00VEE000 00000000 00000000 0OOBO0OE 00000000 00000000 0OPO0OEO 00000000 00000000 POOOOD0D 00000000
0000000 BOOO0000

3381 560 01000010 00530004 ©000003b 00000000 ©COOOOO00 GEEEEEEE COO00EE PPPPEEO0 00000000 PEPEEEOD GPEEEEE CEEEEO00 LEEEERED V0000000
|0000000 00000000

3382 01c00010 00000004 0000003a 00000000 00000000 00000000 ©0ODODOD DDODODV0 00000000 DODODOOD 00000000 DO0ODODE DOODODDD DODODVDd
0000000 D00DDO0D
EELES 6 91000010 00520004 0©000003a 000DDDDD ©ODDODOO ©OOOOOOD ©DDOOODD DDDDOOOD ©DOOODDD DDDDDODD 0OOODD0D 0DDDDODD ©OODDDDD 0DDBOOOO
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A regdu

mp

Description: Collect/Display hardware module registers.

Syntax:
cxgbtool [

Example:

C:\Users\Administrators>c
cudbg_view() dbg entity :

vbdiface ] cudbg [collect|view|extract|dbg] regdump [file] [

[ex1e008]

31:15
14:14
13:13

SGE_PF_KDOORBELL
QID

Sync

Type

PIDX

5GE_PF_GTS

& IngressQID

TimerReg

SEIntArm

CIDXInc
SGE_PF_KTIMESTAMP_LO
SGE_PF_KTIMESTAMP_HI
SGE_PF_KDOORBELL

QID

Sync

Type

PIDX

A rss_vf_config

Description: Collect/Display RSS VF Configuration.

Syntax:
cxgbtool [

Example:

vbdiface ] cudbg [collect|view|extract|dbg]

C:\Users\Administrator>cxgbtool vbd® cudbg collect rss_vf_config

tool vbde cudbg dbg regdump
regdump

tool: This may take a while. Please be patient
btool: Writing cudbg block to file log_rssvfconfig... size: 3696 bytes
tool: Done writing cudbg data to file log rssvfconfig

C:\Users\Administrator>cxgbtool vbd® cudbg view rss_vf_config

cudbg_ rss_wf_config

view() dbg entity :

R55
Enable IVF Dis Enb

VF
2]
1
2
E
4
5
6
7
8
9

1@

11

[y
P

C

hn Prt Map VLAN uP
no  no e no no
no  no e no no
no  no no no
no  no no no
no no no no
no no no no
no no no no
no no no no
no no no no
no no no no
no no no no
no  no no no
no  no no no

DD DD

GER
IPvE
Four
no
no
no
no
no
no
no
no
no
no
no
no
no

Tuple Enable

Two
no
no
no
no
no
no
no
no
no
no
no
no
no

IPv4
Four
no
no
no
no
no
no
no
no
no
no
no
no
no

Two
no
no
no
no
no
no
no
no
no
no
no
no
no

UDP

Four
no
no
no
no
no
no
no
no
no
no
no
no
no

OO DD

ex7467alfe
Bx3ac3

5]

e
5]
e
5]

OO RPPIDTODODDD

rss_vf_config

Def
Que

OO D

dir ]

[file] [

log rssvfconfig

log_rssvfconfig

Secret Key
Idx
]

DRI DDD

Hash

DD DD

dir ]
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A hwsched

Description: Collect/Display hardware scheduler information

Syntax:

cxgbtool [  vbdIface ] cudbg [collect|view|extract| dbg] hwsched [file] [dir ]
Example:

:\Users\Administrator»>cxgbtool vbd@ cudbg extract hwsched log hwsched C:\Users\Administrator\Desktop\dump_hwsched
cudbg_view() dbg entity : hwsched

Debug logs extracted to C:\Users\Administrator\Desktop\dump_hwsched

C:\Users\Administrator>type Desktop\dump_hwsched\debug_1\hwsched.txt
Scheduler Mode  Channel Rate (Kbps) Class IPG (©.1 ns) Flow IPG (us)

e class 33582731 disabled disabled
class : ] disabled disabled
class ] disabled disabled
class 1 . disabled disabled
class ] disabled disabled
class ] disabled disabled
class 33502731 disabled disabled
class EELT:PYENN disabled disabled

[V, QSR

~ h

A sgeindirect
Description: Displays sge debug indirect registers.

Syntax:

cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] sgeindirect [file] [ dir ]

Example:

C:\Users\Administrator>cxgbtool vbde cudbg dbg sgeindirect
cudbg_view() dbg entity : sgeindirect

SGE_DEBUG_DATA_HIGH_INDEX_® ex10cc
SGE_DEBUG_DATA_MIGH INDEX 1 ox10de
SGE_DEBUG_DATA HIGH INDEX 2 ]

SGE_DEBUG_DATA HIGH INDEX 3 ox10

SGE_DEBUG_DATA HIGH INDEX 4

SGE_DEBUG_DATA HIGH INDEX 5

SGE_DEBUG_DATA_HIGH_INDEX_6

SGE_DEBUG_DATA_HIGH_INDEX_7

SGE_DEBUG_DATA_MIGH INDEX 8

SGE_DEBUG_DATA HIGH INDEX O

SGE_DEBUG_DATA HIGH INDEX ]
SGE_DEBUG_DATA HIGH INDEX 1 oxffffff22 4204967074
SGE_DEBUG_DATA HIGH INDEX 12 131317
SGE_DEBUG_DATA_HIGH_INDEX_13 Ox880066 8912008
SGE_DEBUG_DATA_HIGH_INDEX_14 Ox5602c00 00188800
SGE_DEBUG DATA MIGH INDEX 15 ] ]
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A tpla
Description: Collect/Display TP la information.
Syntax:

cxgbtool [ vbdiface ] cudbg [collect|view|extract|dbg] tpla [file ] [dir ]

Example:

C:\Users\Administrator>cxgbtool vbde cudbg dbg tpla

cudbg_view() dbg entity : tpla

RcfOpCodeQut: 4 State: @ WcfState: @ RcfOpcSrcOut: @ CRxError: @ ERXError: @
SanityFailed: @ SpuriousMsg: 1 FlushInputMsg: ® FlushInputCpl: ©
RssUpBit: © RssFilterHit: @ Tid: @ InitTc @ LineNumber: @ Emsg: @
EdataOut: © Cmsg: © CdataOut: © EreadPdu: @ CreadPdu: © TunnelPkt: 1
RcfPeerFin: ® RcfReasonOut: © T hannel: @ RcfTxChannel: ©

channel: 1 RcfRxChannel: ® RcfDataOutSrdy: ® RxDvld: @ RxOoDvld: @
RxCongestion: @ TxCongestion: @

CplCmdIn: & MpsVfVld: 1 MpsPf: 4 MpsVf: 66 SynIn: © AckIn: @ FinIn: ® RstIn: @
DataIn: @ DataInVld: @ PadIn: @ RxBufEmpty: 1 RxDdp: @
RxFbCongestion: @ TxFbCongestion: @ TxPktSumSrdy: ® RcfUlpType: 4
Eread: @ Ebypass: 1 Esave: @ Statice: 1 Cread: @ Cbypass: 1 Csave: @
CPktOut: @ RxPagePoolFull: 2 RxLpbkPkt: & TxLpbkPkt: ® RxVfvalid: 1
SynLearned: © SetDelEntry: @ SetInvEntry: @ CpcmdDvld: @ CpcmdSave: @
RxPstructsFull: ® EpcmdDvld: 1 EpcmdFlush: ® EpcmdTrimPref e
EpcmdTrimPostfix: @ ERssIp4Pkt: © ERssIp6Pkt: @ ERssTcpUdpPkt: @
ERssFceFipPkt: ©

A macstats
Description: Collect/Display MAC statistics for all ports.

Syntax:
cxgbtool [ vbdIface ] cudbg [collect|view|extract|dbg] macstats [fil e][ dir ]

Example:

C:\Users\Administrator:> btool wbd® cudbg dbg macstats
cudbg_view() dbg entity : macstats

Mac @ Stats:
tx_octets 378538854
tx_frames 497874
tx_bcast_frames 138
tx_mcast_frames 2012
tx_ucast_frames 494832
_error_frames e
tx_frames_64 244729
3138
5411

tx_frames_
tx_frames




A pcieconfig

Description: Collect/Display PCle configuration space information.

Syntax:

cxgbtool [ vbdlface ] cudbg [collect|view|extract|dbg] pcieconfig [file] [ dir ]

Example:

C:\Users\Administrator>cxgbtool vbd@ cudbg dbg pcieconfig
cudbg_view() dbg entity : pcieconfig

PCIE CONFIG

[exb0000: 0x00000] PCIE DEVID VENID bx64671425
15:8 VendorID Bx1425
31:16 DeviceID exo6487
[exeo006 : 6x00004] PCIE_STAT_CMD Bx108506
©:08 IOEnable ]
MemEnable ox1
BusMasterEnable ox1
Rswdl
PERREnable
Rswvd2
SERREnable
Rsvd3
IntDisable
Rswvd4
) IntStatus
CaplList
Rsvd5
MstDatParErr
Rsvdb
SigTgtAbort
3 RevTgtAbort
: ) RcvMstAbort
30:38 5ipgSERR
31:31 DetPERR
[oxeo086 : 0x00008] PCIE_CCODE_REVID ¥ 2000000
7:9 RevisionID
31:8 ClassCode x20000
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A maindirect

Description: Collect/Display MA indirect registers information.
Syntax:

cxgbtool [ vbdlface ] cudbg [collect|view|extract|dbg] maindirect [file] [ dir ]

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg dbg maindirect
cudbg_view() dbg entity : maindirect

[0x©78f8:0x0a000] MA_SGE_THREAD © CLIENT INTERFACE_EXTERNAL Ox48102242

]
@
o
=]
=

a1
0
o
oo

31:31
39 38

(SJJ:-'LHCI‘l“-JmI—"

[B:B?ﬁfi @x@a@91] MA_SGE_THREAD 1 CLIENT_INTERFACE_EXTERNAL

Cmdvlde
CmdRdy@
CmdTyped
CmdlLend
CmdAddre
WrDatavlde
WrDataRdy@
RdDataRdy@
RdDatav1de
RdData@

Cmdv1ldi
CmdRdy1
CmdTypel
CmdLenl

3 CmdAddril

[B‘E}?ﬁfﬂ. 0x0a002 |

31:31
39 30

WrDatavldil
WrDataRdyl
RdDataRdy1
RdDatavldi
RdDatal

CmdV1d2
CmdRdy2
CmdType2
CmdLen2

3 CmdAddr2

WrDatavld2
WrDataRdy2
RdDataRdy2
RdDatavld2
RdDataz2

MA_ULP_TX_CLIENT_INTERFACE_EXTERNAL

5]

Bx1

5]

Bx48
Bx1022
5]

Bx1

%]

5]

Bx2
Bx48102242
5]

Bxl

%]

Bx48
Bx1822
5]

Bxl

5]

%]

Bx2
Ox48337f64
5]

Bxl

5]

Bx1
ex137F
5]

Bxl

Bxl

5]

Bx4
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A hmaindirect
Description: Collect/Display HMA indirect registers information.

Syntax:

cxgbtool [ vbdIface ] cudbg [collect|view|ex tract|dbg] hmaindirect [file] [

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg collect hmaindirect log_hmaindirect
btool: This may take a while. Please be patient
btool: Writing cudbg block to file log hmaindirect... size: 3760 bytes
gbtool: Done writing cudbg data to file log_hmaindirect

C:\Users\Administrator>cxgbtool vbd@ cudbg view hmaindirect log_hmaindirect
cudbg_view() dbg entity : hmaindirect
20:0x0a000] HMAT6 DEBUG_FSM_@
3 edc_fsm
ras_fsm_slv
fc_fsm
, cookie_arb_fsm
pcie_chunk_fsm
wtransfer fsm
wd_fsm
1:@ rd_fsm
[6x51320:0x0a001] HMAT6 DEBUG FSM 1
20:11 sync_fsm
18:9 ochk_fsm
8:5 tlb fsm
4:0 pio_fsm
20:0xPa@02] HMAT6_DEBUG_PCIE_INTF
3:28 H_RegVld
27 H_RegFull
H_ReqS0P
H_ RegqEOP
H_RspVvld
H_RspFull
H_RspSOP
1 H_RspEOP
H_RspErr
19 pcie cmd _avail
} pcie_cmd_rdy
pcie_wnr
) pcie len
} pcie_trwdat_rdy
pcie_trwdat_avail

=
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Chapter I. Chelsio Unified Wire

A devlog

Description: Collect/Display firmware device log information.

Syntax:

cxgbtool [  vbdIface ] cudbg [collect|view|extract|dbg] devlog [file] [ dir ]

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg dbg devlog

cudbg_view() dbg entity : devlog
Seq# Tstamp Level
10844289

111687578
111687819

405304302
495394393

485806057
485905315
485905316

Chelsio Unified Wire for Windows

Facility
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT

Message
bean_fsm[®] : entering state BASEP_HANDLE
bean_fsm[@] : entering state WAIT_COMPLETE
bean_fsm[®] : IEEE ptype ©x11, remote Oxc, negotiated ox800
bean_fsm[®] : state DONE
bean_fsm[@] : fec local @xc, negotiated @x8060
hw_mac_init port[a]. ptype » speed ©, lanes
port[@] negotiated ptype ©x11, speed @ lanes @x
aec_fsm[®] : state START (sigdet Ox7)
aec_fsm[@] : transitioning to TRAINING
aec_fsm[®] : TRAINING_COMPLETE
aec_fsm[®] : Remote fault while waiting for link status &x29
aec_fsm[@] : Remote fault cleared while waiting for link status @
hw_mac_link_status[@] int_cause @x17015f4, link_status @
aec_fsm[®] : DONE
bean/aec complete (retry: 1)
port_hss_sigdet[@]: hss_sigdet changed to exf
port[@] link up (1) (speed Ox20 acaps Oxc9f4 lpcaps Oxcocd)
port[@] set PAUSE PARAMS: pppen © txpe ©x1 rxpe ox1
dc run_version_sm[@] DCBX_VER_STATE_RUN_IEEE
port[a] update (flowcid 39032 rc 0)
_timeout[@]
por‘t[a] set PAUSE PARAMS:
port_hss_sipgdet[@]: hss_sigdet changed to oxe@
port[®] link down (1) (lstatus exa)
port[@] update (flowcid 39632 rc @)
bean_fsm[@] : state START (c = 1)
hw_mac_init_port[@], ptype ©x11, speed 8x8, lanes oxf, fec @xe

87



Chapter I. Chelsio Unified Wire

A ibqulp
Description: Collect/Display CIM ULP inbound queue.

Syntax:

cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] ibqulp [file] [ dir ]
Example:

C:\Users\Administrator»>cxgbtool vbde cudbg dbg ibqulp
cudbg_view() dbg entity : ibqulp
3do0p0000 OD0B0E01 00001350 POODDOSSE
3dooppbd BOIB0E01 0DDD26eD DDOBBBOO
Q0000000 00080801 00000000 COO0D000
00000000 60280981 0000000 BOODBOBO
Q2000000 000280981 00000000 0000040
20000000 00280981 00DDOODE DODDDOOD
0000DRRD BOIBBE01 0DDDDODD TE57fO10
00000000 OOIBDE01 0DDDDODD B1bB76d0
22000000 00980981 20020008 D2ODRDOD
22000000 000280981 0000000 COODDOOE
00000000 000280801 000BOO0E BOODBOBO
Q0000000 00080801 00000000 COO0D000
00000000 60280981 0000000 BOODBOBO
20000000 00280901 00000000 0000018
20000000 00280981 00DDOODE DODDDOOD
00000RR0 BBOBE081 000DDDDD BB8fbB3C
22000000 00280801 0O0DDOODE OODDDOOO
20000000 80980501 00000000 BOB0DO18

A mc0, mcl
Description: Collect MC memory details.
Syntax: cxgbtool [  vbdlface ] cudbg [collect| extract] mc[0]1] [file] [ dir ]

Example:

C:\Users\Administrator> btool vbd® cudbg extract mc@® log_mc@® C:\Users\Administrator\Desktop\dump_mc@®
cudbg_view() dbg entity mce
ntity : mce
ntity : mce
entity : mc@
entity : mc@
ntity : mce
ntity : mce
ntity : mce
ntity : mce
ntity : mce
ntity : mce
ntity : mce
bg entity : mce

d
d
db
d
d
d
d
d
d
d
d
d

Debug logs extracted to C:\Users\Administrator\Desktop\dump_mce

() Note Itis recommended that the dump file be provided without any extension.

Chelsio Unified Wire for Windows



A rss_config

Description: Collect/Display RSS Configuration.

Syntax:

cxgbtool [

Example:

A tcpstats

TnlTcpSel:
TnlIp6Sel:
TnlVrtSel:
TnlMapEn:
OfdHashSave:
ofdvrtsel:
OfdMapEn:
OfdLkpEn:

SyndTupEnIpve:
Syn2TupEnIpve:
SyndTupEnIpvd:
Syn2TupEnIpv4:
SyndTupEnIpve:

SynIp6Sel:
SynVrtesel:
SynMapEn:
SynLkpEn:
ChnEn:
PrtEn:
TnlAllLkp:

cudbg_view() dbg entity :
TP_R55 CONFIG:

Tnl4TupEnIpv6:
Tnl2TupEnIpve:
Tnl4TupEnIpv4:
Tnl2TupEnIpvd:

(3098001c

no
no
no
no
no
no
yes
yes
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no

vbdiface ] cudbg [collect|view|extract|dbg] rss_config [file] [

Description: Collect/Display IPv4/IPv6 TCP statistics.

Syntax: cxgbtool [

[dir ]

Example:

vbdiface ] cudbg [collect|view|extract|dbg]

DutRsts:

InSegs:
DutSegs:
RetransSegs:

tcpstats

C:\Users\Administrator>cxgbtool vbde cudbg dbg rss_config
rss_config

tcpstats

IPv

C:\Users‘Administrator>cxgbtool vbdé cudbg dbg tcpstats
cudbg view() dbg entity

dir

[file]



A cplstats

Description: Collect/Display CPL Request and Response Statistics for all channels.

Syntax: cxgbtool [
[ dir ]

Example:

C:\UsersiAdministrator>c
cudbg view() dbg entity

CPL requests:

vbdiface ] cudbg [co

: cplstats
channel @ channel 1
246298 7

lect|view|extract|dbg] cp

| stats [file]

xgbhtool vbd® cudbg view cplstats log cplstats

CPL responses:

A meminfo

1524 7

Description: Collect/Display memory information.

Syntax: cxgbtool [
[ dir ]

Example:

C:\Usersi\Administrators>c
cudbg_view() dbg entity

EDCO:
EDC1:
MC :

RQUDP region:
IM5G contexts:

ULPTX state:
ULPRX state:
Pstructs:

Rx FL:

Tx FL:
Pstruct FL:
LE hash:

Rx payload:

DBQ contexts:

FLM cache:
Timers:
TDDP region:

iSCSI region:

TPT region:
STAG region:

TXPBL region:

PBL region:
RQ region:
Tx payload:
uP RAM:

uP Extmem2:

vbdlface

meminfo
0-0x3fffff [4.00 MiB]

] cudbg [collect|view|extract|dbg]

Ox400000-0x7fffff [4.60 MiB]

OX800000-0x807 FFFFF [2

OxFFFFFFFF-OxFFFFfffe

.00 GiB]
[e B]

0x23a480-0x2dea7f [600 KiB]

@x2dodce- dedbf
0x2de9cd-0x3desbf
0x3deS5ch-0x3ef7f
0x3ebf80-0x3e8f7f

0x2d0480- 9dbf [38.3 KiB]

KiB]
KiB]
KiB]
KiB]

Bx3e8f80-0x3f3a7f 2.7 KiB]

Bx313a80-0x433a7f
0x433a80-0xp0ff{f

Ox6aPepe-ex1011ffff [2

Ox10280000-0x10315FFF
0x103160600-0x10368c3f
Bx10368c40-0x107FF 11 1
Bx10800000-0x1170f07
Ox1170f080-0x11foforf
Ox11fofese-oxl6asadff
oxl1ifofoso-oxleasadff
Bx16a5a500-0x36a5adft
Bx16a5a500-0x36a5adff
Bx36a5a500-0x400fodff
Ox40800000-0xTOTFI I
Ox7O7283000-0x807FF 1 T
o-axffffffff [0 B]

256 KiB]

50 MiB]

[600 KiB]
[331 KkiB]
[4.58 MiB]
[15.0 MiB]
[8.00 MiB]
[75.2 MiB]
[75.2 MiB]
[512 MiB]
[512 miB]
[15@ MiB]
[768 MiB]
[112 miB]

meminfo

gbtool vbd® cudbg view meminfo log_meminfo

[file]



A pcieindirect
Description: Collect/Display PCle indirect registers information.

Syntax: cxgbtool[  vbdiface ]cudbg [collect|view|extract|dbg] pcieindirect [file]
[ dir ]

Example:

C:\Wsers\Administrator>cxgbtool vbd® cudbg dbg pcieindirect
cudbg_view() dbg entity : pcieindirect

PCIE_PDBG

[exB5a04 :oxee000] PCIE_PDEBUG_REG_8x8 Ox3504349
[exB5a04 :oxe0001] PCIE_PDEBUG_REG_6x1 @xfcatbcbb
[ox©5a04 :0x00002] PCIE_PDEBUG_REG_©x2 01800600
18:11 tagq ch® tags used ]
19:10 tagqg ch® data empty eax1
:9 rdq _ch® req_empty eax1
3 req_ctl_rd_ch® _wait_for_tagtq ]
req_ctl rd_ch® wait_for_cmd
req_ctl rd_ch® wait_for_data_mem
req_ctl _rd_ch® _wait_for_rdg
req_ctl_rd_che wait_for_txn_disable_fifo
req_ctl rd_che exit bot_vld_started
req_ctl rd ch® exit top vld started
req_ctl rd ch® wait for pause
reg_ctl _rd_che _wait_for_fifo_data
[E}dE}‘uaE}ﬂf 0x90883] PCIE_PDEBUG_REG_©x3 ex20af840
18:11 agq_thl_tags_used ox1f
10: 18 req_chl_data_empty ]
):9 rdq_chl_req_empty ]
3:8 req_ctl rd chl wait for tagtq ]
:7 req ctl rd chl wait for cmd
req_ctl rd chl wait for data mem
req_ctl_rd_chl_wait_for_rdg
req_ctl_rd_chl_wait_for_txn_disable_fifo
req_ctl_rd_chl_exit_bot_vld_started
reg_ctl_rd_chl_exit_top_vld_started
reg_ctl _rd uhl walt for_pause
Peq_ctl rd_chl_wait_for fifo data
[E}:E}':aE}ril 0x00064] PCIE_PDEBUG_REG_&x4
18:11 tagq_Lh?_tags_used
19:10 req_ch2 data empty
9 rdg_ch2_req_empty
:8 req_ctl_rd_ch2_wait_for_tagtg
req_ctl rd_ch2_wait_for_cmd
req_ctl_rd_ch2_wait_for_data_mem
req_ctl rd_ch2_wait_for_rdg
req_ctl rd_ch2 wait_for_txn_disable fifo
req_ctl rd_ch2_exit bot_vld_started
req_ctl rd ch2 exit top vld started
req_ctl_rd_ch2_wait_for_pause
req_ctl _rd_ch2_wait_for_fifo_data
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A dumpcontext
Description: Collect/Display SGE context.

Syntax: cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] dumpcontext  [file]
[dir ]

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg view dumpcontext log dumpcontext
cudbg_view() dbg entity : dumpcontext

Context type: egress

FetchRO:

Valid:
ReschedulePending 1:
PCIeDataChannel:
StatusPgTPHintEn:
StatusPgTPHint:
FetchTPHintEn:
FetchTPHint:
FCThreshOverride:

hKnown:
ulePending:

CO0O0O000000D0OD0 6

=

A ulptxla
Description: Collect/Display ULP TX LA information.

Syntax: cxgbtool [  vbdiface ] cudbg [collect|view|extract|dbg] ulptxla [file]
[dir ]

Example:

C:\Users\Administrator btool vbd® cudbg dbg ulptxla
i entity ulptxla

ULP_TX_LA_RDPTR_®
[@x8ec8] ULP_TX_LA_WRPTR_@
[ex8ec4] ULP_TX_LA_RDDATA_@
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]

e
e
e
e
e
e
e
e
e
e
e
]
e
e
e




Chapter I. Chelsio Unified Wire

A cimla

Description: Collect/Display CIM LA information.

Syntax: cxgbtool [  vbdIface

[ dir ]

Example:

C:\Users\Adminis
cudbg_view() dbg
Status Inst
82 00003008
82 66063000
3c ooo03003
ez 60003000
3c ooo03003
epe03002
00003000
08003008
66063663
00003008
60063000
0oo03000
60003003
00003002
00003000
00003000
00003008
66063663
0oo03000
60003000
0oo03000
epea3003
00003003

A ibgsge0, ibgsgel

trator
entity

Data PC

g dbg cimla

L5a5tat

0ea01600 1Ff%cfd2 0abooo20

00081000 1fffc

0abooaz2e

1fffcfd2 1fffcfd2 eebeoo2e
ooep1000 1fffcfds oeboooze
1fffcfds 1fffcfds eeboeoo2e
1fffcfds 1fffcfds ovaowL2s
00001000 1fffcfda ©0a00020
Doop1000 1fffcfda DDadRO20
1fffc8f8 1fffcfda evaeo020
1fffcfda 1fffc8f8 20200020 1
1fffcfda 1fffcafs e0ao0020 |
1fffcfda 1fffc8f8 00aboO20 !
1fffcgf8 1fffcafs evao0020 1
1fffcfdd 1fffc8fb 00200020 !

1fffc8fb 1fffcfdd eeaoee20 1

1fffcéfb 1fffcfdd 0vao0020
1fffc8fb 1fffcfdd 00200020
1fffcfcc 1fffcfdd 00ao0BO20
1fffcfdd 1fffcfcc ©60aboO20 !

1fffcfdd 1fff
1fffcfdd 1fff
1fffcfec

00200020
DBataz2o |

00200020

1fffcfcf 1fffcfcf 0obOOO2ZS

LSeAddr

1ffcebos
1ffcedos
1ffceqo8
1ffcedos
1ffceqo8
1fff1588
1fff1588
1fff1588

588
1f£f1588
1fff1588

8
1fff1588
1ffcedos

L5éData

[=lels s sl e ]
60600006
[lsls s 50 e ]
Bo600000
[lsls s 50 e ]
1fffcefs
Be000aee
[2lelsls sl e ]

i DO000ea
i 00000008

2l el e o]
2l lelalle oo
B0a0000a

i DODODBBe

B0a0000a
POBDB
Be680608

Description: Collect/Display CIM SGE inbound queue.

] cudbg [collect|view|extract|dbg]

L515tat

eaaoealo
08000810
ooooealo
000pea1e
ooooealo
20000a10
eoaeeale
BooDea10
08000810
eaaoealo
08000810
ooooealo
000pea1e
eoaeeale
20000a10
eaa0eale
eaaoealo
08000810
ooooealo
000pea1e
ooooealo
20000a10
20006616

LS1Addr
aB2ced9s

[
o R T TR TR TR T

[TV TRV TP VTRV T V- CJ- VR TV T V-1
IR AR R
£0 00 GO 00 00 00 00 GO

OLooOoOooobOooOoOooOooooooooo
) =)
o0 o

[}
=]
]
I
m
=]
oo

cimla

L51Data

2ls s sl ]
66606600
00000000
D000
00000000
D000
00000000
(2lslssle e ]
66606600
2ls s sl ]
B06000000
00000000
D000
00000000
D000
20000000
2ls s sl ]
66606600
00000000
D000
00000000
D000
20006600

Syntax: cxgbtool [  vbdIface ] cudbg [collect|view|extract|dbg] ibgsge[0]1] [file]

[ dir ]

Example:

C:\Users\Administratorsc
cudbg_view() dbg

Chelsio Unified Wire for Windows

20000000
eao00000
20000000
6ooBRBBD

entity

969d0c76
f8e552e4
e871aBac
fb8adbef

20000000 5

6ooBRBBD
20000000

00000000 66

eao00000
20000000
eao00000
20000000
6ooBRBBD
20000000
20000000
eao00000
20000000
eao00000
20000000
6ooBRBBD
20000000

ea710b5+
c883b&36
26227306

1ad
38b5db23
7ad76889
a2e8adcc
abd2bilge
Aaedag9bc
33bb8abe
991e7a25
a599f3ad
4af71c44

btool vbde cudbg dbg ibgs

ibgsgel

00000000
eeoo0000
20000000
20000000
20000000

20000000
20000000

oeoooede cbab
eeoo0000

20000000
eeoo0000
20000000
20000000
20000000

eeoo0000
00000000
eeoo0000
20000000
20000000
20000000

ac13bdff
7008783F

2607d88
49a82de3
1800a776
be03cbe1
1275733F
po0e0008 fb82414c

dc24aae?
245518¢
39673
18558
76b77ef4
65f5a5c8

[file]
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A pathmtu
Description: Collect/Display hardware MTU table.

Syntax: cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] pathmtu [file]
[ dir ]

Example:

C:\Users\Administrator>cxgbtool vbde cudbg dbg pathmtu

cudbg view() dbg entity : pathmtu
88 256 512 576 808 1024 12806 1488 1500 2002 2048 4096 4352 8192 9008 9600

A tperrstats

Description: Collect/Display TP error statistics for channel 0-3.

Syntax:

cxgbtool [  vbdIface ] cudbg [collect|view|extract|dbg] tperrstats [file] [ dir ]
Example:

C:\Usersi\Administrator>cxgbtool vbd® cudbg dbg tperrstats
cudbg_view() dbg entity : tperrstats

channel @ channel 1
macInErrs:
hdrInErrs:
tcpInErrs:
tcp6InErrs:
tnlCongDrops:
tnlTxDrops:
ofldVlanDrops:
ofldChanDrops:

I D
DRI

ofldNoNeigh:
ofldCongDefer:

A ddpstats

Description: Collect/Display DDP (Direct Data Placement) statistics.

Syntax:

cxgbtoo I[ vbdlface ] cudbg [collect|view|extract|dbg] ddp stats [file] [ dir ]

Example:

C:\Users\Administrator>cxgbtool vbde cudbg dbg ddpstats
cudbg_view() dbg entity : ddpstats

Frames: @
Octets: @
Drops: @

Chelsio Unified Wire for Windows
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A cimpifla

Description: Collect/Display CIM PIF logic analyzer trace.

Syntax:

cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] cimpifla [file] [

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg dbg cimpifla

cudbg_view() dbg entity

Cntl ID
81
0a
l5]
el
81
l%]
1% ]
81
81
0a
l5]
B1
81
l%]
0a

A pmindirect

DataBE
tooo
fooe
feoo
efoo
feoe
feae
feoe
afee
tooo
feoe
feoo
afee
feoe
tooo
o0

Addr
eleb3end
elea3068
el®a3068
elee3064
elea3ece
eled3eod
elea3060
elea3064
eleb3end
elea3ece
el®a3068
elea3064
elea3ond
eled3eod
elea3068

cimpifla

Data
866050644800000000000000080000000
@oea5044000000000000000080000000
860040644000000000000000000000000
86604044000000000000000020000000
foecd4e44000000000000000000000000
20e640644800000000000000000000000
§0003044000000000000000000000000
860030440000000000000000280000000
866030448000000000000000200000000
gaeo3e44ee0000000000000000000000
86002044000000000000000020000000
80002044000000000000000000000000
80002044000000000000000080000000
26002 044000000000000000000000000
80001644000000000000000080000000

Description: Collect/Display PM indirect registers information.

Syntax:

cxgbtool [  vbdlIface ] cudbg [collect|view|extract|dbg] pmindirect

Example:

[file] [

C:\Users\Administrator»cxgbtool vbde cudbg dbg pmindirect

cudbg_wview() dbg entity pmindirect

PM_RX

[exe8fde:ex10000] PM_TX_ ISPI_DBG_4B DATA@
31:0 ispi_dbg_data

[exe8fde:ex10001] PM_RX_ISPI_DBG_4B DATA1
31:0 ispi_dbg_data

[exe8fde:ex10002] PM_RX_ISPI_DBG_4B DATA2
31:0 ispi_dbg_data

[@xe8fde:ex10003] PM_RX_ISPI_DBG_4B_DATA3
31:® ispi_dbg_data

[exe8fde:ex10004] PM_RX_ISPI_DBG_4B_DATA4
31:® ispi_dbg_data

[@xe8fde:ex10005] PM_RX_ISPI_DBG_4B_DATAS
31:® ispi_dbg_data

[exe8fde: ex10e PM_RX_ISPI_DBG_4B_DATAG
31:8 ispi_dbg data

[exe8fde:ex10007] PM_RX ISPI_DBG_4B_DATA7
31:8 ispi_dbg data

[exesfde:ex10008] PM_RX ISPI_DBG_4B_DATAS
31:8 ispi dbg data

Chelsio Unified Wire for Windows
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A mpstcam
Description: Collect/Display MPS TCAM configuration.

Syntax:

cxgbtool [ vbdilface ]cudbg [collect|view|extract|dbg] mpstcam [file] [ dir ]

Example:

jsers\Administrat gbtool vbde cudbg dbg mpstcam

view() dbg entity : mpstcam

t add S Mask VNT Mask IVLAN V1d DIP_Hit Lookup Port V1d Ports PF VF Replication
:00:00:0e FFFFFFFFFFFF - - - - 0o ¢ e

]

PO RO O D
o
o
L]

COCCOeOROEO O W

98 00000000 BEOEDOOD DADOODED DOGEEORD EEORDOC BORDOODO E0OGDR0D EODROODD
65
65 00000000 ©OO0P0OD GOGOE0EO DOODOOOD BOGDE0O GODOO0DG DOGEDOGD 0EDO0O0O
65 00000000 00000000 0OOOODOO BOOVOOOO BOOOOOOO DOOVOOO6 0VOOOOD OOV
65

00000000 DOODD0DD SDDODDOO VODDOODD DDOODDOD DODDODDG DOODDDOD DODOOODO
00000000 DPEAOAD VOPOAODO PEADPOOD 0OPOOPOE PEEROAO6 POPEPEE BOOBOADE
00000000 DOODD0DD SDDODDOO VODDOODD DDOODDOD DODDODDG DOODDDOD DODOOODO
66 0O0O0000 DPOOPOAD DONONDPE POARDOOD OPOOPEA DOAPEEO6 0POAAEA BEAEADE

cococo00000
coocOOOOBD
PRRARARRRARN
coocoOOOSOON
LR R

A upcimindirect
Description: Collect/Display UP CIM Indirect registers information.

Syntax: cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] upcimindirect
[file] [ dir ]

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg dbg upcimindirect
cudbg view() dbg entity upcimindirect
:0x02008] CIM CTL CONFIG

AutoPreflLoc
AutoPrefEn
DisMATimeQut
DisSlowTimeQut
IntlRspEn
PIFMultiCmd
UPSelfResetTOut
PLSwapDislir
PLSwapDisRd
TimeriEn
Timer@En
TimerEn

[f=]
5]
I
=]

o W s LA T o= 00D L Th o~

PrefEn

[ex87b50:0x02004] CIM_CTL_PREFADDR
31:8 PrefAddr

[ex©7b50:0x02008] CIM CTL_ALLOCADDR
31:9 IbqGen®

[0x07b50:0x0200c] CIM CTL INVLDTADDR
31:8 InvldtAddr

[6x87b50:0x02010] CIM CTL_STATIC PREFADDRO
31:8 StaticPrefAddr

[6x07b50:0x02014] CIM CTL_STATIC_ PREFADDR1
31:8 StaticPrefAddr

[exB7b50:0x02018] CIM_CTL_STATIC_PREFADDR2
31:0 staticPrefAddr

[exe7b50:8xe201c] CIM _CTL_STATIC_PREFADDR3
31:0 StaticPrefAddr

RO, RPIIDEEDDL

DR D
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A cimmala

Description: Collect/Display results of CIM MA logic analyzer trace.

Syntax: cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg]

[ dir ]

Example:

:\Users\Administrator>cxgbtool vbd® cudbg collect cimmala log cimmala

btool: This may take a while. Please be patient
vtool: Writing cudbg block to file log _cimmala...

CEE

cimmala

size: 3668 bytes

btool: Done writing cudbg data to file log cimmala

C:\Users\Administrators>c tool vbde cudbg view cimmala log_cimmala

cudbg view() dbg entity immala
2802000000200000000000000000020000
B860000000000000000000000000000000
2000000000000000000000000000000000
2802000000200000000000000000020000
B860000000000000000000000000000000
2000000000000000000000000000000000
2802000000200000000000000000020000
B860000000000000000000000000000000
2000000000000000000000000000000000
2802000000200000000000000000020000
B860000000000000000000000000000000
2000000000000000000000000000000000
B802000000200080000000000000080000

A obqgsge

Description: Collect/Display SGE outbound queue.

Syntax:

cxgbtool [ vbdiface ] cudbg [collect|view|extract|dbg]

Example:

obgsge [file] [

C:\Users\Administrator>cxgbtool vbde cudbg dbg obgsge

cudbg_view() dbg
01000022
01060320
01286a20
21860623
01000023
21860320
0128ea20
01000023
01660023
21860320
81296a2e
01000022
01600022
21800322

Chelsio Unified Wire for Windows

entity

oa63dbo1
ea63dcol
ea63ddel
9863dedl
pe63dfol
gae3edol
eaec3elol
0863e201
0063e301
gaeldedol
ea63e501
0a63eb01
0863e701
ea63e801

obgsge

816660449
B1e6cadc
0168b8eb
e1ea7eec
a1ee6f5a
010a87d0
0168738d
@186398c
@186143a
e108da26
e1ead77e
a1ee9df3
@1e6a58b
01886b75

00937303
ee087803
Be087803
00987803
20987803
QQ087803
Be087803
00937303
ee087803
QQ087803
00987803
20987803
ee087803
00087803

[file]

dir ]
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A rss

helsio Unified Wire

Description: Collect/Display RSS information.

Syntax:

cxgbtool [

Example:

A swstate

vbdiface ] cudbg [collect|view|extract|dbg] rss [file] [

C:\Users\Administrator>cxgbtool vbd® cudbg dbg rss
cudbg view() dbg entity : rss
a:
8:
16:

e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e

P D R DD DD DODEDDD
N Q2D DD
DDA
DD

[re]

oy

S R N R NN R NN R N
[=) =)
W Ll g

(V)
MMM DI DDDDIDD

NN DRI DD

WL L g L
1=}
s o e a

o

Description: Collect/Display software state information.

Syntax:

cxgbtool [

Example:

vbdiface ] cudbg [collect|view|extract|dbg] swstate [file] [

C:\Users\Administrator>cxgbtool vbd® cudbg dbg swstate
cudbg_view() dbg entity : swstate

Fll STATE : Alive
0s : Unknown

DD

CALLER : Unknown

Chelsio Unified Wire for Windows
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A fcoestats

Description: Collect/Display FCoE statistics.

Syntax:
cxgbtool [  vbdIface ] cudbg [collect|view|extract|dbg] fcoestats [file] [ dir ]
Example:
C:\sers\Administrator>cxgbtool vbde cudbg dbg fcoestats
cudbg_wview() dbg entity : fcoestats
channel ® channel 1
octetsDDP:
framesDDP :
framesDrop:
A wecstats

Description: Collect/Display write coalescing statistics.

Syntax:
cxgbtool [ vbdiface ]cu dbg [collectlview|extract|dbg] wcstats [file] [ dir ]
Example:
C:\Users‘Administrator>cxgbtool vbdé cudbg dbg wcstats
cudbg_view() dbg entity : wcstats
WriteCoalSuccess: @
WriteCoalFail: 5]
A clk

Description: Collect/Display core clock information.
Syntax:
cxgbtool [  vbdlface ] cudbg [collect|view|extract|dbg] clk [file] dir ]

Example:

C:\Users\Administrator>cxgbtool vbde cudbg dbg clk
cudbg_view() dbg entity : clk

Core clock period: 1.252 ns

TP timer tick: 41.25536 us

TCP timestamp tick: 1312.817152 us

DACK tick: 5.128192 us

DACK timer: 485 us

Retransmit min: 984 us
Retransmit max: 9984730 us
Persist timer min: 998473 us
Persist timer max: 9984730 us
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A full
Description: Verify if egress and ingress buffers are becoming full.
Syntax: cxgbtool [  vbdiface ] cudbg [collect|view|extract|dbg] full [file] [

Example:

C:\UsersiAdministrator>cxgbtool vbde cudbg dbg
cudbg_view() dbg entity : full

A pbttables

Description: Collect/Display PBT Table information.

Syntax:

cxgbtool [ vbdIface ] cudbg [collect|view|extract|dbg] pbttables [file]
Example:

C:\UsersiAdministrator»>cxgbtool vbd® cudbg dbg pbttables
cudbg view() dbg entity : pbttables
Dynamic Addr Table [©x808]: ©x882d880cC
3:28] wvld ]

Y alloc ]

pending ]

address<<6 ©@x8b528300
Table [@x0B4]: 0x02a2298d
vld ]

alloc ]

pending ]

address<<6 ©x288a6340
Table [@x008]: 0x012bb725
vld ]

alloc ]

pending ]

address<<6 @xdaedc94@
Table [@x©Bc]: Ox0P8032ae
vld ]

2
12

=

o= G0
Bd Bd bJ I A
A

[ T

LA

7
6
e
d
128
127
126
5]
d
&
7
6
5]
ddr
&

]
]
]
d
]
]
]
]
d
]
]
]
]
d
]

==l
P I

dir ]

dir ]
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A vpddata

Description: Collect/Display vpd information like serial number, vpd version, firmware version,
etc.

Syntax:
cxgbtool [  vbdIface ] cudbg [collect|vie w|extract|dbg] vpddata [file] [ dir ]

Example:

A cimqcfg

Description: Collect/Display CIM queue configuration details.

Syntax:

cxgbtool [ vbdlface ] cudbg [collect|view|extract|dbg] cimqcfg [file] [ dir ]
Example:

C:\Users\Administrator btool vbde cudbg collect cimgcfg log cimgcfg
tool: This may take a while. Please be patient
btool: Writing cudbg block to file log_cimqcfg... size: 3896 bytes
tool: Done writing cudbg data to file log c cfg
C:\Users\Administrator: btool vbd® cudbg view cimgcfg log_cimgcfg
cudbg_view() dbg entity cimqcfg
Queue Base Size Thres RdPtr WrPtr SOP EOP Avail
PO e 2048 570 576 2412 2412
Pl 800 2048 e e
ULP 1008 2848 20
SGE@ 1880 2048 480
SGE1 2000 2048
NC-SI 2800 2048
uLrPe 0 2048
uLP1 800 2048
uLPz 1606 2848
ULP3 18060 2048
SGE 2000 2048 446 84
NC-SI 2800 2048 e

P
=)}

%%}
=]
(%, Y]

-]
£ T
DD DWW D O NND

\ 5 )
DD WD D NN
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A ibgncsi
Description: Collect/Display CIM NCSI inbound queue.

Syntax:

cxgbtool [ vbdlface ] cudbg [collect|view|extract|dbg] ibgnesi  [file] [ dir ]

Example:

C:\Usersi\Administrator>cxgbtool vbd® cudbg dbg ibgncsi
cudbg view() dbg entity : ibgncsi

: PODODOBO 6084flad ©OODOOOO BZac5032
: POPoBOBe Saece8fdb ©0OBOOOE 650a0bcB
: DORPODOBe T8caz4a5f 000P00OE fB86aadel
: 00Bo0oee ldledbfe 0OOOODOO fbocBBE3b
: 00000000 89fa5845 HODOOOOD 100aSae?
: 0B00D0D0 644d432a 0OOOBOOO 349fed29
50: 0BDDDOBd ffoc5T83 0OOOOOOD Bebdd7el

: 08000000 6194b426 OOOOOOOO 73e787d9
0: 0000DEDe 18a9%aedl O0ODOOOE SbdacZef
: 08000000 diblcae5 GOOOOOOE 16b21989
: 08000000 4aBb2d2a 0OOOOOOE T760TS8de
@ : P00DBBDE aa57c5de SPODOBDOO YecdTIT
I 00008000 b5leadds OOOOOODO 6859293cC
: DOReBeRe ecod2d7b 80OBOBBO
: DOPOBORe 46f36574 DDODOBOD ! 232
: DOPOBOBe c9alcad? ©0OREOOB 72f65Ca9
: DOPODOBe 11586el3 00ODO000 89d4b998

A obgncsi
Description: Collect/Display NCSI outbound queue.

Syntax:

cxgbtool [ vbdiface ] cudbg [collect|view|extract|dbg] obgncsi [file] [ dir ]
Example:

C:yUsersyAdministrator>cxgbtool vbdé cudbg dbg obgnesi

: DEOBOGO1
: DEOBOGO1
: DEOBOGO1
: DEOBOGO1
: DEOBOGO1
: DEOBOGO1
: DEOBOGO1
: DEOBOGO1
! 06060601
! 06060601
! 06060601
! 06060601
! 06060601
! 06060601
T DO060601

entity :
GH0GH601
GH0GH601
GH0GH601
GH0GH601
GH0GH601
GH0GH601
GH0GH601
GH0GH601
060601
060601
060601
060601
060601
060601
GO06G0601

obqncsi

060160200
060160200
060160200
060160200
060160200
060160200
060160200
060160200
06016200
06016200
06016200
06016200
06016200
06016200
06010200

000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
000000+
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A rss_pf_config
Description: Collect/Display RSS PF Configuration

Syntax:
cxgbtool [  vbdIface ] cudbg [collect|view|extract|dbg] rss _pf _config [file]
[ dir ]

Example:

C:\Users\Administrator>cxgbtool vbd® cudbg dbg rss_pf_config
cudbg view() dbg entity : rss_pf config
PF Map Index Size = @

RSS PF VF Hash Tuple Enable Default
Enable IPF Mask Mask IPvéG IPv4 UDP  Queue

Map Chn Map Size S5ize Four Twe Four Two Four Chl Che
yes no 7 5 no  no no  no no
yes no ne no ne no no
yes no ne no ne no no
yes no ne no ne no no
yes no ne no ne no no
yes no ne no ne no no
yes no ne no ne no no
yes yes  yes no

F
5]
1
2
3
4
5
5]
7

b I = N - NN K R v
DI @
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A wtp
Description: Trace the Ingress and Egress path of a packet through the Chelsio adapter.
Syntax: cxgbtool [  vbdiface ] cudbg [collect|view|extract|dbg] wtp [file] [ dir ]

Example:

C:\Users\Administrator»cxgbtool vbd® cudbg dbg wtp
cudbg_view() dbg entity : wtp

*EGGRESS (TX) PATH *
core---->PCIE---->5GE<-|  #Ring Doorbell
]

? I |
EQP ? PRE |
MOD |<-core<----PCIE<----SGE<-| #Request Work Request
S0P_CHO AB ab
S0P | AB 16
EOP | AB
MOD |-»core S( >CIM/uP->| uP<-CIM<-CSW #->Work req. <-Pkts
S0P _CH@ AB ] 1

1

MOD |<-core<----PCIE<----SGE< ¢ |#data dma requests
SOP_CHO ©F
S0P CH1 o8
SOP | F
EOP | F
MOD |->core-->PCIE--3>5GE--3»
SOP_CH@ BF
CHO o3
50
a3
2
=15
2
2

=

TX----

i

D3 0 O~ =~ 8000 g

------- >TPE- - - - >MPS- - - >MAC- - - >MACOK- >wire
El E1 E1 FF FF
El E1 E1 FF FF
40 40 40 FFFF
490 40 40 FF FF
P00 00

80 00

80 00

P00 00

121 121 121

DD DD~ -0
DD DD~ -0
R

=

b e e F
INGRESS (RX) PATH * g

core<-PCIE<---5GE<--C5W< TPC<-URX<-LE-TPE< MPS<--MACL-MACOK<L - -wire

9 B } 5F B7 FF FF

9 B } 5F B7 FF FF

4] @a Bo6 FF FF

e 2e Bo FF FF
37
37
ae
ea
ea
ae
ea
ea

Y= S I 8

[T=]

" CH6
SOP_CH7
EOP_CH7
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A

rdmastats

Description: Collect/Display RDMA Statistics.

Syntax:

cxgbtool [

Example:

vbdiface ] cudbg [collect|view|extract|dbg] rdmastats [file]

C:\Users\Administrator>cxgbtool vbd® cudbg dbg rdmastats
cudbg_view() dbg entity

NoRQEModDefferals: @

rdmastats

MoRQEPktDefferals: @

A ulprxla

Description: Collect/Display ULP RX LA.

Syntax:

cxgbtool [

Example:

Chelsio Unified Wire for Windows

vhdiface ] cudbg

[collect|view|extract|dbg] ulprxla [file] [

dir ]

C:\Usersi\Administrator>cxgbtool vbde cudbg dbg ulprxla

cudbg view() dbg entity

Pcmd
BO00000000000000
2200000000000000
2e00000000000000
BH00000000000000
BO00000000000000
BO00000000000000
BO00000000000000
2e00000000000000
2000000000000000
BH00000000000000
BO00000000000000
BO00000000000000
2200000000000000
2e00000000000000
BH00000000000000
BO00000000000000
BO00000000000000
BO00000000000000
2e00000000000000
2000000000000000
BH00000000000000

Type

RO

ulprxla

Message
BEB0000a
2020000
20000000
goa00e00
Booeoe00
BoB00e0a
BEB0000a
20000000
20200000
goa00e00
Booeoe00
BEB0000a
2020000
20000000
goa00e00
Booeoe00
Booeoe00
BEB0000a
20000000
20200000
goa00e00

Data
868800885005000666000000808000566
2000000000000 0000000000000000006
20000080000000000000000000000006
868880080000000666600000080000006
6668800000000006666000000000000000
266800000000006666000000000000000
868800885005000666000000808000566
20000080000000000000000000000006
86680085000000666600800080000006
868880080000000666600000080000006
6668800000000006666000000000000000
868800885005000666000000808000566
2000000000000 0000000000000000006
20000080000000000000000000000006
868880080000000666600000080000006
6668800000000006666000000000000000
6668800000000006666000000000000000
868800885005000666000000808000566
20000080000000000000000000000006
86680085000000666600800080000006
868880080000000666600000080000006

dir ]
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A txrate
Description: Collect/Display Tx rate for NIC and offload traffic.
Syntax: cxgbtool[  vbdlface ]cudbg [collect|view|extract|dbg]txrate [file] [ dir ]

Example:

\WsersiAdministrator>cxgbtool vbde cudbg dbg txrate
cudbg_view() dbg entity : txrate

TX_RATE

channel @ channel 1
NIC B/s: ] e
Offload B/s: ] e

A letcam
Description: Collect/Display LE TCAM information.
Syntax: cxgbtool[  vbdiface ]cudbg [collect|view|extract|dbg]letcam [file] [ dir ]

Example:

C:\Users\Administrator btool vbde cudbg dbg letcam
cudbg_view() dbg entity : letcam

Routing table index: @xe
Lip comp table index: @xe
Filter table index: @xA8@
Server index: @xABO

e

i LE

READING TID: @x0

Write: LE_DB_DBGI_REQ TCAM_CMD: ©x400000
Write: LE_DB_DBGI_CONFIG

Polling: LE_DB_DBGI_CONFIG: busy bit
: LE_DB_DBGI_RSP_STATUS: @x1 [1]
: LE_DB_DBGI_RSP_DATA:
Response data for TID @xe:
Ox19| : Ox00000008

Bx00000000
x00000000
x00000000

Ox00000000

Ox06006000

Bx00000000
x00000000
x00000000

0x00000000
xB0606000

> 1 BxB0000000
DATA READ: ©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000




debug
A filter

Description: Display list of configured hardware filters
Syntax: cxgbtool [  niclface ] debug filter
Example:

C:\UsersiAdministrator>cxgbtool nice debug filter

Ftid Prot FPORT LPORT Type Que_Id DVAC_Tdx

IPwd 9
IPv4 9

Locked

1
1

A qgsets
Description: Read number of gsets
Syntax: cxgbtool [  niclface ] debug gsets

Example:

hZUsershAdministrator: tool nice

QueType  AbsId RelId FlaIld IngId Msix

o
-l
o

.|
.|

()
)

LA
LA
= @

1 1

Fu
Fu
L el

A qgstats

Description: Display statistics for each Tx & Rx queue.

Syntax: cxgbtool [  niclface | iscsilface ] debug gstats [queueTyp
Parameters:

clr: Clear queue statistics.

QDepth

e [(cIn]]
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Queue Type Description

txeth Tx tunnel queue statistics.

rxeth Rx tunnel queue statistics.

txvirt Tx VM queue statistics.

rxvirt Rx VM gueue statistics.

txtoe Tx Chimney queue statistics.
rxtoe Rx Chimney queue statistics.
txrdma Tx RDMA gueue statistics.
rxrdma Rx RDMA queue statistics.

txctrl Chimney control queue statistics.
txfwd Chimney forwarding queue statistics.
txnvgre * Tx NVGRE statistics.

rxnvgre * Rx NVGRE statistics.

txiscsi Tx iSCSI queue statistics.

rxiscsi Rx iSCSI queue statistics.

txpd Tx PacketDirect queue statistics.
rxpd Rx PacketDirect queue statistics.

* not supported on T6 adapters

Qstats Parameter

Description

BcBytes Broadcast packet size in bytes.

BcPkts Number of broadcast packets.

CoalBytes Coalesced packet size in bytes.
CoalPkts Number of coalesced packets.

DropPkts Number of dropped packets.
EncapBytes * NVGRE/VXLAN packet size in bytes.
EncapPkts # Number of NVGRE/VXLAN packets.
VIanMismatch Number of packets with VLAN mismatch.
Fw4Ack Number of SGE update requests.
LargeRxDropPkts | Dropped packets due to large size counter.
LSO Number of large send offloaded packets.
McBytes Multicast packet size in bytes.

McPkts Number of multicast packets.

NblsRecv Total Nbls received.

NblsSent Total Nbls sent.

NoRxBufs Packets couldn't process because of lack of memory.
NvPkts Send NVGRE packets.

PeerAbort Peer abort request.

CqComp Number of CQ completions.

PktsDefrag Number of defragged packets.

PktsDrop Total packets dropped.

PktsQued Total packets queued.

PktsSent Total packets sent.

Quefull Number of time queue full happened.
RecvNbls Total Nbls received.

RssGroup RSS group humber allocated to queue.
VPortld Vport ID of queue.

Chelsio Unified Wire for Windows
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RssProc RSS processor number allocated to queue.
RxCsumErr Number of received packets with checksum error.
RxCsumErrlp Number of received IP packets with checksum error.
RxCsumErrTcp Number of received TCP packets with checksum error.
SysThreadEvts Number of system thread events.

TxCsumOfld Number of checksum offloaded Tx packets.

UcBytes Unicast packets size in bytes.

UcPkts Number of unicast packets.

VlanEx Number of VLAN extracted packets.

VLANIn Number of VLAN inserted packets.

#supported only on T6 adapters

Example of rxeth gstats

CiUsershyAdministrator>cxgbtool nlc@ debug gstats rxeth

StatsType RxEth#36 RXEth#37 3 RXEth#39

1 U3
)
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]
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[x]

T
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A dumpctx
Description: Display adapter context.
Syntax: cxgbtool [  niclface ] debug dumpctx

Example:

C:\Users\Administrator btool nice® debug dumpctx

Value

18 Gbps
00 :07 143

@

@

A version

Description: Display the adapter information like part number, serial number, device ID, firmware
Version, TP, etc.

Syntax: cxgbtool[ vbdiface | niclface | iscsilface ] debug version

Example:

version

6

o

o

4.0
x1482060

[y

[av]
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A coalesce

Description: Change the coalescing settings for tunnel Rx queues of the specified Ethernet
device.

Syntax:
cxgbtool [ niclface ] debug coalesce [rx - usecs - irq {val}] [rx - frames - irq {val}]
[(persistent)]

Parameters

rx-usecs-irg: Rx Coalescing Timer. Number of microseconds after which interrupt will be sent.
rx-frames-irg: Rx Coalescing Threshold Packets. Number of packets after which interrupt will be
sent.

Examples:

0 Setting Rx Coalescing Timer:

CihwUsershadministratorscxgbtool nic® debug coalesce rx-usecs-irg §

0 Setting Rx Coalescing Threshold Packets

C:\UsersdVAidministratorscxgbtool nic® debug coalesce rx-frames-irq 20

A eps

Description: Print endpoints (eps) if NDK/ND is enabled.
Syntax: cxgb tool [ niclface ] debug eps

Example:

xgbtool nice debug eps

d 2564 backlog 1824 f B:15b4:5e69:961d: e665:5445
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A qps
Description: Print queue pairs (gps) if NDK/ND is enabled.
Syntax: cxgbtool [ niclface ] debug gps

Example:

1 onchip @

of
onchip @

A rdma_stats
Description: Print RDMA statistics if NDK/ND is enabled

Syntax: cxgbtool [  niclface ] debug rdma_stats
Example:

gbtool nicd debug rdma_

- 3 urrent Max

|
1
=
[acs ]
']
[ I

]
o

TRTMEM:
FELMEM:
ROTMEM:

FMEM:

= 13 o
D = LA
o [ B N T
|
Lie B v Y
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A stags
Description: Print STAG contents if NDK/ND is enabled.

Syntax: cxgbtool [  niclface ] debug stags

Example:
none rem_in:
bind_enable ) 3
pbl_addr a y E t
none rem_in:
bind enable & pg
6at
{inactiwve):
per none rem_3in
bind_enable &
Ga
{inactive):
per
bind_enable
A 12t

Description: Display 12t table contents.
Syntax: cxgbtool [  niclface ] debug 2t

Example:

T U
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A iscsi_log
Description: Dump debug prints to system event log.
Syntax: cxgbtool [iscs Iface ] debug iscsi_log

Example:

A\UsershVAdministrator tool iscsi® debug iscsi log

A fwtoc
Description: Convert firmware binary file to source file header.
Syntax: cxgbtool debug fwtoc [firmwareFile] filename= [CFile].bin

Example:

B.bin filename=t&fw-1.16 .8.bin filetype=bin

Description: Install driver package specified in the setup information file (.inf).
Syntax: cxgbtool debug i nst [filePath]

Example:

4.inf_amd

4.inf_amd
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A uninst
Description: Uninstall driver package specified in the setup information file (.inf).
Syntax: cxgbtool debug uninst [filePath]

Example:

A update

Description: Update driver package.
Syntax: cxgbtool debug update [ file]
Example:

C:\Users’‘Administrator>cxgbtool debug update C:\Users‘AdministratoriDesktopiv6.5.8.0\bin\fre\x64 chvbdx64.inf

Driver for HwId:PCINWVEN 14258DEY_64078SUBSYS_000014258REV_00 updated successfully!!!

A rescan
Description: Scan for hardware changes in the device manager.
Syntax: cxgbtool debug rescan

Example:

C:\Wsers\Administrator tool debug rescan

A trace
Description: Enable driver debug prints.
Syntax: cxgbtool  debug trac e [nic|vbd] [flags] [level]

Example:
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firmware
mbox

Description: Display the last command in each mailbox.

Syntax: cxgbtool [  vbdlface | iscsilface ] firmware mbox [ O] 1] 2| é| 7]

Example:
shvadministrato tool vbde firmware mbox @
] owned by i
hardware
A mdio

Description: Read/Write MDIO register.
Syntax:

cxgbtool [  vbdlface | niclface | iscsilface ] hardware mdio [physAddr] [mngDevAddr ]
[regAddr] [ value]

Example

Read MDIO register

CinvUserswadministrators>cxgbtool wbd® hardware mdlo 1 1 1

£ [65535]

< Note  write MDIO register currently not supported.

A sensor
Description: Display sensor data.
Syntax: cxgbtool [  niclface ] hardware sensor

Example:

C:\UsershAdministrator>cxgbtool nicé hardware sensor

Temperature: 30C
Core YDD: 855mY
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A reg
Description: Read/Write register.
Syntax:

0 Register Read:

cxgbtool [  vbdIface | niclface | iscsilface ] hardware reg [readAdd r]

0 Register Write:

cxgbtool [  vbdiface | niclface | iscsilface ] hardware reg [[writeAddr] = {val}]
Example:

0 Register read:

Administrator»cxgbtool vbdé hardware

=

0 Register write:

C:\UsershAdministrato tool vbde hardware
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A sgedbg
Description: Display sge debug indirect registers.
Syntax: cxgbtool [  vbdiface ] hardware sgedbg

Example:

C:\Users\Administrator>cxgbtool vbd® hardware sgedbg

SGE_DEBUG_DATA_HIGH@@
SGE_DEBUG_DATA_HIGH@1
SGE_DEBUG_DATA_HIGH@2
SGE_DEBUG_DATA_HIGHO3
SGE_DEBUG_DATA_HIGH@4
SGE_DEBUG_DATA_HIGH@S
SGE_DEBUG_DATA_HIGHOG
SGE_DEBUG_DATA_HIGHO7
SGE_DEBUG_DATA_HIGHOS
SGE_DEBUG_DATA_HIGH@9
SGE_DEBUG_DATA_HIGH1@
SGE_DEBUG_DATA_HIGH11
SGE_DEBUG_DATA_HIGH12
SGE_DEBUG_DATA_HIGH13
SGE_DEBUG_DATA_HIGH14
SGE_DEBUG_DATA_HIGH15

SGE_DEBUG_DATA_LOW@@
SGE_DEBUG_DATA_LOWe1
SGE_DEBUG_DATA_LOW@2
SGE_DEBUG_DATA_LOWG3
SGE_DEBUG_DATA_LOWe4
SGE_DEBUG_DATA_LOW@S
SGE_DEBUG_DATA_LOWOG
SGE_DEBUG_DATA_LOWG7
SGE_DEBUG_DATA_LOWOS
SGE_DEBUG_DATA_LOW@9
SGE_DEBUG_DATA_LOW1@
SGE_DEBUG_DATA_LOW11
SGE_DEBUG_DATA_LOW12
SGE_DEBUG_DATA_LOW13
SGE_DEBUG_DATA_LOW14
SGE_DEBUG_DATA_LOW1S

0x332200aa
0x0900855

e

Bx4628
Oxdoze
BxE806

e
Ox111177aa
0x200bb
exbbbBa22
Bx5602Cco0
e

e

e
Ox45475301
Oxbab8acfe

a

0x3f000

a
Bx60253001
G726
Bxe002C
Bx60866
exo8401
ax446
exoddel
Bxase825
Bx25

Bx25

a
6x1534745
@xfeacb8ba

857866410
16627693

]
0 un

=)
00 ML
= oo
o@D M

(SN < e e I Vo R L T e B W B v
[N ]
[u¥]

[ S

a I LS R e
LN
o0
ax]
B
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1613849857
7340670
393260
ELMEENE
394241
16894
394465
18813477
a7

a7

A flash
Description: Redirect Flash memory details to a file.

Syntax: cxgbtool [  vbdiface ] hardware flash [file]

It is recommended that the file should be provided without any extension.
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Example:

:\Users\Administrator>cxgbtool vbd® hardware flash dump_flash
xgbtool: This may take a while. Please be patient

btool: Reading Flash memory of size 4194384 bytes
btool: Writing memory block of size 4194384 bytes to file dump_flash...
rxgbtool: Done writing memory block to file dump_flash

A mps_trc_rd trace

Description: Read MPS trace filter.

Syntax: cxgbtool [  vbdlface ] hardware mps_trc_rd trace[traceQueueld]
Example:

C:\Users\Administrator>cxgbtool vbd@ hardware mps_trc_rd trace® txe

racer is capturing nic® Tx, snap length: @, min length: @

packets captured match filter

ilter pattern: 060658680000000000000000000000006000000000000000000000006000000000000000000000000060

P8e000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
pooos6s000008680000000060000000000000000008/ 600666800000000006000000000000066800000000000000000000000
PBe00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
poO0s6s00000668000000000006000000006000000000000008000600000000000000000@0

A mps_trc_wr trace
Description: Set MPS trace filter.
Syntax:

cxgbtool [ vbdiface ] hardware mps_trc_wr trace[0]|1]2]3]
[tx {portinstance }|rx {portinstance }]

Example:

Setting up trace0 with tx0 (tx0 is port0 Tx path)

C:\Users\Administrator>cxgbtool vbd® hardware mps_trc_wr traced txo

RDMA
Description: Display RDMA information.

Syntax:

cxgbtool rdma - d[iIWARP Adapter Index ] [options] | -1
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Examples:
o Displaying RDMA statistics

C:ZWUsersiAdministrator»cxgbtool rdma -s
Object: Total Current
PDID: 65536

QID: 24576
TPTMEM: F8951552 P b
PBLMEM: 5368706012 16384
157993164 121672
QCQPMEM : a a

DB FULL: a

DB EMPTY: a

DE DROP: a

DE State: MORMAL Transitions ©
TCAM FULL: a
ACT OFLD_CONM_FAILS: o
PAS OFLD CONN FAILS: o
AVATLABLE IRD: (22592

o Displaying RDMA stags

C:\Usersi\Administrator>cxgbtool rdma -t

o Displaying RDMA queue pairs (gps):

C:\UsersiAdministrator»cxgbtool rdma -d @ -q
rc gqp sq id 1628 in_use 8 rq id 1629 in_use 256 state 1 onchip @& ep tid 9952 state 7 162.1.7.2:5445 -» 162.1.7.3:1624
rc qp sq id 1630 in_use 6 rq id 1031 in_use 256 state 1 onchip © ep tid 4944 state 7 102.1.7.2:5445 -5 102.1.7.3:1625

C:\UsersiAdministrator»cxgbtool rdma -d 1 -q
rc qp sq id 1632 in_use ® rq id 1833 in_use 256 state 1 onchip ® ep tid 9768 state 7 102.1.8.2:5445 -» 102.1.8.3:1026
rc qp sq id 19634 in_use 0 rq id 1935 in_use 256 state 1 onchip © ep tid 5016 state 7 102.1.8.2:5345 - 102.1.8.3:1027




o Displaying RDMA endpoints:

C:\Users\Administrator>cxgbtool rdma -d 6 -e
cm_id FFFF838EDBFB5A10 state 1 flapgs 0x86 stid 2560 backlog 1024 102.1.7.2:5445
cm_id FFFF8AS896B63C60 state 1 flapgs 0x86 stid 2568 backlog 1624 {e80:0000:0000:0000:7093:1096:46f5: 69e5:5445

cm_id FFFF8489CE562AD0 state 7 flapgs 0x70 history ox42bo hwtid 9952 atid @ 192.1.7.2:5445 <-»> 102.1.7.3:1029
ep FFFF8489CE322400 cm_id FFFF8C808BOSFO10 state 7 flags 0x70 history ox42bo hwtid 4944 atid @ 192. 2:5445 <-» 102.1.7.3:1025

o Displaying list of IWARP adapters:

C:%\UsersiAdministrator>cxgbtool rdma -1

T6/T5 iwarp adapter @
T6/T5 iwarp adapter 1

o0 Starting krping server/client:

C:\UsershAdministrator>cxgbtool rdma -d @ -k "-s5:162.1.7.2"
Starting krping in server mode: -

ip: 102.1.7.2

port: 9999

max_conns: 1

bufsz: 1848576

mem type: 1

write to file: @

cs:l dis:1 ce:0 sb:46  rb:4e@ rr:65536

C:\Users\Administrator>cxgbtool rdma -d & -k "-c:162.1.7.2 -rr”
Starting krping in client mode: -

ip:

port: 99959

conns: 1

iosz: 65536

mem_type: 1

op:1

server invalidate: @

write to file: o

Krping stats:-
connect requests: 1
connects: 1
disconnects: 1

connact errors: @
send bytes: 48 (1)
recv bytes: 48 (1)
read bytes: @ (6)
write bytes: & (8)




C:\Usersi\Administrator>cxgbtool rdma -d & -k "-c:102.1.5.2 -rw"
Starting krping in client mode:-

ip:

port: 9999

conns: 1

iosz: 65536

mem_type: 1

op:?2

server invalidate: &

write to file: @

Krping stats:-
connect requests: 1
connects: 1
disconnects: 1
connect errors: @
send bytes: 46 (1)
recy bytes: 46 (1)
read bytes: @ (6}
write bytes: 0 (@)

C:yUsersyAdministrator>cxgbtool rdma -d ® -k "-s:182.1.5.2"
Starting krping in server mode: -

ip: 182.1.5.2

port: 9900

max_conns: 1

bufsz: 1648576

mem_type: 1

write to file: @

cs:1 dis:1 ce:8 sb:ae  rb:ae rr:e rw: 65536

C:h\UsershVAdministrator»cxgbtool rdma -d ® -k "-s5:162.1.7.2"
Starting krping in server mode: -

ip: 162.1.7.2

port: 9999

max_conns: 1

bufsz: 1648576

mem_type: 1
write to file: @

Krping stats:-
connact requests: 1
connacts: 1
disconnects: 1
connact errors: @
send bytes: 48 (1)
recy bytes: 48 (1)
read bytes: 65536 (1)
write bytes: @ (@)




C:\UsersyAdministrator»cxgbtool rdma -d ® -k "-s5:162.1.5.2"
Starting krping in server mode: -

ip: 102.1.5.2

port: 0000

max_conns: 1

bufsz: 1048576

mem_type: 1

write to file: @

Krping stats:-
connect requests: 1
connacts: 1
disconnects: 1

connect errors: @
send bytes: 46 (1)
recy bytes: 46 (1)
read bytes: 8 (@)
write bytes: 65536 (1)
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9. Software/Driver Uninstallation

Similar to installation, Chelsio Unified Wire can be uninstalled using the Installer or zip package.
Refer the relevant section depending on the method of installation used to install drivers.

:I. Installer

Chelsio Unified Wire Installer can be uninstalled using two methods: GUI or CLI mode. GUI mode
requires user interaction and uninstallation occurs with options specified by the user. Whereas,
CLI mode does not require any user input.

9.1.1. GUI mode (Installer)

i. Runthe ChelsioUwire-x.x.x.xx.exe application.

ii. Select Modify to add or remove features. Select Repair to repair the previous installation.
Select Remove to uninstall the application. After you have selected the appropriate option,
click Next.

Chelsio Uwire Installer - InstallShield Wizard x

Chelsio Uwire Installer

ogram. This program lets you
& Modify

[ j:' ec gram features to add or urrently installed features to

o

® Fepair
[ 1',' Reinstall all program features installed by the previous setup.
o

O Remove

& Remove all installed features.

IrastallShiield - [ < Back H

Figure 66 - Selecting maintenance option
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iii. Click on the Finish button to exit from the installer.
Chelsio Uwire Installer - InstallShield Wizard

Chelsio Uwire Installer

Uninstall Complete

InstallShield ——— ” FFinish!

Cancel

Figure 67 - Finishing uninstallation

() Note T This method of uninstallation is possible only if the drivers were installed using
Unified Wire Installer.

1 Uninstalling Unified Wire package using the above method will not uninstall
Unified Wire Manager. See Uninstallation section of Unified Wire Manager
chapter for more information.

9.1.2. CLI Mode

To uninstall all the drivers, execute the following command:

[C:\ Users \ Administrator> ChelsioUwire - X.X.X.XX. exe Tun all }

To uninstall a particular driver, execute the following command:

[C: \ Users \ Administrator>ChelsioUwire - X.X.X.X.exe T rm <driver(s)> }
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E.g.:

[C:\ Users \ Administrator>ChelsioUwire - X.X.X.X.exe -rm iSCSI ]

The above command will uninstall iISCSI Storport Miniport driver.

nlote Uninstalling Unified Wire package using the above method will not uninstall Unified
Wi re Manager. You wil/ have to manuall
Featureso in the Control Panel

Ea Zip Package

If the driver components were installed using the zip package, they will have to be uninstalled
manually. The following section lists the various components and their respective methods of
uninstallation.

L RTs-la i@ The driver components need to be uninstalled strictly in the order described
here. Using any other order is not supported.

® NDIS Miniport driver

i. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio Network Adapter and
select Uninstall.

() Note In case of Virtual Functions in VM, use Chelsio VF Network Adapter.

ii. Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.
iii. Repeat the same procedure for the other Chelsio Network Adapters.

® |SCSI Storport Miniport

i. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on Storage controllers, right-click on Chelsio iSCSI Initiator and select
Uninstall.

ii. SelectDeletethe driver software for this device checkbox when Confirm Device Uninstall
is prompted and click OK.

iii. Repeat the same procedure for other Initiator ports.
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° Virtual Bus Driver

iv. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the System Devices, right click on the Chelsio Bus Enumerator and
select Uninstall.

() Note In case of Virtual Functions in VM, use Chelsio Bus Enumerator [Virtual
Function].

v. Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.

® Generic Function

i. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio Generic Function and
select Uninstall.

ii. Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.

iii. Repeat the same procedure for the other Generic Functions.
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Il. NDIS Function
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1.Introduction

Ch e | s ermidator sdries of Unified Wire adapters provide extensive support for NIC operation,
including all stateless offload mechanisms for both IPv4 and IPv6 (IP, TCP and UDP checksum
offload, LSO - Large Send Offload aka TSO - TCP Segmentation Offload, Network Direct and
assist mechanisms for accelerating RSC - Receive Segment Coalescing).

il. Hardware Requirements

1.1.1. Supported Adapters

Following is the list of NDIS components and supported Chelsio adapters:

Table 1 - Chelsio adapters and supported NDIS components

Chelsio Adapter NDIS Components

T62100-SO-CR NIC
T6225-SO-CR
T6425-CR
T6225-LL-CR
T62100-CR
T62100-LP-CR
T6225-CR
T580-CR NIC, NVGRE, VXLAN, PacketDirect, VMMQ/VRSS
T520-CR
T580-LP-CR
T580-OCP-SO
T520-OCP-SO
T580-SO-CR
T520-SO-CR
T520-LL-CR NIC, NVGRE, VXLAN, VMMQ/VRSS
T540-CR
T520-BT

ia Software Requirements

1.2.1. Windows Requirement

NIC, NVGRE, VXLAN, VMMQ/VRSS

NIC, NVGRE, VXLAN

Following is the list of NDIS components and supported Windows versions:

Windows Version NDIS Components ‘
Server 2016 NIC, NVGRE, VXLAN, PacketDirect, VMMQ/VRSS
Nano Server 2016 NIC, VMMQ/VRSS

Server 2012 R2 NIC, NVGRE

Server 2012

10 AU Client NIC
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2. Software/Driver Configuration and Fine-tuning

a. Advanced Configuration

The Chelsio network driver provides advanced configuration options under the Device
Properties. In the Network Connections window, select the Chelsio ad a p & eacd Area
Connection interface (right-click -> properties). Click the Configure button.

2.1.1. VBD Driver Parameters

To see all tunable VBD driver parameters, open the Device Manager, click on the System
Devices, double click on the Chelsio Bus Enumerator, and then click the Advanced tab.

® |SCSI Instances
1 Description: Specify the number of iSCSI instances.
1 Value: 0-2 | default
1 Default: default

® Nic Instances:
1 Description: Specify the number of NIC instances.
1 Value: 0-8 | default
i Default: default

2.1.2. NDIS Miniport Driver Parameters

To see all tunable NDIS Miniport Driver parameters, open the Device Manager, click on the
Network adapters, double click on any Chelsio Network Adapter, and then click the Advanced
tab.

° Encapsulated Task Offload
1 Description: Enable or disable stateless offloads (checksums, LSO, VMQ and filtering) of
encapsulated traffic.
1 Value: Disabled | Enabled
91 Default: Enabled

° Encapsulated Overhead

1 Description: Specify the amount of overhead required in Ethernet frames due to virtual
network overlay encapsulation such as VXLAN and NVGRE.

1 Value:
o 32
0o 64
o 96
o 128
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o 160
o 192
o0 224
o 256
M Default: 0

° Flow Control
1 Description: Enable or disable the receipt or transmission of PAUSE frames. If Rx is
enabled, all incoming PAUSE frames will be honored. If Tx is enabled, the HW will send
PAUSE frames when its MAC Rx FIFO usage is beyond a high-watermark. If Disabled

option is selected, no PAUSE will be sent. When Rx MAC FIFO gets full, further ingress
packets will be dropped. If Rx & Tx Enabled is selected, both Rx and Tx options will be

enabled.

M1 Value:
0 Auto Negotiation
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
o TxEnabled

9 Default: Auto Negotiation

° Interrupt Moderation

9 Description: Control the interrupts generated by NIC hardware.

9 Value: Disabled | Enabled
9 Default: Enabled

® Interrupt Moderation Rate
1 Description: Set the interrupt rate.

M1 Value:
0 Extreme
0 High
o0 Low
0 Minimal
0 Moderate

9 Default: Low

° |Pv4 Checksum Offload

91 Description: Allow the checksum to be computed by the adapter for IPV4 packets.

1 Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0 Tx Enabled

i Default: Rx & Tx Enabled
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° Jumbo Packet (Maximum Transmission Unit)
1 Description: Specify the Maximum Transmission Unit (MTU) value.
1 Value:
0 4088 Bytes
0 9014 Bytes
o Disabled
9 Default: Disabled

° Large Send Offload V2 (IPv4)
9 Description: Allow for configuring Large Send Offload (LSO) using version 2 for the IPv4
traffic.
9 Value: Disabled | Enabled
9 Default: Enabled

° Large Send Offload V2 (IPv6)
9 Description: Allow for configuring Large Send Offload (LSO) using version 2 for the IPv6
traffic.
1 Value: Disabled | Enabled
1 Default: Enabled

° Locally Administered Address
9 Description: Specify a new MAC address for the port. If Not Present, the default MAC
from EEPROM is used. If specified, the new MAC overwrites the default MAC. This
specified MAC is persistent across machine reboot.
1 Value: Not Present | Any legal 6-byte MAC address
1 Default: Not Present

°® Maximum Number of RSS Processors
1 Description: Change the number of RSS Processors.
i1 Value: 1-64
91 Default: 8

° Maximum Number of RSS Queues
9 Description: Change the number of RSS Queues.
i Value: 1-16
i Default: 8

® Maximum RSS Processor Number
91 Description: Set the number of RSS processors to help the overall performance of the
computer.
i Value: 0-63
i Default: 63
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2]

NDIS QoS

9 Description: Enable or disable NDIS Quality of Service for DCB interface.
1 Value: Disabled | Enabled

9 Default: Enabled

@

NetworkDirect Functionality

9 Description: Enable or disable Network Direct Functionality.
1 Value: Disabled | Enabled

1 Default: Enabled

2]

NetworkDirect Interrupt Moderation

9 Description: Control the interrupts generated during NDK traffic.
1 Value: Disabled | Enabled

1 Default: Enabled

For more information, refer http://msdn.microsoft.com/en-
us/library/windows/hardware/ff556017%28v=vs.85%29.aspx

° Nvgre Task Offload
91 Description: Enable or disable offloading processing of NVGRE encapsulated frames.
9 Value: Disabled | Enabled
9 Default: Enabled

® Packet Direct
91 Description: Enable or disable PacketDirect feature.
1 Value: Disabled | Enabled
9 Default: Disabled

° Preferred NUMA node
9 Description: The NUMA node that the adapter can allocate memory from.
M1 Value:
0 Default Settings
Node 0
Node 1
Node 2
Node 3
Node 4
Node 5
Node 6
0 Node?7
9 Default: Default Settings

O O 0O O o oo
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° Receive Side Scaling (RSS)

1

T
1

Description: Control the RSS functions. If on, the Microsoft RSS function is enabled. If
off, the Chelsio RSS function is enabled.

Value: Disabled | Enabled

Default: Enabled

°® Recv Segment Coalescing (IPv4)

1

T
T

Description: Enable or disable the Receive Segment Coalescing feature for IPv4 traffic.
This is a receiver packets aggregating feature which helps reduce the receive host CPU
load and improve throughput in a network environment where CPU can be the
bottleneck.

Value: Disabled | Enabled

Default: Enabled

° Recv Segment Coalescing (IPv6)

T

1
T

Description: Enable or disable the Receive Segment Coalescing feature for IPv6 traffic.
This is a receiver packets aggregating feature which helps reduce the receive host CPU
load and improve throughput in a network environment where CPU can be the
bottleneck.

Value: Disabled | Enabled

Default: Enabled

® RSS Base processor

T
)l
1

Description: Specify the number of the base RSS processors.
Value: 0-63
Default: 0

° RSS load balancing profile

1
)l

T

Description: Control the RSS load balancing profile.
Value:

0 Closest Processor

0 Closest Processor Static

o Conservative Scaling

o NUMA Scaling

0 NUMA Scaling Static

Default: NUMA Scaling Static

For more information, refer http://technet.microsoft.com/en-us/library/hh997036.aspx

® Rx Ethernet Queue Size

T
T
1

Description: Set different Rx Queue sizes. Driver ships with reasonable defaults.
Value: 512-4096
Default: 2048
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° Rx Offload Queue Size
9 Description: Set different Offload Rx Queue sizes. Driver ships with reasonable defaults.
1 Value: 256-2048
9 Default;: 512

note This feature is not fully tested and available for experimental usage only.

° SR-IOV
9 Description: Enable or disable SR-I0QV feature.
1 Value: Disabled | Enabled
91 Default: Enabled

® TCP Checksum Offload (IPv4):

1 Description: Enable or disable computation of TCP checksum by the adapter for IPv4
packets.

M Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0 Tx Enabled

i Default: Rx & Tx Enabled

® TCP Checksum Offload (IPv6):

1 Description: Enable or disable computation of TCP checksum by the adapter for IPv6
packets.

1 Value:
o Disabled
0 Rx & Tx Enabled
o0 RxEnabled
0o Tx Enabled

1 Default: Rx & Tx Enabled

® Tx Ethernet Queue Size
9 Description: Set different Tx Queue sizes. Driver ships with reasonable defaults.
M1 Value: 512-4096
9 Default: 1024

° Tx Offload Queue Size
9 Description: Set different Offload Tx Queue sizes. Driver ships with reasonable defaults.
1 Value: 256-4096
1 Default: 512

() Note This feature is not fully tested and available for experimental usage only.
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°© UDP Checksum Offload (IPv4)

1 Description: Enable or disable computation of UDP checksum by the adapter for IPv4
packets.

M1 Value:
o Disabled
0 Rx & Tx Enabled
0 Rx Enabled
0 TxEnabled

i Default: Rx & Tx Enabled

® UDP Checksum Offload (IPv6)

9 Description: Enable or disable computation of UDP checksum by the adapter for IPv6
packets.

M Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0 Tx Enabled

i Default: Rx & Tx Enabled

° User Mode NetworkDirect
1 Description: Enable or disable Microsoft's Remote Direct memory Access (RDMA)
interface for high speed, low latency networks.
1 Value: Disabled | Enabled
1 Default: Enabled

° Virtual Machine Queues
1 Description: Enable or disable the virtual machine queue feature on the interface.
1 Value: Disabled | Enabled
91 Default: Enabled

® Virtual Switch RSS
9 Description: Enable or disable Virtual Switch Receive Side Scaling.
1 Value: Disabled | Enabled
91 Default: Enabled

® VLAN ldentifier
1 Description: Specify the VLAN ID to be inserted.
1 Value: 0-4095
9 Default: 0

° VMQ LookAhead Split
91 Description: Enable or disable the ability to split receive buffers into lookahead and post-
lookahead buffers.
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9 Value: Disabled | Enabled
91 Default: Enabled

° VMQ VLAN ID Filtering
1 Description: Enable or disable the ability to filter network packets by using the VLAN
identifier in the media access control (MAC) header.
9 Value: Disabled | Enabled
1 Default: Enabled

° Vxlan Task Offload
91 Description: Enable or disable offloading processing of VXLAN encapsulated frames.
1 Value: Disabled | Enabled
9 Default: Enabled

® Vxlan UDP Port Number
9 Description: Specify the current VXLAN UDP destination port number that is currently
operational in the NIC.
1 Value: 1-65535
Default: 4789

a NVGRE Offload

Ch e | s ermifamr based adapters are uniquely capable of offloading the processing of NVGRE
encapsulated frames such that all stateless offloads (checksums, LSO, VMQ, RSS and filtering)
are preserved, resulting in significant performance benefits. This feature is enabled by default.
Configure the relevant customer and provider network settings on the host.

a VXLAN Task Offload

Virtual Extensible LAN (VXLAN), an extension of the existing VLAN protocol, is an encapsulation

protocol which creates an overlay network on the existing Layer 3 infrastructure. VXLAN not only
extends VLANO6s Ethernet Layer 2 networ kledbdityvi ces
and scalability for large scale cloud deployments than VLAN.

Ch e | s iemnimnaor Based adapters are capable of offloading the processing of VXLAN
encapsulated frames such that all stateless offloads (checksums, LSO, VMQ, RSS and filtering)
are preserved, resulting in significant performance benefits. This feature is enabled by default.
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al PacketDirect

PacketDirect Provider Interface (PDPI), an extension to the existing NDIS miniport driver model,

gives applications complete control over buffers, poll processors, and sending and receiving
packets over a miniport adapter.

Ch e | sUniGed &Vire adapters offer extensive support for this feature leading to a higher
throughput performance. This feature is disabled by default.

Follow the steps mentioned below to enable and configure PacketDirect:

i. Open Device Manager, click on Network adapters, double click on Chelsio Network
Adapter, and then click the Advanced tab.

ii. Selectthe PackDirect property from the list and enable it. Click OK

Chelsio Network Adapter 3 Properties X

General Advanced Drver Detals Events Power Management

The following properties are available for this networl adapter. Click
the property you want to change on the left, and then select its value
on the right

Property: Walue:

Intemupt Moderation Rate ” |Disab\ed ﬂ
IPv4 Checksum Offload
Jumbo Packet  Ensbled £
Large Send Offload V2 (IPvd) L= .
Large Send Offload V2 (IPvE)

Locally Administered Address
Maximum Mumber of RSS processt
Masdmum Number of RSS Queues
Maximum R55 Processor Number
NDIS QoS

NetworlcDirect Functionality
NetwaorkDirect Intemupt Moderatior

Nvgre Task Offload
FPaclet Direct v

=

iii. Create a new virtual switch and enable PacketDirect on the host:

C:\ Users \ Administrator> New VMSwitch - SwitchName <virtual_switch >
- NetAdapterName <chelsio_interface > - EnablePacketDirect $true

Ps C:h\UsershAdministrator> New-WMswitch

Name SwitchType NetAdapterInterfaceDescription

iv. Enable Azure Virtual Filtering Platform (VFP) Switch Extension on the switch.

C:\ Users \ Administrator> Enable - VMSwitchExtension - VMSwitchName
<virtual_switch > - Name " Microsoft Azure VFP Switch Extension"
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P5 C:yUsers\Administrator> Enable-VMSwitchExtension

Td H = BEE1-4E21-828F-E6FEDEDDCOLT
Name L Azure VFP Switch Ex 0
/endar 3

v. Add a virtual network adapter to the virtual machine and connect it to the virtual switch:

C:\ Users \ Adminis trator> Add- VMNetworkAdapter - VMName<virtual  nmachine >
- SwitchName <virtual_switch > - Name <virtual_  adapter>

syAdminmistrator= Add-VMNetwork

Administrator=

vi. Set the number of PacketDirect processors:

C:\ Users \ Administrator> Set - VMNetworkAdapter - VMName<virtual_  nachine >
- Pack etDirectNumProcs <1-8>

> Set-VMNetwork

vii. Start the VM:

C:\ Users \ Administrator> Start - VM <virtual_machine >

hlzersh nistrator= Start-VM VM1
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viii. On the host, create a PowerShell script (with .ps1 extension) with the following code:

ix. Run the script:
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5 CioalsershAdministrator= .hsdisablev
izabling VFF on port:
37 98-B405 -40FE-86BC-6C67AB70F 368

mand disable-port succeeded!
Disabling VFP on port:
BEEA-D9AA-4DOE-B746-D0O960EC25 848
ble-port succeeded!
ministrator= _

() Note The errors seen in the output are expected.

X. Use system performance monitoring utilities, such as PerfMon, to add PacketDirect counters
and verify if they are updated.

PacketDirect Transmit CountersEC 1300: Ifindex 6: VPort 1: TX3:  EC 1300: Ifindex 6: VPort 2: TX8:  EC2604: findex 6: VPort 2: TX 6:  EC 2848: Ifindex 6: VPort 2: TX5:  EC4312: |flndex 6: VPort 0: TX 1:  EC4312: Ifindex 6: VPort 2: TXT:

Bytes Transmitted 33,069.000 132.000 1,160,000 30,439,000 0.000 344,000

Bytes Transmitted/sec 0.000 0.000 0.000 0.000 0.000 0.000

Packets Transmitted 135.000 2,000 14.000 96.000 0.000 4000

Packets Transmitted/sec 0.000 0.000 0.000 0.000 0.000 0.000
Processor Information _Total

% Processor Time 0.473

Network throughput of a multi-core virtual machine is limited by the processing power of a single
virtual processor, since only one processor handles all the interrupts from a virtual network
adapter. Virtual Machine Multi-Queue (VMMQ) or Virtual Switch Receive-side Scaling (VRSS)
solves this bottleneck by distributing the network traffic across multiple virtual processors.

If NDIS function driver is installed using Unified Wire installer, VMMQ/VRSS will be enabled by
default. However, if the driver is installed manually (using zip package), the feature will be
disabled. Use NDIS Miniport Driver Parameters (Device manager A Chelsio Network Adapter
Properties A Advanced Tab A Virtual Switch RSS) to enable it. Additionally, VMMQ/VRSS needs
to be enabled for each Virtual Machine using the below command on the host:

PS C: \ Users \ Administrator> Set - VMNetworkAdapter - VMName <VM Name> -
VrssEnabled:$true - VmmqgEnabled:$true - VmmqgQueuePairs <No. of Queue s>
Example:

PS C:\Users'Administrator= Set-VMMetworkAdapter
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. iWARP (ND)
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1.Introduction

ND or Network Direct is Microsoft's new Remote Direct memory Access (RDMA) interface for
high speed, low-latency networks such as those running on 10/25/40/50/100 Gigabit Ethernet or
InfiniBand, with an architecture that directly bypasses OS and TCP/IP overhead. ND achieves
better performance for massively parallel programs that can utilize very low-latency, high-
bandwidth, and enables efficient CPU utilization.

il. Hardware Requirements

1.1.1. Supported Adapters

The following are the currently shipping Chelsio adapters that are compatible with Chelsio iWARP
(ND) driver:

° T62100-LP-CR
° T6225-CR

° T580-CR

° T580-LP-CR

° T540-CR

° T520-CR

° T520-LL-CR

° T520-BT

!a Software Requirements

1.2.1. Windows Requirement

Currently Chelsio iWARP (ND) driver is available for the following Windows version(s):

° Server 2016
°  Server 2012 R2

Other versions have not been tested and are not guaranteed to work.
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2. Software/Driver Configuration and Fine-tuning

Bl ceoistoring warpD ariver _____

Registering iWARP(ND) driver

Chelsio Unified Wire Installer registers Chelsio iWARP provider automatically during installation.

In case of zip package, run the following command to register:

The iIWARP provider should show up using:

You should see a similar output:
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V. SMB Direct
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1.Introduction

SMB Direct is an extension of the Server Message Block (SMB) technology by Microsoft used
for file operations. The Direct part implies the use of various high speed Remote Data Memory
Access (RDMA) methods to transfer large amounts of data with little CPU intervention. By using
RDMA as a transport medium for SMB, unprecedented levels of performance and efficiency can
be achieved. With fully offloaded RDMA support, Chelsio Unified Wire adapters deliver large
performance and efficiency gains to Windows users in a seamless, plug and play fashion.

!l. Hardware Requirements

1.1.1. Supported Adapters

The following are the currently shipping Chelsio adapters that are compatible with Chelsio SMB
Direct and RDMA/NVGRE concurrent (Mode 2) driver:

° T62100-CR

° T62100-LP-CR
° T6425-CR

° T6225-CR

° T6225-LL-CR
° T580-CR

° T580-LP-CR
° T540-CR

° T520-CR

° T520-LL-CR

° T520-BT

la Software Requirements

1.2.1. Windows Requirement

Following is the list of SMB Direct components and supported Windows versions:

Windows Version SMB Direct Components ‘

Server 2016 SMB Direct, Mode 2, SR
Nano Server 2016 SMB Direct, Mode 2
10 AU Client .

Server 2012 R2 SMB Direct
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2. Software/Driver Configuration and Fine-tuning

al Enabling SMB Direct

°® Windows Server 2016/Server 2012 R2
SMB Direct is installed and enabled by default on Windows Server 2016/Server 2012 R2. RDMA
functionality on Chelsio adapters will be enabled after installing the driver from the package.

° Windows 10 AU Client
On Windows 10 AU Client systems, SMB Direct feature is installed but disabled by default. To
enable it, follow the steps mentioned below:

i. Open Control Panel and click Programs.

ii. Under Programs and Features, click Turn Windows features on or off.

iii. Inthe Windows Features window, scroll down and select the SMB Direct checkbox.
iv. Click OK.

RDMA functionality on Chelsio adapters will be enabled after installing the driver from the
package.

® Configuration

You can use the PowerShell command Get- NetAdapterRdma to get a list of RDMA capable

interfaces in your system. At | east one adapter should indicate
advantage of SMB RDMA capability.

The next step is to configure your network so that SMB server and client machines can
communicate with each other. Please configure the Microsoft firewall to allow traffic between the
SMB clients and server.

aVerifying RDMA

There are number of ways to verify if RDMA is working:

2.2.1. Verify active connections using PowerShell

Open PowerShell window and execute the command Get - SmbConnection

2.2.2. Use Event Viewer

You can use Event Viewer to view SMB connection events. To do this:

i. Open Event Viewer

ii. Inthe console tree, expand Event Viewer.

iii. Navigate to Application and Service Logs-> Microsoft->Windows->SMBClient
->Qperational
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RDMA/NVGRE concurrent (Mode 2)

In this mode, you can run RDMA traffic using a virtual switch. This feature is enabled by default
in the driver, but must be enabled on the Hyper-V Virtual Ethernet adapter. Follow the steps
mentioned below to enable the feature:

i. I'f you havendét done already, run the Chelsio Uni
function driver.

ii. Verify if the driver is installed and loaded using the Get-NetAdapter command. The
InterfaceDescription field should list Chelsio adapter as shown in the image below:

PS C:\Users\Administrator> Get-NetAdapter
InterfaceDescription ifIndex Status MacAddress LinkSpeed

43-04-B4-20

00-07-43-04-B4-28

00-07-43-04-B4-20

R 8297 E Disconnected 00-25-90-35-95-FB
Intel(R) 82574L Gigabit Network Conn... Not Present 00-25-90-35-95-FA
Microsoft Kernel Debug Network Adapter Up 00-25-90-35-95-FA

Figure 68 - Verifying Chelsio driver

iii. Next, create a virtual switch using the following syntax:

PS C:\ Users \ Administrator> New VMSwitch 1 Name <virtual _ switch>
- NetAdapterName <chelsio_interface>

=witch0 External Chelsio Network Adapter #2

Figure 69 - Creating virtual switch

iv. Using Get-NetAdapter command, verify if the virtual switch is created successfully. The Mac
address of the switch and the port on which the switch was created, should be same.

PS C:\Users\Administrator> Get-NetAdapter

ame InterfaceDescription ifIndex Status MacAddress LinkSpeed

/Ethernet (switch0) Hyper-V Virtual Ethernet Adapter #4
Ethernet (p0) Hyper-V Virtual Ethernet Adapter
Chelsio Network Adapter #2

Chelsio Network Adapter p 00 20
Intel(R) 82574L Gigabit Network Co...#2 Disconnected 00- B

thernet
thernet
thernet
thernet Intel(R) 82574L Gigabit Network Conn... Not Present 00-25-90-35-95-FA
ocal Area Connection® 1 Microsoft Kernel Debug Network Adapter Up 00-25-90-35-95-FA

NwH

Figure 70 - Verifying virtual switch
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v. Enable RDMA on the virtual switch using Enable-NetAdapterRdma command.

WsershAdministrator= Enable-M

S ChUsershAdministrator= _

Figure 71 - Enabling RDMA on virtual switch

vi. Run Get-NetAdapterRdma command to verify if RDMA is enabled on the switch.

\Users\Administrator> Get-NetAdapterRdma

InterfaceDescription Enabled

Hyper-V Virtual Ethernet Adapter #4
rue

Hyper-V Virtual Ethernet Adapter
Chelsio Network Adapter #2 True
Chelsio Network Adapter True

Figure 72 - Verifying RDMA on virtual switch

z' Storage Replica

Storage Replica (SR) is a Windows Server 2016 feature which enables block-level replication
between clusters or individual servers for disaster recovery, and stretching of failover clusters to
metropolitan (MAN) and wide area (WAN, US coast-to-coast) distances for high availability. SR
provides two modes of operation: synchronous and asynchronous replication. Synchronous
replication enables mirroring of data with zero data loss at the volume level, whereas
asynchronous replication trades off full data replication guarantees for reduced latency by locally
completing 1/O operations.

Currently, Unified Wire supports Server to Server replication mode. In this mode, data is synced

between two servers and each server keeps an identical copy of the same volume. For more

information on how to setup and configure in this mode, please refer to Mi cr osoft 6s of f
documentation.

aTroubleshooting

If RDMA is not working in your system, please check for the following:

Operating system version should be Windows Server 2016, Server 2012 R2 or 10 AU Client.
Verify network interface configurations on both sides.

Please ensure that the interfaces are reachable using ping command.

In the Event Viewer (on the client side), please ensure that the traffic running is not over
TCP.

= =4 -4 =

Chelsio Unified Wire for Windows 149


https://technet.microsoft.com/en-us/windows-server-docs/storage/storage-replica/server-to-server-storage-replication
https://technet.microsoft.com/en-us/windows-server-docs/storage/storage-replica/server-to-server-storage-replication

Chapter IV. SMB Direct

91 Verify that SMB driver is loaded and working. Open PowerShell window and execute the
following command:

9 Verify that Chelsio driver is loaded and working. Open PowerShell window and execute the
following command:

1 Confirm that traffic is running over Chelsio adapter.
1 Look for potential errors in Event Log.
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V.NDIS SR-IOV
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1.Introduction

The ever-increasing network infrastructure of IT enterprises has led to a phenomenal increase in

maintenance and operational costs. IT managers are forced to acquire more physical servers and

other data center resources to satisfy storage and network demands. To solve the Network and

I/O overhead, users are opting for server virtualization which consolidates 1/0 workloads onto

lesser physical servers thus resulting in efficient, dynamic and economic data center
environments. Other benefits of Virtualization include improved disaster recovery, server

portability, cloud computing, Virtual Desktop Infrastructure (VDI), etc. Chel si o6s Uni fi ed
family of adapters deliver increased bandwidth, lower latency and lower power with virtualization

features to maximize cloud scaling and utilization. The adapters also provide full support for PCI-

SIG SR-IOV to improve I/O performance on a virtualized system.

il. Hardware Requirements

1.1.1. Supported Adapters

The following are the currently shipping Chelsio adapters that are compatible with the Chelsio
NDIS SR-IOV components:

Chelsio Adapter NDIS SR-IOV Components ‘

T62100-CR
T62100-SO-CR
T6425-CR
T6225-LL-CR
T6225-SO-CR NDIS SR-IOV
T580-SO-CR
T520-LL-CR
T520-SO-CR
T520-BT
T62100-LP-CR
T6225-CR
T580-CR
T580-LP-CR
T540-CR
T520-CR

NDIS SR-IOV, Guest RDMA

Chelsio Unified Wire for Windows 152



Chapter V. NDIS SR-IOV

‘a Software Requirements

Following is the list of NDIS SR-IOV components and supported Windows versions:

Windows Version
Server 2016

NDIS Components
NDIS SR-10V, Guest RDMA

Nano Server 2016

Server 2012 R2

NDIS SR-IOV

Other versions have not been tested and are not guaranteed to work.
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2. Software/Driver Configuration and Fine-tuning

Please ensure that Unified Wire is installed on the host before proceeding. Refer Software/Driver
Installation section of the Chelsio Unified Wire chapter for step-by-step instructions.

a. Enabling SR-IOV

The adapter's configuration should be updated to make use of the SR-IOV
feature. You can do this by running the chelsio_adapter_config.psl
configuration script. To use the adapter in non-SRIOV scenarios in Windows
or with other operating systems, the configuration type must be changed to
NON-SRIQV (Default).

2.1.1. Windows GUI Machine

In case of Installer, the script will be copied to <system_drive>\Windows\System32 during
installation.

If you are using the zip package, copy cxgbtool.exe from ChelsioUwire-x.x.x.xx folder to
<system_drive>\Windows\System32. Also, change your working directory to ChelsioUwire-
x.x.X.xx\Adapter Configuration.

i. Open PowerShell with administrative privileges.
ii. Check if the machine is SR-IOV capable:

[PS C: \ Users \ Administrator> Get - VMHost | fl *iov* }

The lovSupportf i el d shoul d display ATruedo as shown

nistrator> Get-VWWHost|T

LovSupport :
TovSupportReasons :

Figure 73 - Checking SR-IOV capability

iii. Run the adapter configuration script and select Windows GUI (option 1) as the Windows
version. Hit [Enter].

Installer:

PS C: \ Users \ Administrator> chelsio_adapter_config.psl
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PS C:\Users\Administrator> chelsio_adapter_conti1qg.psl
1. Windows GUI
2. Windows Nano Server

Input: 1

chelsio_adapter_config Version

Figure 74 - Adapter configuration utility (Installer)

Zip Package:

PS D: \ ChelsioUwire - x.x.x.xx \ Adapter Configuration>
.\ chelsio_adapter_config.ps1

PS D:\ChelsioUwire- \Adapter Configuration> .\chelsio_adapter_config.psl
1. Windows GUI
2. Windows Nano Server

Input: 1

chelsio_adapter_config Vversion

Figure 75 - Adapter configuration utility (Zip Package)

iv. Enter the index of the adapter for which the configuration needs to be updated. Hit [Enter].

Gelect the Adapter
1.Te225-CR 5/M:RE41160011
nput : 1

Figure 76 - Selecting adapter

v. Select SRIOV (option 2) as the configuration type and enter y to confirm. Hit [Enter].

Choose the configuration type:
SRIOV (Default)
v

5 C:\UsershAdministrators= _

Figure 77 - Setting the configuration type

vi. Reboot system for changes to take effect.
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2.1.2. Nano Server (Nano Server Installer & Zip Package)

i. Connectto Nano Server Machine.
ii. Check if the machine is SR-IOV capable using the following command:

{[nanomachine -ip]:  PS C:\> Get- VMHost | fl *iov* }

The lovSupportf i el d shoul d display ATrueo as shown in t

[10.193.187.62]: PS C:\> Get-VMHost [f1 *iov*

IovSupport
TovSupportReasons :

Figure 78 - Checking SR-IOV capability

iii. If Unified wire was installed on the Nano Server machine using the Nano Server installer,
skip to step (vii). If the driver components were manually installed using the boot image (Zip
package), follow all the steps mentioned below.

iv. Copy ChelsioUwire-x.x.x.xx folder to a desired location.

v. Copy cxgbnano.exe from ChelsioUwire-x.x.x.xx folder to
<system_drive>\Windows\System32

vi. Change your working directory to ChelsioUwire-x.x.x.xx\Adapter Configuration.

vii. Run the adapter configuration script and select Windows Nano Server (option 2) as the
Windows version. Hit [Enter].

Nano Server Installer

[na nomachine -ip]: PS D: \ >c helsio_adapter_config.psl

[10.193.187.62): PS D:\>chelsio_adapter_config.psl
1. windows GUI
2. Windows Nano Server

Input: 2

chelsio_adapter_config Vversion 2.0

Zip Package

[nanomachine -ip]: PS D: \ ChelsioUwire -x.xx.x.xx \ Adapter Configuration>
. \ chelsio_adapter_config.ps1
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[10.193.187.62]1: PS D:\ChelsioUwire-5.0.0.57\Adapter Configuration> .\chelsio_adapter_config.psl
1. windows GUI
2. windows Nano Server

Input: 2

chelsio_adapter_config Version 2.0

Figure 79 - Adapter configuration utility

viii. Enter the index of the Chelsio adapter for which the configuration needs to be updated. Hit
[Enter].

Select the Adapter
1.Te225-CR 5/N:RE41160011
nput : 1

Figure 80 - Selecting adapter

ix. Select SRIOV (option 2) as the configuration type and enter y to confirm. Hit [Enter].

Choose the configuration type:
1. NON-SRIOV (Default)
. SRIOV
. Port settings
Input :

Do you want to continue

Verification: Pa

Figure 81 - Setting the configuration type

X. Reboot the Nano Server system for changes to take effect.
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