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Chapter I. Chelsio Unified Wire

1.Introduction

Thank you for choosing Chelsio Unified Wire adapters. These high speed, single chip, single
firmware cards provide enterprises and data centers with high performance solutions for various
Network and Storage related requirements.

The Terminator seriesi s Chel si 06s next gener at-viruaized f high
10/25/40/50/100GbE controllers. The adapters are built around a programmable protocol-
processing engine, with full offload of a complete Unified Wire solution comprising NIC, TOE,
IWARP RDMA, iSCSI, FCoE and NAT support. It scales to true 100Gb line rate operation from a
single TCP connection to thousands of connections, and allows simultaneous low latency and
high bandwidth operation thanks to multiple physical channels through the ASIC.

Ideal for all data, storage and high performance clustering applications, the Unified wire
adapters enable a unified fabric over a single wire by simultaneously running all unmodified IP
sockets, Fibre Channel and InfiniBand applications over Ethernet at line rate.

Designed for deployment in virtualized data centers, cloud service installations and high
performance computing environments, Chelsio Terminator adapters bring a new level of
performance metrics and functional capabilities to the computer networking industry.

!I' Features

Chelsio Unified Wire for Windows is an easy to use utility developed to provide installation of 64-
bit Windows based drivers and tools for Chelsio's Unified Wire adapters.

It consists of the following components:

NDIS Function driver (NIC)

NVGRE Offload

VXLAN Task Offload

PacketDirect (Kernel Mode and ARM Moderation)
SMB Direct

RDMA/NVGRE concurrent (Mode 2)
IWARP (ND)

NDIS SR-IOV

VMMQ/VRSS

iISCSI Storport Miniport

Data Center Bridging (DCB)

Unified Wire Manager (UM)

UM for Win PE

= =4 =4 4 =4 -4 4 - -8 -8 -8 -8
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‘n Hardware Requirements

The Chelsio Unified Wire supports all x64 architectures supporting PCIE (x4, x8, x16) slots.

°  AMD CPUs, 64-bit (x86_64/amd64)
° Intel CPUs, 64-bit (x86_64)

() Note The Chelsio Unified Wire supports 3.3v PCI bus only. Running an adapter on a
PCI x4 slot is not recommended as performance will be significantly reduced by
the limitations of PCI.

() Note T4 family of adapters are not supported on Windows 2016 Server & 10 AU Client
versions.

!a Software Requirements

The Chelsio Unified Wire software has been developed to run on Windows based platforms. To
know more about the complete list of versions supported by each driver/software, please refer
their respective sections.

() Note Drivers are WHQL certified.

ill Package Contents

® Unified Wire Installer

Chelsio Unified Wire comes with an interactive installer and support documentation. The
documentation, consisting of RE AD ME , Rel ease Notes and Uscanr 6s Gui
be found in the <system_drive>\ChelsioUwire\docs\ directory after installing Chelsio Unified Wire.

° Zip Package
The zip package contains driver files, UM installer, UM for Win PE application, firmware binaries,
adapter configuration binaries and support documentation (docs folder).

e Nano Server Installer

The Nano Server Installer package contains driver files, firmware binaries, adapter configuration
binaries and support documentation (docs folder)
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2. Hardware Installation

i. Shutdown/power off your system.

ii. Power off all remaining peripherals attached to your system.

iii. Unpack the Chelsio adapter and place it on an anti-static surface.

iv. Remove the system case cover according to the s\

v. Remove the PCI filler plate from the slot where you will install the Ethernet adapter.

vi. For maximum performance, it is highly recommended to install the adapter into a PCIE x8/x16
slot.

vii. Holding the Chelsio adapter by the edges, align the edge connector with the PCI connector
on the motherboard. Apply even pressure on both edges until the card is firmly seated. It may
be necessary to remove the SFP (transceiver) modules prior to inserting the adapter.

viii. Secure the Chelsio adapter with a screw, or other securing mechanism, as described by the
systemmanuf acturerés instructions. Repl ace the casce

ix. After securing the card, ensure that the card is still fully seated in the PCIE x8/x16 slot as
sometimes the process of securing the card causes the card to become unseated.

X. Connect a fiber/twinax cable, multi-mode for short range (SR) optics or single-mode for long
range (LR) optics, to the Ethernet adapter or regular Ethernet cable for the 1Gb Ethernet
adapter.

Xi. Power on your system.

xii. Verify if the adapter was installed successfully. To do so, open Device Manager in Control
Panel.

xiii. Under Other devices section, Chelsio adapter should be listed as Ethernet Controller. If the
adapter is not listed, right-click on the system name or click on the Actions menu and select
Scan for hardware changes

For Chelsio adapters, the physical functions are currently assigned as:

=]

Physical functions 0 - 3: for the SR-IOV functions
Physical function 4: for all NIC functions of the card
Physical function 5: for iSCSI

Physical function 6: for FCoE

Physical function 7: Currently not assigned

[+]

2]

[+]

2]

xiv. Once the Unified Wire package is installed, open Device Manager again. Expand Network
adapters section and now Chelsio adapter should be listed.

(O Note Network device names for Chel siobs
following convention: the port farthest from the motherboard will appear as the
first Ethernet interface. However, for T5 40G adapters, the association of physical
Ethernet ports and their corresponding network device names is opposite. For
these adapters, the port nearest to the motherboard will appear as the first
network interface.
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Chapter I. Chelsio Unified Wire

3. Software/Driver Installation

Chelsio Unified Wire can be installed using the Installer or the zip package. Refer the relevant
section below depending on the method of installation selected.

a' Prerequisites

Please ensure that the following requirements are met, before proceeding with the installation:

3.1.1. Unified Wire Installer

Download and install the latest Microsoft Visual C++ Redistributable Packages for Visual Studio
(x86 and x64).

3.1.2. NDIS SR-IOV
Enable SR-IOV in the machine.

3.1.3. Unified Wire Manager (Installer & Zip Package)

The Unified Wire installer has been designed to install Unified Wire Manager (UM) along with
driver components by default, hence no separate installation is required. In case of zip package,
you will have to manually run the UM installer located in ChelsioUwire-x.x.x.xx/UM folder (See
Unified Wire Manager chapter for for more information). Based on the Windows version running
on the system, the three UM components, i.e. Management Agent, Client and Station will be
installed. If an older version of UM exists, the installer will upgrade it to the version provided in
the package.

° Management Agent
If you wish to install Management Agent, please make sure that Microsoft .Net Framework 3.5
is installed before proceeding with the installation.

® Management Station
If you wish to install Management Station, please make sure that the following requirements are
met before proceeding with the installation:

i. Install Python 2.6.6 (32-bit). (Download from here)

ii. Ensure that the path to python binary (typically C:\Python26), is added to PATH system
variable.

ii. Install Apache HTTP Server 2.2 with SSL. (Download from here)

iv. If the Apache Server is running, it should be stopped before starting the installation process.
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m Unified Wire Installer

Chelsio Unified Wire Installer provides two methods of installation: GUI or CLI mode. GUI mode
provides an interactive GUI installer with customizable options. Whereas, CLI mode enables
unattended installation of Chelsio drivers and software thereby relieving the user from monitoring
the installation process and providing input via dialog boxes.

3.2.1. Enabling Test Signing

In case the drivers in the package are not WHQL certified, follow the steps mentioned below to
enable test signing on your system:

i. Goto Start->Run command option, enter "cmd" and press OK. This will open the command
prompt utility.
ii. Run the following command:

C: \ Users \ Administrator> bcdedit / set testsigning on

iii. Reboot the machine for the changes to take effect.

3.2.2. GUI mode (Installer)

i. Runthe ChelsioUwire-x.x.x.xx.exe installer application.
ii. Click Next for the Chelsio End User License Agreement Window.

Chelsic Uwire Installer - InstallShield Wizard *

Chelsio Uwire Installer

The InstallShield Wizard will install Chelsio Uwire Installer on your computer. To continue, didc
Mext.

Figure 1 - Unified Wire installer welcome window
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iii. Select the radio button | accept the terms of the license agreement and click Next.

Chelsio Uwire Installer - InstallShield Wizard *

Chelsio Uwire Installer

June 1, 2006
CHELSIO EMD USER. LICENSE AGREEMENT

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE
DOWNLOADING OR. OTHERWISE USING THE SOFTWARE OR. ANY ASSOCIATED
DOCUMENTATION OR OTHER MATERIALS (COLLECTIVELY, THE
"SOFTWARE™). BY CLICKING OM THE "OK™ OR "ACCEFT"BUTTOM YOU

AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO

MNOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE DO NOT
ACCEPT™ BUTTON TO TERMINATE THE INSTALLATION PROCESS.

1. License, Chelsio Communications, Inc. ("Chelsio”)
hereby grants you, the Licensee, and you hereby accept, a
limited, non-exdusive, non-transferable license to install
and use the Software with one or more Chelsio network
adapters on a single server computer for use in communicating
with one or more other computers over a network., You may
also make one copy of the Software in machine readable form
solely for back-up purposes, provided you reproduce Chelsio's
copyright notice and any proprietary legends incuded with
the Software or as otherwise required by Chelsio,

InstallShield

Figure 2 - Chelsio EULA window

iv. Now, either select Complete for complete package installation or else select Custom radio
button to customize the installation.

Chelsic Uwire Installer - InstallShield Wizard *

Chelsio Uwire Installer

tup type.

IstallShicld Cancel

Figure 3 - Select setup (installation) type
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If you select Custom, you can choose whether to install iISCSI Storport Miniport driver or not.

Please note that Chelsio Ethernet Driver (NIC and VBD) is required for iSCSI Storport Miniport to
work.

Chelsic Uwire Installer - InstallShield Wizard *

Select Features

Select the features setup will install.

Select the features you want to install, and de the features you do not want to install.

Storport Minipart

available on

InstallShield ’

Figure 4 - Customizing the installation

v. Click Install to start the installation.

Chelsio Uwire Installer - InstallShield Wizard *

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

r change any of your installation settings, dick Ba

InstallShield [ <Back ”

Figure 5 - Start installation
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vi. Selected driver components will now be installed.

Chelsio Uwire Installer - InstallShield Wizard *

Setup Status

The InstallShield Wizard is installing Chelsio Uwire Installer

ire\Instapplamda4\Ps

InstallShield

Figure 6 - Installation in progress

vii. After successful installation of driver(s), the Unified Wire Manager installer will be invoked.
Click Next for the Chelsio End User License Agreement Window.

UnifiedWireManager - InstallShield Wizard X

UnifiedwireM anager

anager on your computer. To continu

Cancel

InstallShizld ’ < Back ”

Figure 7 - UM installer welcome window
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viii. Select the radio button | accept the terms of the license agreement and click Next.

UnifiedWireManager - InstallShield Wizard x

License Agreement

March 12, 2013
CHELSIO END LISER LICENSE AGREEMENT

IMPORTANT: PLEASE READ THIS SOFTwWARE LICENSE CAREFULLY BEFORE
DOWHLOADING OR OTHERWISE USING THE SOFTWARE OR ANY ASSOCIATED
DOCUMENTATION 0OFR OTHER MATERIALS [COLLECTIVELY, THE
"SOFTWARE"). BY CLICKIMNG OM THE "0K" OR “"ACCEPT" BUTTON OU
AGREE TO BE BOUMD By THE TERMS OF THIS AGREEMENT. IF¥OU DO

MOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE "D WOT
ACCEPT"BUTTON TO TERMINATE THE INSTALLATION PROCESS

1. Licenze. Chelsia Communications, Inc. ["'Chelsia'!)

hereby grants you, the Licenses, and you hereby accept, a
limited, non-exclusive, nontransferable  license

[i] install and use the Software on a single computer system

or on multiple workstations, systems and servers that
incorporate a Chelsio network, adapter and may be accessed by
multiple users from multiple lacations; and [i] make one

copy of the Saftware in machine readable farm zolely for back-
up purposes, provided you reproduce Chelsio's copyright
niotice and any proprietary legends, as required by Chelzia.

Cancel

InstallShield

Figure 8 - Chelsio EULA window

ix. The next window will display the prerequisites for various UM components. Ensure that they
are met before proceeding. Click Next.

UnifiedWireManager - InstallShield Wizard *

UnifiedwireM anager

Prerequisites for the management agent:
Operating System: Microsoft Windows Server 2008-R2, 2012
Microsoft .Met Framework Role 3.5

Prerequisites for the management client:
Operating Syster: Microzoft Windows Server  2008-R2 ., 2012 'Win 8 Mfin 7

InstaliShield ’ < Back ” Mext » ] Cancel

Figure 9 - UM prerequisites window

nlote If prerequisites mentioned are not met, installation of UM will fail. Driver installation
will however continue.
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X. Now, either select Complete for complete package installation or else select Custom radio
button to customize the installation. The Custom option provides the option to change the
installation path and which UM components to install. Click Next.

() Note If Management Station is selected, please make sure that all related prerequisites
are met before proceeding (See Prerequisites) or else the component will be skipped
during installation.

UnifiedWireManager - InstallShield Wizard >

Setup Type

InstadI5hield < Back Mext » Cancel

Figure 10 - Select setup (installation) type

UnifiedWireManager - InstallShield Wizard X

Cancel

InstallShigld Y

Figure 11 - Changing UM installation path
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UnifiedWireManager - InstallShield Wizard >

Select Features

] Managemert Station

ImstallShield [ < Back ” Mest » ] Cancel

Figure 12 - Selecting UM components to install

xi. Click Install to start the installation. Unified Wire Manager will now be installed with the
selected options.

UnifiedWireManager - InstallShield Wizard X

Ready to Install the Program

Carcel

InstaliShield < Back ] [

Figure 13 - Starting UM installation
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xii. Click Finish to exit from the UM Installer.

UnifiedWireManager - InstallShield Wizard

UnifiedwireM anager

Setup h: hed installing Unifie 4 anager on your computer,

Cancel

InstallShicld [ < Back ”

Figure 14 - Finishing UM installation

xiii. Click Finish to exit from the Unified Wire Installer.

Chelsio Uwire Installer - InstallShield Wizard

Chelsio Uwire Installer

Setup has finished instaling Chelsio Uwire Installer on your computer.

Cancel

InstallShield [ < Back ]'[

Figure 15 - Finishing Unified Wire installation
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3.2.3. CLI mode (Silent Installation)

To install drivers/software using this feature, open command prompt and execute the following
command:

[C:\ Users \ Administrator> ChelsioUwire - X.X.X.XX. exe 1 in <driver(s)> }
E.g.
[C:\ Users \ Administrator> ChelsioUwire - X.X.X.XX. exe Tin all }

The above command will install all the drivers and UM Agent.

To add a driver to an existing list of already installed drivers, use the following command:

[C:\ Users \ Administrator> ChelsioUwire - x.x.X.X.exe Tadd <driver(s)> }
E.g.
[C:\ Users \ Administrato  r> ChelsioUwire - x.X.X.x.exe -add iSCSI }

The above command will add iSCSI Storport Miniport driver.

To know more about other parameters and options, execute the following command:

[C:\ Users \ Administrator> ChelsioUwire - X.X.X.XX. exe - help }

The above command will create a help file, ChelsioUwire-x.x.x.xx_help.txt, in the present working
directory which contains the complete list of command line syntax required for performing all the
necessary CLI operations.

() Note A log file, ChelsioUwire-x.x.x.xx.log, is created in the same directory which keeps a
record of all the commands executed and their results.

m Nano Server Installer

Follow the steps mentioned below to install Unified Wire on a Nano Server machine:

i. Download and unzip the driver package Chelsio-NANO-installer-x.x.x.xx.zip
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ii. Connectto Nano Server machine and copy the package contents.
iii. Open PowerShell with administrative privileges and change your working directory to Chelsio-
NANO-installer-x.x.x.xx

iv. Run the installer

[nanomachine -ip]: PSD: \Chelsio - NANQinstaller - XXXXX> \ install.ps1 -in
all

A log file, Chelsio-installer.log, containing installation summary will be created in the same folder.

() Note In case of non-WHQLed drivers, if Nano Server is freshly installed, the installer will
enable Test Signing. Reboot the machine and run the installer again.

To know more about Installer parameters and options, view the help:

[nanomachine -ip]: PSD: \ Chelsio - NANQinstaller = XXXXXS> \ install.ps1 -h ]

al Zip Package

Chelsio Unified Wire zip package provides two methods of installation: Manual and using Offline
Windows Image. In Manual method, the driver components must be individually installed using
the Device Manager. Using the second method, you can add Chelsio driver components to an
offline OS image. The image can then be used to install Windows on your system.

3.4.1. Enabling Test Signing

In case the drivers in the package are not WHQL certified, please follow the steps mentioned
below to enable test signing before installing Unified Wire:

i. Open command prompt and run the following command to enable test signing:

C:\ Users \ Administrator>bcdedit / set testsigning on
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ii. Change your working directory to ChelsioUwire-x.x.x.xx/Selfsign/ and run the following

commands:
C:\ ChelsioUwire - x.x.x.xx \ Selfsign > .\ certmgr.exe - add chelsiocert.cer -S -r
localm achine root
C:\ ChelsioUwire - x.x.x.xx \ Selfsign > .\ certmgr.exe - add chelsiocert.cer -S -r

localmachine trustedpublisher

iii. Reboot the machine for the changes to take effect.

3.4.2. Manual

LM 1 The driver components need to be installed strictly in the order described
here. Using any other order is not supported.

1 Before proceeding, open Device Manager and disable NDIS Miniport driver

(Network adapters->Chelsio Network Adapter) followed by Virtual Bus Driver
(System devices->Chelsio Bus Enumerator).

e Virtual Bus Driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Bus Enumerator and select Update
Driver Software.

ii. Select Browse my computer for driver software.

iii. Select Let me pick from a list of device drivers on my computer and click Next.

iv. Click on Have Disk Button and on the next screen browse for chvbdx64.inf file and click
Open and then OK.

v. Click Next and driver installation will progress. Click Close once the installation is complete.

® NDIS Miniport driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on the Chelsio network adapter and select Update
Driver Software.

ii. Select Browse my computer for driver software.

iii. Select Let me pick from alist of device drivers on my computer.

iv. Click on Have Disk Button and on the next screen browse for chnetx64.inf file and click
Open and then OK. Click Next and driver installation will progress. Click Close once the
installation is complete.

Repeat the above steps for the other adapters.
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° |SCSI Storport Miniport driver

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on the Chelsio Bus Enumerator and select
Properties.

ii. Under Advanced tab, select iISCSI Instances and set the Value to default. Click OK.

iii. Under Other Devices, select Chelsio iScsi Function on Port#00, right-click and select
Update Driver Software.

iv. Select Browse my computer for driver software.

v. Select Let me pick from a list of device drivers on my computer and click Next.

vi. Click on Have Disk Button and on the next screen, browse for cht4iscsi.inf file and click
Open and then OK.

vii. Click Next and driver installation will progress. Click Close once the installation is complete.

Repeat the same procedure for other ports.

® Generic Function

i. Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Generic Function and select Update
Driver Software.

ii. Select Browse my computer for driver software.

iii. Select Let me pick from a list of device drivers on my computer.

iv. Click on Have Disk Button and on the next screen browse for chnulx64.inf file and click
Open and then OK.

v. Click Next and driver installation will progress. Click Close once the installation is complete.

3.4.3. Offline Windows Image

You can use Windows Deployment Image Servicing and Management (DISM) tool to add Chelsio
driver components (.inf files) to an offline Windows image. For more information, visit the following
links:

1 http://technet.microsoft.com/en-us/library/hh825070.aspx

1 http://blogs.technet.com/b/heyscriptingguy/archive/2012/09/27/use-the-powershell-dism-
cmdlets-to-manage-windows-8.aspx

3.4.4. Nano Server: Driver Installation

Before installing Nano Server, the Chelsio driver components need to be added to the boot image
file. The following steps explain step-by-step procedure to add Chelsio VBD, NDIS and Null
drivers to the image file:

i. Copy NanoServer.wim image file from Windows Server 2016 (build>=10586) ISO to a
desired folder on your hard drive.
ii. Open a command prompt with administrative privileges (elevated command prompt).
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iii. Determine the index number of image file.

v. Mount the image file:

<

Copy the Microsoft OEM driver set package from NanoServer\Packages folder in the ISO to
your hard drive and add it to the image file:

<

i. Add Chelsio drivers to the image file:

() Note In case of non-WHQLed drivers, run the above commands with the /forceunsigned
option. Hereds an example for the first

vii. Commit and save the image file:

Chelsio Unified Wire for Windows 2
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viii. Finally, add the image file to WDS server and install Nano Server (with Chelsio drivers)
using PXE boot.
ix. The Nano Server machine will reboot.

() Note In case of non-WHQLed drivers, run the following command to enable test signing and
reboot the machine again:
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4. Firmware Update

The driver will auto-load the firmware if an update is required. The firmware version can be verified
using cxgbtool:

[C: \ Users \ Administrator>cxgbtool nicO vers ion }

In case of installer, the firmware binaries will be copied to <system_drive>\ChelsioUwire
\Firmware\ folder during installation.

For zip package, the binaries will be present in ChelsioUwire-x.x.x.xx\firmware\ folder.

For Nano Server Installer, the binaries will be present in Chelsio-NANO-installer-
x.x.x.xx\firmware\ folder.

Chelsio Unified Wire for Windows 26



Chapter I. Chelsio Unified Wire

5. Software/Driver Update

Chelsio Unified Wire can be updated using Windows update, installer or zip package. The update
method for each is described below:

Windows Update

i. Make sure that you have an active internet connection.
ii. Open Device Manager, click on System Devices, right-click on the Chelsio Bus
Enumerator, and then select Update Driver Software..

~ @ System devices "
¥= ACPI Fixed Feature Button
¥ Chelsio T6225-CR 256G Bus Enumerat--
£3 Chelsio T6225-CR 25G Generic funct Update Driver Software...
§3 Chelsio T6225-CR 25G Generic funct Disable
¥3 Chelsio T6225-CR 25G Generic funct Uninstall
¥ Chelsio T6225-CR 253G Generic funct
£ Chelsio T6225-CR 25G Generic funct Scan for hardware changes
¥z Chelsio T6225-CR 25G Generic funct

Properties
¥= Composite Bus Enumerator =

¥= Direct memory access controller
Figure 16 1 Updating VBD driver

iii. Select Search automatically for updated driver software.

B Update Driver Software - Chelsio T6225-CR 25G Bus Enumerator

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

—> Browse my computer for driver software
Lecate and install driver software manually.

Cancel

Figure 17 1 Searching for driver using Windows update

iv. Windows will search and install the latest driver. Click Close.
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B Update Driver Software - Chelsio T6225-CR 25G Bus Enumerator

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

I. Chelsic T6225-CR 256G Bus Enumerator

Figure 18 - Driver update successful

v. Click on Network Adapters, right-click on Chelsio Network Adapter and select Update

Driver Software..

j Device Manager
File Action View Help

s FEIEEB EX®

v i core6en20
> 3 Computer
e Disk drives
[Gd Display adapters
L DVD/CD-ROM drives
Human Interface Devices
"= |IDE ATA/ATAPI controllers
§ IEEE 1394 host controllers
Keyboards
g Mice and other pointing devices
[ Monitors
[ Network adapters
[F Chelsio Network Adapter
[ Chelsio Network Adap Update Driver Software...
[ Intel(R) 82574L Gigabit Disable
% Intel(R) 82574L Gigabit
i Ports (COM & LPT)

TRV R RV RVIEVIEVINY

Uninstall

>
» A Print queues Scan for hardware changes
> ﬁ Processors )

> B Software devices Eippettics

> & Storage controllers

» E@ System devices

> i Universal Serial Bus controllers

Launches the Update Driver Software Wizard for the selected device.

Figure 19 - Updating NDIS driver

vi. Select Search automatically for updated driver software
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B Update Driver Software - Chelsio Network Adapter

How do you want to search for driver software?

— Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

—» Browse my computer for driver software
Locate and install driver software manually.

Cancel

Figure 20- Searching for driver using Windows update

vii. Windows will search and install the latest driver. Click Close.

B Update Driver Software - Chelsic Network Adapter

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

“ Chelsio Metwork Adapter

Figure 21 - Driver update successful
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viii. Click on Storage controllers, right-click on Chelsio T6 iSCSI Initiator and select Update

Driver Software..

nlote If Chelsio iISCSI interface is not listed, verify if you have specified the number of
iISCSI instances in VBD parameters.

'- Device Manager

File Action View Help

&= FEHRE B EX®

> Ports (COM&LPT)
» [= Print queues

> I Processors

~ S Storage controllers

9&4 Chelsio T6i5CSI Init

S Microsoft Storage S
w {3 System devices

¥ ACPI Fixed Feature t

E3 Chelsio T6225-CR 2!

E= Chelsio T6225-CR 2!

E@ Chelsio T6225-CR 2!

S Chelsio T6iSCSI Initi~+~-

Update Driver Software...
Disable
Uninstall

Scan for hardware changes

Properties

¥ Chelsio T6225-CR 236G Generic function

E3 Chelsio T6225-CR 25G Generic function

E= Chelsio T6225-CR 25G Generic function

¥ Chelsio T6225-CR 253G Generic function

¥= Composite Bus Enumerator

E= Direct memory access controller

Em High precision event timer

K= Intel(R) Chipset QuickData Technology device - 3429

E= Intel(R) Chipset QuickData Technology device - 3424

E3 Intel(R) Chipset QuickData Technology device - 342B

E3 Intel(R) Chipset QuickData Technology device - 342C

K= Intel(R) Chipset QuickData Technology device - 3430

E3 Intel(R) Chipset QuickData Technology device - 3431

F= InteliR Chincet MickNata Terhnnlame devies - 2432
Launches the Update Driver Software Wizard for the selected device,

Figure 22 - Updating iSCSI Storport Miniport driver

Chelsio Unified Wire for Windows

30



Chapter I. Chelsio Unified Wire

iXx. Windows will search and install the latest driver. Click Close.

B Update Driver Software - Chelsio T6 iSCSI Initiator

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

C— Chelsio T8 i5C5I Initiator
-

The hardware you installed will not work until you restart your computer.

Figure 23 - Driver update successful

Xx. Open the Device Manager, click on Network Adapters, right-click on Chelsio Generic
Function and select Update Driver Software..

 Device Manager - O x

File Actien View Help
e BB HEI B EX®
v @ System devices ~
¥3 ACPI Fixed Feature Button

§@ Chelsio T6223-CR 235G Bus Enumerator
£ Chelsio T6223-CR 23G Generic functinn

E= Chelsio T6225-CR 256G Generic functi Update Driver Software...
¥3 Chelsio T6223-CR 23G Generic functi Disable

¥3 Chelsio TB225-CR 253G Generic functi Uninstall

¥3 Chelsio TB225-CR 253G Generic functi

¥3 Chelsio T6225-CR 25G Generic functi Scan for hardware changes

¥ Composite Bus Enumerator .
L Properties
Em@ Direct memory access controller

¥3 High precision event timer

Figure 24 - Updating Generic function driver
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xi. Select Search automatically for updated driver software

l Update Driver Software - Chelsio T6225-CR 25G Generic function

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation

settings.

—> Browse my computer for driver software
Locate and install driver software manually.

Cancel

Figure 25 - Searching for driver using Windows update

xii. Windows will search and install the latest driver. Click Close.

B Update Driver Software - Chelsio T6225-CR 256G Generic function

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

h Chelsio T6223-CR 253G Generic function

Figure 26 - Driver update successful
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Unified Wire Installer

i. Runthe ChelsioUwire-x.x.x.xx.exe installer application.
ii. Click Next to start the update.

Chelsic Uwire Installer - InstallShield Wizard

Welcome to the InstallShield Wizard for Chelsio Uwire Installer

ard will update the installed version of Chelsio
tinue, dick Next.

InstalIShield ’ < Back ”

wvire Installer to

Figure 27 - Unified Wire installer welcome window

iii. Click Finish to exit from the Unified Wire Installer.

Chelsio Uwire Installer - InstallShield Wizard

Update Complete

The Installshield Wizard has updated Chelsio Uwire Installer to version

InstallShield ’ < Back ”

Cancel

Figure 28 - Finishing Unified Wire update
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aZip Package

The method to update Unified Wire using zip package is same as installation. Refer the installation
section for more information.
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6. Configuring Chelsio Network Interfaces

I n order to test C h i ik requiced ta dsa gt keastrtveo dnachimes, each wéths
Chel si 06s net.wdhede mactirep tcanr be connected directly (back-to-
back) or with a switch.

a' Configuring 40G Adapters

You can use the chelsio_adapter_config.ps1 script to configure Chelsio 40G adapters in any of
the following three operational modes:

1 DEFAULT (2X40G): This is the default mode of operation where each port functions as
40Gbps link. The port nearest to the motherboard will appear as the first network interface
(Port 0).

1 SPIDER (4X10G): In this mode, port O functions as 4 10Gbps links and port 1 is disabled.

T QSA (2X10G): This mode adds support for QSA (QSFP to SFP+) modules, enabling smooth,
cost-effective, connections between 40 Gigabit Ethernet adapters and 1 or 10 Gigabit
Ethernet networks using existing SFP+ based cabling. The port farthest from the motherboard
will appear as the first network interface (Port 0).

6.1.1. Windows GUI Machine (Installer & Zip Package)

i. Incase of Installer, the configuration script and cxgbtool.exe will be copied to
<system_drive>\Windows\System32 folder during installation.

If you are using the zip package, copy cxgbtool.exe from ChelsioUwire-x.x.x.xx folder to
<system_drive>\Windows\System32 and change your working directory to ChelsioUwire-
x.X.X.xx\Adapter Configuration.

ii. Open PowerShell with administrative privileges.
iii. Run the adapter configuration script and select Windows GUI (option 1) as the Windows
version. Hit [Enter].

Installer:

[ PS C:\ Users \ Administrator> chelsio_adapter_config.psl }

:\Users\Administrator> chelsio_adapter_confiqg.psl
windows GUI
windows Nano Server

chelsio_adapter_config Version 2.0

Figure 29 - Adapter configuration utility (Installer)
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Zip Package:

PS D: \ ChelsioUwire - x.x.x.xx \ Adapter Configuration>
.\ chelsio_adapter_config.psl

PS D:\ChelsioUwire- \Adapter Configuration> .\chelsio_adapter_config.psl
1. Windows GUI
2. Windows Nano Server

Input: 1

chelsio_adapter_config Version 2.0

Figure 30 - Adapter configuration utility (zip package)

iv. Enter the index of the 40G adapter for which the configuration needs to be updated. Hit
[Enter].

s/N:PT39131112

Figure 31 - Selecting adapter

v. Select Port settings (option 3) as the configuration type. Hit [Enter].

Choose the configuration type:
MON-SRIOV (Default)
SRIOV
Port settings

nput

Figure 32 - Port settings

vi. Select the operation mode and then enter y to confirm.

Choose the type:
DEFAULT (2

ontinue ( ) N _
updated the ected configuration type.

Figure 33 - Operation mode

vii. Open Device Manager, click on System Devices and right-click on the 40G Chelsio
adapter selected in step (iv).
viii. Select Disable and then Enable for changes to take effect.
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6.1.1. Nano Server Machine (Nano Server Installer & Zip Package)

i. Connectto Nano Server Machine.

ii. Incase of Nano Server Installer, the configuration script and cxgbnano.exe utility will be
copied to <system_drive>\Windows\System32 during installation.
If you are using the zip package, copy cxgbnano.exe from ChelsioUwire-x.x.x.xx folder to
<system_drive>\Windows\System32 and change your working directory to ChelsioUwire-
x.x.xX.xx\Adapter Configuration.

iii. Run the adapter configuration script and select Windows Nano Server (option 2) as the
Windows version. Hit [Enter].

Nano Server Installer:

[nanomachine -ip]:  PS D:\ > chelsio_adapter_config.psl

[10.193.187.62]): PS D:\>chelsio_adapter_config.psl
1. Windows GUI
2. Windows Nano Server

Input: 2

chelsio_adapter_config Version 2.0

Figure 34 - Adapter configuration utility (Nano Server Installer)

Zip Package:

[nanomachine -ip]: PS D: \ ChelsioUwire -x.x.x.xx \ Adapter Configuration>
. \ chelsio_adapter_config.ps1

“adapter Configuration> .\chelsio_adapter_config.psl

Input: 2

chelsio_adapter_config Version 2.0

Figure 35 - Adapter configuration utility (zip package)

iv. Enter the index of the 40G adapter for which the configuration needs to be updated

S/N:PT39131112

Figure 36 - Selecting adapterl
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v. Select Port settings (option 3) as the configuration type. Hit [Enter].

Choose the configuration twpe:
. NON-SRIOV (Default)

. SRIOV
. Port settings

[[nput
Figure 37 - Port settings
vi. Select the operation mode and then enter y to confirm.

Choose the type:
DEF2

ntinue v/ . )
d th onfiguration type.

Figure 38 - Operation mode

vii. Determine the Instance ID of the adapter using the Get-PnpDevice command:

Figure 39 - Adapter instance IDs

viii. Use the Instance ID obtained from the previous step to disable and enable the adapter for
changes to take effect.

[10.193.187.132]: PS D:\ChelsioUwire- \Adapter Configuration> disable-PnpDevice

[Confirm
[Are you sure you want to perform this action?
ng the operati le" on target "Win32_PnPEntity: Chelsio T580-CR 40G Bus Enumerator (DeviceID =
1425&DE\ _540D 0001425&R. . . )"
[A] Yes to Al [L] No to AH [?] Help (default is "Y"): Y
187.132]: Ps D:\ChelsioUwire-5.0.0.51\Adapter Configuration> enable-PnpDevice

lAre you sure you want to orm this action?
Pelfcvlmwnq the operation ble” on target "Win32_PnPEntity: Chelsio T580-CR 40G Bus Enumerator (DeviceID =
/ 0001425&R_. )"
[N] No [L] No to AH [?] Help (default is "Y"): Y
:\ChelsioUwire- \Adapter Configuration>

Figure 40 - Committing changes

Assigning IP address

i. Double click on the Network Connections icon and choose the Chelsio card entry and
double click it.
ii. Click on the Properties button from the Local Area Connection X Status.
ii. Sel ect Al nternet Protocol (TCP/ I P)o from the
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iv. From the Internet Protocol (TCP/IP) Properties window, assign an IP Address (e.g.
192.169.1.10) and subnet mask (e.g. 255.255.255.0).

v. Click on Ok and close on the other window.

vi. Check to see if you can ping to some other address on this subnet.

Chelsio Unified Wire for Windows
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7.Mass Deployment (Installer)

Using Unified Wire | n s t aMas$sébepogment feature, you can flash or erase Option ROM on

multiple systems (nodes) simultaneously. The Installer utilizes Uni f i ed Wi r eAgeMtanager 6
and Client components to implement this feature. The Client component must be installed on the

host machine and the Agent component on the remote nodes.

Pre-deployment Configuration

A configuration file containing directives is required by the Installer during installation, flashing
and erasing option ROM. Follow the steps mentioned below to generate and configure the file:

i. Copy the Unified Wire Installer (ChelsioUwire-x.x.x.xx.exe) to a shared location accessible
to all the nodes.

ii. Open Windows PowerShell with administrative privileges (right-click and select Run as
Administrator) and run the following command:

The above command will generate a sample configuration file, RemoteMachineconfig.txt. It
contains the following directives:
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iii. Open the configuration file and provide the following values:

a. Enter absolute path of the shared location where installer is copied to, for the
ExecutablePath parameter.

b. Provide user credentials for the User and Password parameters of the machine where
Installer was copied to.

c. Provide IP addresses of remote nodes between the StartOfCluster and EndOfCluster
tags. Entereachnode 6s | P address per |ine. I f same use
nodes, enter them after the StartOfCluster tag, separated by a colon.

E.g.

For machines with differentuser cr edenti al s, enter each nodeos
corresponding user credentials per line between the StartOfNonCluster and
EndOfNonCluster tags in the following format.

m
.

iv. Save the file to a desired location.

() Note For successful deployment of UM components and flashing/erasing option ROM,
please ensure that the host machine and remote nodes are in the same domain.
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a Flashing Option ROM

Unified Wire Installer will flash Option ROM onto the first Chelsio adapter
present in remote node (adapter with index 0. See Configuring using UM CLI
to determine adapter index). Hence, ensure that you either use a non-Chelsio
adapter for corporate/private network or ensure that the Chelsio adapter used
is not installed as first on remote nodes.

Option ROM can be flashed using two methods. Both methods involve deployment of UM
components.

1 Deploying components and Flashing Option ROM together.
1 Deploying components and Flashing Option ROM separately.

() Note T Both methods mentioned above will flash option ROM only onto the first Chelsio
adapter present in the remote node. If you plan to flash more adapters in the same
node or add new nodes to the cluster, they will have to be added as members to a
group and flashed usi ng CohiMgusng Gdinlg UM Gl
for instructions.

1 Flashing option ROM on remote nodes with inbox NDIS drivers will fail. Hence,

please ensure that all nodes are updated to the latest version using the Unified
Wire Installer.
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7.2.1. Deploying UM components and Flashing Option ROM together

i.  Run the following command to invoke the UM installer.

PS C:\ Users \ Administrator> .\ ChelsioUwire - X.X.X.XX. exe - action
flashoptionrom - config <config_file.txt>

ii. Click the Next button for the Chelsio End User License Agreement Window.

UnifiedWireM anager

The InstalShield Wizaed will install UnifiedwireManager on yous computer. To continue, click
Neat

R

> B
InstallShicld cgock | Newt>| |

Figure 41 - UM Installer welcome window

Chelsio Unified Wire for Windows

43



Chapter I. Chelsio Unified Wire

iii. Select the radio button | accept the terms of the license agreement and click Next.

License Agreement
Ple

[ March 12, 2013
CHELSIO END USER LICENSE AGREEMENT

DOCUMENTATION OR OTHER MATERIALS (COLLECTIVELY, THE
“SOFTWARE"). BY CLICKING ON THE "0K" OR "ACCEPT" BUTTON YOU
|AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IFYOU DO
NOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK THE "DO NOT
ACCEPT"BUTTON TO TERMINATE THE INSTALLATION PROCESS.

1. License. Chelsio Communications, Inc. ['Chelsio")

hereby grants you, the Licensee, and you hereby accept, a
llimited, non-exclusive, nontransferable license  to:

(i) install and use the Software on a single computer system

lor on multiple workstations, systems and servers that
incorporate a Chelsio network adapter and may be accessed by
multiple users from multiple locations; and (i) make one

| copy of the Software in machine readable form solely for back-
up purposes, provided you reproduce Chelsio's copyright
notice and any proprietary legends, as required by Chelsio.

O | accept the terms of the license agreement

® | do not accept the terms of the license agreement

InstallSfield 1 <Back ” MNest > ]

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE
| DOWNLOADING OR OTHERWISE USING THE SOFTWARE OR &NY ASSOCIATED

e ] f

Figure 42 - Chelsio EULA window

iv. The next window will display the pre-requisites for various UM components. Ensure that they

are met before proceeding. Click Next.

UnifiedWireManager

Prerequesites for Unified \Wire Manager

Prerequisites for the management agent:
Operating System: Micrasoft Windows Server 2008-R2, 2012
Microsoit Net Framework Role 3.5

Prerequisites for the nt chient:
Opesating System: Microsoft Windows Server 2008-R2, 2012, Win8 Win7

InstallSied l [ <pack [| new> ’

Figure 43 - UM prerequisites window
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v. Now, select Custom radio button to customize the installation. Click Next.

UnifiedWireManager - InstallShield Wizard

Setup Type

| (o]

InstallShizld ’ <Back H

Figure 44 - UM prerequisites window

vi. The next window will display the location where UM will be installed by default. You can
change the location by using the Change button or click Next to continue with the default
path.

InstallShid | [ocpact M i) | ———

Figure 45 - Changing UM installation path
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vii. Next, ensure that only Client is selected under features to be installed. Click Next.

Select Features

tup will install

Management Station

on the C drive
ble on the C drive

InstallShizld ——“[ <Back H Nest > r

Figure 46 - Selecting UM components

viii. Click Finish to complete Client installation.

UnifiedWireManager

InstallShid - __OTYeEm mem

Setup has firshed instaling UnifiedWireM anager on your computer

Figure 47 - Finishing UM installation

Chelsio Unified Wire for Windows

46



Chapter I. Chelsio Unified Wire

ix. Now, installation of UM Agent component on remote nodes will commence.

Chelsio Uwire Installer - InstallShield Wizard |L|
Setup Status

This step may take several minutes to complete, Please wait...

Deploying Chelsio Unified Manager &gent

InstaliShisld

( Cancel ]ﬁ

Figure 48 - Starting Agent installation

x. Click Agree on the PsExec License Agreement window that appears. This window will
appear only during first installation.

(AN VA

SALe) Y 7= e - = =rrl

You can also use the /accepteula commandine switch to accept the EULA. ‘

SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,

which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and

Print Agree I Decline

Figure 49 - PsEXec license agreement
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xi. UM Agents will now be installed on remote nodes. A default group OptionROM will be created
and all the nodes on which UM Agent was successfully installed, will be added to it as
members.

tion To Complet A11 Nodes...
And Adding Meml EONTE

Figure 50 - Agent installation on remote nodes

Please ensure that the OptionROM group created here is not deleted. Also,
UM Client component should not be un-installed. Doing so will cause
flashing/erasing Option ROM to fail on remote nodes. UM components will
have to be deployed again to fix this issue.

@ |mportant

xii. Option ROM will now be flashed onto adapters on remote nodes present in the OptionROM
group.

. Please Wait...

Figure 51 - Flashing option ROM

xiii. After completion, a log file MassDeploy.log containing the summary of the process will be
created. Click OK on the dialog box that appears to exit the installer and view the log.

Chelsio Uwire Installer - InstaliShield Wizard ﬂ |

o Refer to C:\ChelsiocT4\Massdeploy\Logs\MassDeploy.log for logs

Figure 52 - Finishing option ROM flashing
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7.2.2. Deploying UM components and Flashing Option ROM separately

° Deploying UM Components
i. Run the following command to invoke the Unified Wire Installer.

ii. Follow steps (ii)-(xi) in the Deploying UM components and Flashing Option ROM
together section.

ii. After completion, a log file MassDeploy.log containing the summary of the process will be
created. Click OK on the dialog box that appears to exit the installer and view the log.

o Refer to C:\ChelsioT4\Massdeploy\Logs\MassDeploy.log for logs

Figure 53 - Finishing UM components deployment

° Flashing Option ROM
Run the following command to flash Option ROM:

ii. Flashing Option ROM is possible only if UM Agents were installed on nodes using this
installer. Click Yes to continue.

The OptionROM can be Flashed only if the agent is deployed using this
installer.
Refer to UserGuide for more details.

Click "Yes" to continue and "No" to Exit.

Figure 54 - Starting option ROM flashing
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iii. Follow steps xii and xiii in the Deploying UM components and Flashing Option ROM
together section.

() Note Flashing option ROM on remote nodes with inbox NDIS drivers will fail. Hence, please
ensure that all nodes are updated to the latest version using the Unified Wire Installer.

a Erasing Option ROM

() Note Unified Wire Installer will erase option ROM only from the first Chelsio adapter present
in the remote node. If you plan to erase from more adapters in the same node or add
new nodes to the cluster, they will have to be added as members to a group and erased
usi ng UMb6s CLI oofimuioonusing UM CBldoeinstructions.

i. To erase OptionROM from adapters on all the nodes, run the following command:

PS C:\ Users \ Administrator> .\ ChelsioUwire - X.X.X.XX. exe - action
eraseoptionrom

ii. Erasing OptionROM is possible only if the adapters were flashed using this installer. Click
Yes to continue.

Erase OptionROM [ x |

The OptionROM can be erased only if flashed using this installer.
Refer to UserGuide for more details.

Click "Yes" to continue and "No" to Exit.

e ][ %]

Figure 55 - Starting option ROM erasing

iii. Option ROM will now be erased from adapters on nodes present in the OptionROM group.

Erasing Option ROM From All Modes Present In Group "OptionROM" .Please Wait...

Figure 56 - Erasing option ROM on remote nodes
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iv. After completion, a log file MassDeploy.log containing the summary of the process will be
created. Click OK on the dialog box that appears to exit the installer and view the log.

Chelsio Uwire Installer - InstaliShield Wizard ﬂ

o Refer to C:\ChelsioT4\Massdeploy\Logs\MassDeploy.log for logs

Figure 57 - Finishing option ROM erasing

z. Configuring using UM CLI

7.4.1. Configuring groups and members

Youcanmanage multiple groups and members using Unif
chelsio_uwcli.

() Note To use the CLI component, you will have to change your working directory to the
location where UM Client is installed. Typically, this will be C:\Program Files
(x86)\Chelsio Communications\UnifiedWireManager\client. To avoid this and run
the command from any path, you will need to reboot the host. The following examples
assume that the host machine was rebooted before running commands.

© Create Group
To create a new group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe I m creategroup
grpname=<new_group_name> OSType =windows GroupType=t4adapter

E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m creategroup grpname=flash
OSType=windows GroupType=t4adapter

PS C:\Users\Administrator> chelsio_uwcli.exe -m creategroup grpname=flash OSType=windows GroupType=t4adapter

Machine Group created successfully

Figure 58 - Creating group
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° Add member to group
To add a member to a group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m addmember

grpname=<group_name>

detail s=0<| P_address>; <user _id>; <password>; *; *|* <aday
E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe I m addmember grpname=0Opti onROM

detail s=010.193.185.107; administrator;cdrom888; *;*, 6 * [

PS C:\Users\Administrator> chelsio_uwcii.exe -m addmember grpname=OptionROM detai Is="10.193.185.107;admnistrator;cdrom@8ss; =; =;*;0; =; %; =; *; ="
lachine added to group successfully

Figure 59 - Adding member to group

® View group and member details
To view details of all the groups and members created, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m list

PS C:\Users\Administrator> chelsio_uwcli.exe -m Tist
fachine Group Details

: OptionROM
: windows
: t4adapter

Member details

hostname/IP address : 10.193.184.62
user : administrator
password cdrom@888

pci id

ifname

port instance

adapter no

comment

paraml

param2

param3

param4

Member details

335
hostname/IP address : 10.193.184.78
user : administrator
password : cdrom@s88s
pci id s
ifname
port instance
adapter no
comment
paraml
param2
param3
param4

Figure 60 - Viewing group and member details
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° Delete member from a group
To delete a member from a group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m deletemember
grpname=<group_name> index=<member_index>

E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m deletemember
grpname=0ptionROM index=1

thZUsershAaministrator>= chelsio_uwcli.exe -m deletemember grpname=0ptionROM 1ndex=1
System removed from Machine Group Successfully

PS C:\Users\Administrator=

Figure 61 - Deleting member from group

® Delete Group
To delete a group, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe T m deletegroup
grpname=<group_name>

E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe I m deletegroup
grpname=0ptionROM

PS C:\Users\Administrator> chelsio_uwcli.exe -m deletearoup grpname=OptionROM
lachine Group deleted successfully

Figure 62 - Deleting group

7.4.2. Flashing/Erasing Option ROM

Apart from Unified Wi re Installer, you can
(chelsio_uwcli) to flash or erase Option ROM on multiple nodes. This is particularly useful when
you need to flash/erase Option ROM on groups other than the default OptionROM group.
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° Flashing Option ROM
To flash Option ROM using UM, run the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio flashrom
adapter=BULKADAPTER path=<path_to_optionrom_image_file> I B <group_name>
E.g.
PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio flashrom
adapter=BULKADAPTER path= C:\ Users \ Administrator  \ Desktop \ cuwlbt4.bin B
OptionROM

C:\Users\Administrator\Desktop\InstUM\cuwlbt4.bin Size 458752
ompletion Progress % (100%) ....
ile has been successfully transferred...!

ommand completed successfully.

Figure 63 - Flashing option ROM using UM CLI

() Note Flashing option ROM on remote nodes with inbox NDIS drivers will fail. Hence, please
ensure that all nodes are updated to the latest version using the Unified Wire Installer.

° Viewing status
You can list the adapters on local host and verify if Option ROM was successfully flashed
using the following command:

PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio listadapters B
<group_name>

E.g.

PS C:\ Users \ Administrator> chelsio_uwcli.exe chelsio listadapters B
OptionROM

Chelsio Unified Wire for Windows 54



Chapter I. Chelsio Unified Wire

In addition to flashing and erasing Option ROM, you can perform additional bulk operations on
remote nodes like setting MTU and VLAN ID, changing adapter and port parameters, etc. To
know more about these options available, run the following command:

PS C:\Users\Administrator>chelsio_uwcli.exe chelsio
Executing...

LI version 2.4.59

Agent Version 2.4.59

Adapter information:

PCI Vendor ID:Device
PCI Location
actory MAC address

DPRO!
Bios Version

r 10.193.184.
Agent Version 2.4.59

Adapter information:

Bios Version

Erasing Option ROM
To erase Option ROM using UM, run the following command:

=0
: T440-LP-CR

: NB15110005

: 10G FIBER_XFI
: No Phy / No information Available
: 1425:01b8

: 08:00:04

- :07:43:04:75:01

=50
: T404-BT

: PT12110700

: 1G/100M BT_SGMII/RJI-45
: VCS8634

: 1425:01b8

: 02:00:04

: 00:07:43:10:36:00

Figure 64 - Viewing status

istadapters -B OptionROM

PS C:\ Users \ Administrator>
adapter=BULKADAPTER force=1

chelsio_uwcli.exe chelsio eraserom
1 B <group_name>

PS C: \ Users \ Administrator>

chelsio_uwcli.exe

xecuting...

LI version 2.4.59
i *10.193.150.73**

gent Version 2.4.59

ommand completed successfully.

PS C:\Users\Administrator> chelsio_uwcli.exe chelsio eraserom adapter=BULKADAPTER force=1 -B OptionROM

Figure 65 - Erasing option ROM using UM CLI
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7.4.3. Help

To view Unified Wire Managero6s CLI help, run

e
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8. cxgbtool/cxgbnano help

The cxgbtool (cxgbnano for Nano Server) command queries or sets various aspects of Chelsio
network interface cards. It complements standard tools used to configure network settings and
provides functionality not available through such tools.

Some of the commands provided can be used to query running statistics to aid in debugging.
Definitions
[nicinterface] is the name of the network device to work on, given in the format "nic[0,1,..n]"

[vbdInterface] is the name of the Chelsio Bus Enumerator instance to work on, given in the format
"vbd[0,1,...n]"

Syntax

cxgbtool [vbdInterface|nicinterface][parameters][(optionalParameters)]

In case of Nano Server, run the commands using cxgbnano instead of cxgbtool, i.e.,
cxgbnano [vbdinterface|nicinterface][parameters][(optionalParameters)]

e _h
Description: Displays help

Syntax: cxgbtool -h

° cim_la
Decription: Displays results of logic analyzer trace.

Syntax: cxbtool [vbdinterface] cim_la
Example:

C:%UsershAdministrat tool vbde cim_la

PC

-+

=

[s]
m ™ M

=+
oOm

-

1FFF
1FFF
1FFF
1FFF
1FFF
1FFF

c 1FFFFe
1FFFF
1FFF
1FFF
1FFF
1FFF

[n]
b
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context
Description: Shows an SGE context.

Syntax: cxgbtool [vbdinterface] context [contextType] [queueld]
Parameters:

Egress: Egress queue context.

fl: Free list manager context.
response: Response queue context.
ingress: Ingress queue context.

cq: RDMA completion queue context.
cong: Congestion context.

Example:

VAdministrat tool vbde con

D00 000600, 00000

1
1
)

[N T
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filter
Description: Displays list of configured hardware filters

Syntax: cxgbtool [nicInterface] filter
Example:

C:\Users\Administra ool nicé filter

Prot LPORT Que_Id DMAC_Idx Locked

loadfw
Description: Loads firmware image.

Syntax: cxgbtool [vbdInterface] loadfw [firmwarelmage]

() Note The Firmware input file used must be a binary and not a header file.

Example:

loadcfg
Description: Loads firmware configuration file or clears configuration flash region.

() Note The configuration file used must be in text format and not a header file.
Syntax: cxgbtool [vbdInterface] loadcfg [[firmwareConfigurationFile]|clear]

Example:

0 Loading firmware configuration file:

Chelsio Unified Wire for Windows



Chapter I. Chelsio Unified Wire

loadphy
Description: Loads phy firmware.

Syntax: cxgbtool [vbdinterface] loadphy [phyFile]

Example:

C:\Users\Administrator»>cxgbtool vbd@ loadphy .\Firmware_1.25.cl.Chelsio.cld

C:\Users\Administrator>_

loadboot
Description: Flashes the Option ROM image.

Syntax: cxgbtool [vbdInterface] loadboot [bootimageFile] [pf {0 | 1 | 3|¢fféet {Val}|clear]
Parameters:

pf{val}: Flash Option ROM image to the offset defined by the PFs EXPROM_OFST in the serial
configuration.

offset {val}: Flash Option ROM image to the offset specified by the user.
clear: The flash area reserved for Option ROM image will be cleared.
Example:

o0 Flashing Option ROM image to the offset defined by the PFs EXPROM_OFST:

shvadministrator>cxgbtool vbde loadboot C:\Users\Administrator\Desktoph\cubt4.bin pf @

Administrator:
o Flashing Option ROM image to user specified offset:

C:\Users\Administrator>cxgbtool vbd® loadboot C:‘\Users\Administrator\Desktop\cubt4.bin offset eéxlee

C:\Users\Administrator>g

loadboot-cfg
Description: Loads boot configuration file.

Syntax: cxgbtool [vbdinterface] loadboot-cfg [[bootConfigimageFile]|clear]
Parameters:

clear: The flash area reserved for boot configuration file will be cleared.
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Example:

0 Loading boot configuration file:

~s\Administrator\Desktopibootcfg

0 Clearing the flash area:

C:\Users\Administrator tool vbde loadboot-cf

C:\Users\Administrator>g

mdio
Description: Reads/writes MDIO register.

Syntax: cxgbtool [vbdInterface] mdio
[physicalAddress][manageableDevicesAddress][registerAddress] [(writeValue)]

Example

Read MDIO register

) Note Write MDIO register currently not supported.

Chelsio Unified Wire for Windows 61



Chapter I. Chelsio Unified Wire

meminfo
Description: Displays memory info.

Syntax: cxgbtool [vbdinterface] meminfo

Example:
B
B]
B]
B]
iB
usin out
usin
sin
usin
a E out of
out of B
mtus

Description: Prints hardware MTU table.
Syntax: cxgtool [vbdInterface] mtus
Example:

\Users\Administr

Path mtus

Chelsio Unified Wire for Windows 62



Chapter I. Chelsio Unified Wire

gsets
Description: Reads # of gsets

Syntax: cxgbtool [nicinterface] gsets

Example:

C:\Users\Administrator

btool nic@ gsets

AbsId Relld FleId

gstats

n/a

Description: Displays statistics for each Tx & Rx queue.

Syntax: cxgbtool [nicinterface] gstats [queueType [(cIr)]]

Parameters:

clr: Clear queue statistics.

QDepth

Queue Type

Description

txeth

Tx tunnel queue statistics.

rxeth

Rx tunnel queue statistics.

txvirt

Tx VM queue statistics.

rxvirt

Rx VM queue statistics.

txtoe

Tx Chimney queue statistics.

rxtoe

Rx Chimney queue statistics.

txrdma

Tx RDMA gueue statistics.

rxrdma

Rx RDMA queue statistics.

txctrl

Chimney control queue statistics.

txfwd

Chimney forwarding queue statistics.

txnvgre *

Tx NVGRE statistics.

rxnvgre *

Rx NVGRE statistics.

txiscsi

Tx iSCSI queue statistics.

rXiscsi

Rx iISCSI queue statistics.
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txpd Tx PacketDirect queue statistics.
rxpd Rx PacketDirect queue statistics.

* not supported on T6 adapters

Qstats Parameter Description

BcBytes Broadcast packet size in bytes.

BcPkts Number of broadcast packets.

CoalBytes Coalesced packet size in bytes.

CoalPkts Number of coalesced packets.

DropPkts Number of dropped packets.

EncapBytes * NVGRE/VXLAN packet size in bytes.

EncapPkts * Number of NVGRE/VXLAN packets.
VIanMismatch Number of packets with VLAN mismatch.

Fw4Ack Number of SGE update requests.
LargeRxDropPkts | Dropped packets due to large size counter.

LSO Number of large send offloaded packets.
McBytes Multicast packet size in bytes.

McPkts Number of multicast packets.

NblsRecv Total Nbls received.

NblsSent Total Nbls sent.

NoRxBufs Packets couldn't process because of lack of memory.
NvPkts Send NVGRE packets.

PeerAbort Peer abort request.

CgComp Number of CQ completions.

PktsDefrag Number of defragged packets.

PktsDrop Total packets dropped.

PktsQued Total packets queued.

PkitsSent Total packets sent.

Quefull Number of time queue full happened.

RecvNbls Total Nbls received.

RssGroup RSS group number allocated to queue.

VPortld Vport ID of queue.

RssProc RSS processor number allocated to queue.
RxCsumErr Number of received packets with checksum error.
RxCsumErrlp Number of received IP packets with checksum error.
RxCsumErrTcp Number of received TCP packets with checksum error.
SysThreadEvts Number of system thread events.

TxCsumOfid Number of checksum offloaded Tx packets.
UcBytes Unicast packets size in bytes.

UcPkts Number of unicast packets.

VlanEx Number of VLAN extracted packets.

VLANIn Number of VLAN inserted packets.

#supported only on T6 adapters
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Example of rxeth gstats

C:\Users\Administrator ool nicé gstats rxeth

StatsType RxEth#7

Group

reg
Description: Reads/writes register.

Syntax:

0 Register Read: cxgbtool [vbdinterface] reg [readAddress]
0 Register Write: cxgbtool [vbdinterface] reg [[writeAddress] = {val}]

Example:

0 Register read:

VAdministrator: btool vbdé reg 8x19

0 Register write:

C:\Users\Administrator ool wbdé

regdump

Description: Displays registers of a hardware module. Not specifying any parameter will display
registers for all the modules. Not all modules are available on all adapters.

Syntax:

o Display registers for all available modules: cxgbtool [vbdInterface] regdump
o Display registers for specific module: cxgbtool [vbdinterface] regdump [registerModule]
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Register Module Parameters

Parameter

Description

sge

Scatter-Gather DMA Engine common register set.

pci

PCI Express Interface common register set. This module implements
the PCI-Express SR-IOV physical logical, data link, and transaction
layers.

dbg

Debug Engine Common register set.

mcO

Memory controller 0 common register set. This module implements the
memory controller for the optional external DDR-1I/DDR-111 SDRAM.

mcl

Memory controller 1 common register set. This module implements the
memory controller for the optional external DDR-II/DDR-1Il SDRAM.

ma

Memory Arbiter common register set. This module implements the
arbitration of memory requests from the various on-chip sources to the
memory hierarchy consisting of on-chip eDRAM, external DDR2/DDR3
memory, and host memory that is accessed through the PCle.

edcO

eDRAM and Controller 0 common register set. This is the on-chip
eDRAM and controller.

edcl

eDRAM and Controller 1 common register set. This is the on-chip
eDRAM and controller.

cim

CIM common register set. This module implements the CPU interface
and eP is t he embedded mi cropr
functions to improve the performance of CPU accesses to external
memory.

tp

Transport Protocol Engine common register set. This module
implements the main packet processing pipeline.

ulp_rx

Ingress Upper Layer Protocol common register set. This module
implements the upper layer protocol processing in the ingress direction
for protocols that are layered on top of TCP, such as iSCSI and RDMA.

ulp_tx

Egress Upper Layer Protocol common register set. This module
provides Upper Layer support for RDMA and iSCSI offload in the
transmit direction, and also implements LSO/TSO functionality.

pmrx

Ingress Payload Manager common register set. These modules
implement the payload manager for receive/ingress.

pmtx

Egress Payload Manager common register set. These modules
implement the payload manager for transmit/egress.

mps

Multi-port support common register set. This module implements the
multi-port support for Chelsio adapter, and switches egress packets to
the ingress path when their Ethernet DA (Destination Address) matches
an address in the exact match Ethernet Address database, or if the
outer-VLAN indicates that the packet is destined to another virtual
machine connected to the adapter, or if another virtual machine is
subscribing to an L2 multicast group that is the MAC destination address
of the packet.

cplsw

CPL Switch common register set. This module implements a
configurable switch for ingress CPL messages to the SGE and/or CIM.
The embedded e€P is assigned a r
assigned one or more MAC addresses and IP addresses, and any of
these can be used to switch ingr
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smb System Management Bus common register set. This module
implements an SMBus Master/Slave for system management.

i2c I2C-Bus Master common register set. This module implements an 12C-
Bus Master for PHY management and 1/O expansion.

mi MI common register set. This module implements an MDIO Master for
PHY management.

uart

pmu Power Management Unit common register set. Power management
unit.

sf Serial Flash controller common register set. This module implements
the serial flash controller. It interfaces to the external serial flash device.

pl PIO Local Bus controller common register set. This module implements
the PIO Local Bus controller. It is physically distributed across the
adapter.

le Lookup Engine Common register set. The Lookup Engine implements
the connection, filter and ACL databases. This module includes a TCAM
Memory controller that interfaces with the on-chip TCAM memory array,
and it implements the interface to the external memory that is used to
scale the support of the connection database to 1M connections. The
LE stores ACL rules, it stores routing information to handle routing for
SYN-cookie mode offloaded listening servers, and it stores tuple
information for offloaded connections, and FCoE exchanges.

Nncsi Network Controller sideband Interface common register set. The
module implements the NCSI (Network Controller Sideband Interface)
protocol.

xgmac

mac MAC common register set.

hma
Example:

o Displaying all available module registers:

Chelsio Unified Wire for Windows
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o Displaying specific (mps) module registers:

dump mps

PLInt
MPS CGEN GLOBAL

[

=

tch

Description: Reads hardware TCP Control Block, which contains details regarding all offloaded
connections.

Syntax: cxgbtool [niclnterface] tcb [tid]
Example:

tool nice tcb




tpi

Description: Displays TP indirect registers.
Syntax: cxgbtool [vbdinterface] tpi

Example:

1
1
1
1
1
1
1
1
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sgedbg
Description: Displays sge debug indirect registers.

Syntax: cxgbtool [vbdInterface] sgedbg

Example:

GE DEEIII_-. DA
E_DEBUG_DA
E_DEBUG_DA
E_DEBUG_DA
E_DEBUG_DA
E_DEBUG_DA
E_DEBUG_DAT

: DEEHu
E_DEBUG_
E_DEBUG_
E_DEBUG_DA
E_DEBUG_DAT

GE_DEBUG_DAT

SGE_DEBUG_DAT
E_DEBUG_DAT
E_DEBUG_DAT
E_DEBUG DAT
E_DEBUG_DAT

E_DEBUG_DATA

E_DEBUG_DAT

E_DEBUG_DAT

E_DEBUG_DAT

E_DEBUG_DAT

AT

i}
I
i}
I
i}
!
i}

L
L
L
. LO
L
L
L
L
L
L
L
L O
L
L O
L
LO

IRts]

E_DEBUG_DA
E_DEBUG DA
E_DEEUu DA
E DEBUG_DATA |
E_DEEUE_Di_h_
SGE_DEBUG_DATA

o

®

TA_|
TA |
g
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dumpctx
Description: Displays adapter context.

Syntax: cxgbtool [nicinterface] dumpctx

Example:

tool nice® dumpctx

@ e

version

Description: Displays the adapter Part Number, Serial Number, Device ID, Firmware Version,
TP, NDIS Driver version, and VBD version.

Syntax: cxgbtool [vbdInterface] version

Example:
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fwtoc
Description: Converts firmware binary file to source file header.

Syntax: cxgbtool [vbdInterface] fwtoc [firmwareFile] filename= [CFileName].bin

Example:

\dministrator d fu C:\User dministrator\Deskto

° inst
Description: Installs driver package specified in the setup information file (.inf).

Syntax: cxgbtool [vbdinterface] inst [infFilePath] force

Example:

istrator>cxgbtool u ini bdx64.inf force
ageInstallA

' (Plug and
©00014258REV_08" using

because dr: etter and force flag is set.
ENTER Updat ndPla
RETURN Updatel rForPlugAndPlayDe
Installation uc ful.
leted
PackageInstallW (@x@)
erPackageInstallA (©x9)

' (Plug and

DriverStore\FileRepository\chnetx64.inf_amd64_f 4c3af15d22\chnetx64. inf".
all because driver
erForPlugAndPlayD

uninst
Description: Uninstalls driver package specified in the setup information file (.inf).

Syntax: cxgbtool [vbdInterface] uninst [infFile]

Example:
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update
Description: Updates driver package.

Syntax: cxgbtool update [infFile]

Example:

rescan all
Description: Scans for hardware changes in the device manager.

Syntax: cxgbtool [vbdInterface] rescan all

Example:

C:\Users\Administrator>cxgbtool vbd® rescan all

=4

trace
Description: Enables driver debug prints.

Syntax: trace [niclnterface|vbdinterface] trace [nic|vbd] [(flags)][(level)]

Example:

seeprom

LRI ToefieT i Use this option with caution. Incorrect usage may render the adapter useless.

Description: Reads/Writes SEEPROM (init+VPD) data.

Syntax:
0 Read SEEPROM data to a bin file: cxgbtool [vbdInterface] seeprom read
o Display SEEPROM data in console: cxgbtool [vbdinterface] seeprom dump
o0 Write SEEPROM data: cxgbtool [vbdInterface] seeprom write [seepromFile]
o Verify SEEPROM data: cxgbtool [vbdInterface] seeprom verify [seepromFile]

() Note The seepromFile should be in binary format (.bin).

Chelsio Unified Wire for Windows

73



Chapter I. Chelsio Unified Wire

Example:

0 Read SEEPROM data:

vbde

.bin

o0 Write SEEPROM data:

C:\Users\Administrator>cxgbtool vbd® seeprom write seeprom.bin

Changing the init/vpd can cause the card to become inaccessible if the operation is interrupted
Do you want to flash your T520-SO (SN:PT26130519,PN:11011695002,NA:000743288600) card? (y/n) : y
Hardware configuration changed successfully.

Please reboot for the changes to take effect

0 Verify SEEPROM data:

eeprom.bin

Use this option with caution. Incorrect usage may render the adapter useless.

Description: Reads/Writes serialinit data.

Syntax:
0 Read serialinit data to a bin file: cxgbtool [vbdInterface] serialinit read
o Display serialinit data in console: cxgbtool [vbdInterface] serialinit dump
0 Write serialinit data: cxgbtool [vbdinterface] serialinit write [initdataFile]
o Verify serialinit data: cxgbtool [vbdInterface] serialinit verify [initdataFile]

() Note The initdataFile should be in binary format (.bin).

Example:

0 Read serialinit data

VAdministrato tool vbd® serialinit read

Init dat seeprom_init.bin
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o0 Write serialinit data

S_pfavf.bin"

Use this option with caution. Incorrect usage may render the adapter useless.

Description: Reads/writes VPD data.
Syntax:

0 Read VPD data: cxgbtool [vpdinterface] vpd read
o0 Write VPD data to serial EEPROM on chip: cxgbtool [vpdinterface] vpd write [vpdFile]

nlote The vpdFile should be in binary format (.bin).

Example:
0 Read VPD Data:

dministrato gbtool vbdé vpd read
pd data to seeprom vpd.bin

C:\Users\Administrato

vpdparams
Description: Displays the adapters Serial Number, Device ID, EC, Core Clock, Part Number, and
Network Address (MAC).
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Syntax: cxgbtool [vbdinterface] vpdparams

Example:

witp
Description: Traces the Ingress and Egress path of a packet through the Chelsio adapter.

Syntax: cxgbtool [vbdInterface] wtp [parameter]

Examples:

o Displaying a detailed information of the trace.

SW #->Work req. <-Pkts

dma reque

m® LU W

D e ®R®
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o Displaying a summary of the trace.

C:\Users\Administrator>cxgbtool vbde wtp sum

EGRESS (TX) PATH
core---->PCIE---->SGE<-| #Ring Doorbell
? 222
<-core<----PCIE<----SGE<-| #Request Work Request
35 8
->core---->PCIE---->SGE >CIM->|uP<-CIM<-CSW #->Work req.
35 8 A A
<-core<----PCIE<----SGE< UTX<----| #data dma requests
1C C C
->core->PCIE-->SGE-->UTX---->TPC-->TPE--->MPS--->MAC--->wire
16 G C 3 3 3 8
FrREZZFHXXXXXINGRESS (RX) PATH

core<-PCIE<-SGE<-CSW<--TPC<-URX<-LE->TPE<--MPS<-- IACK---wire

S E E 4 E E B 4 4 4 14 A7 E8 E8
INT_CHB-CH4: f<-f 1<-1 f<-f ©<-0 rxdrop:0x141 txdrop:0x0 errors:0xe

tRing Doorbell

#Request Work Requ
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o Displaying all channels.

wtp all

stats
Description: Prints MAC statistics for a given port or TP MIB statistics.

Syntax: cxgbtool [vbdinterface] stats [mac{portinstance}|mib]

Example:

tool vbd@ stats mace

Chelsio Unified Wire for Windows
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cpl_stats
Description: Displays CPL Request and Response Statistics for all channels.

Syntax: cxgbtool [vbdInterface] cpl_stats

Example:
C:\Users\Administrator gbtool vbd® cpl stats
channel 8 channel 1 channel 2 channel 3
CPL reqguests: 2 1 B
CPL responses: i 1 E
debugfs

Description: When used in conjunction with other options, debugfs displays useful information
regarding Chelsio adapters.

Syntax: cxgbtool [vbdinterface] debugfs [option]
debugfs options:

17 cctrl

Description: Displays congestion control table.
Syntax: cxgbtool [vbdinterface] debugfs cctrl

Example:

78

Xs]
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T cim_pif_la
Description: Displays CIM PIF logic analyzer trace.
Syntax: cxgbtool [vbdinterface] debugfs cim_pif la

Example:

cim_pif_la

1 cim_ma_la
Description: Displays results of CIM MA logic analyzer trace.
Syntax: cxgbtool [vbdinterface] debugfs cim_ma_la

Example:

8 debugfs cim_ma_la

Chelsio Unified Wire for Windows
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1 cim_qcfg
Description: Displays CIM queue configuration details.

Syntax: cxgbtool [vbdInterface] debugfs cim_qcfg

Example:
tdPtr WrPtr
4
4
4
Fil
ULP@ 4
ULP1 4
uLP2 4
il
4
Kl
1 clk

Description: Displays the core clock.

Syntax: cxgbtool [vbdinterface] debugfs clk

Example:
inistrator tool vbd@ debugfs clk
( tick:
timer:
smit min:
T sensor

Description: Displays sensor data.

Syntax: cxgbtool [nicinterface] debugfs sensor
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Example:

C:\Users\Administrator>cxgbtool nicé debugf

L=

Temperature: 69C

1 ddp_stats
Description: Displays DDP (Direct Data Placement) statistics.
Syntax: cxgbtool [vbdInterface] debugfs ddp_stats

Example:

7 edcO
Description: Redirects EDCO memory details to a file.

Syntax: cxgbtool [vbdinterface] debugfs edcO [fileName]

() Note Itis recommended that the fileName be provided without any extension.

Example:

memory

: Writing memory bl to file ed
: Done writing memory block to file ec

1 edcl
Description: Redirects EDC1 memory details to a file.
Syntax: cxgbtool [vbdinterface] debugfs edcl [fileName]

() Note Itis recommended that the fileName should be provided without any extension.
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Example:

1 flash
Description: Redirects Flash memory details to a file.

Syntax: cxgbtool [vbdInterface] debugfs flash [fileName]

) Note Itis recommended that the fileName should be provided without any extension.

Example:

1 ibg_tp
Description: Displays CIM TP inbound queue.
Syntax: cxgbtool [vbdInterface] debugfs ibq_tp[{0|1}]

Example:

Chelsio Unified Wire for Windows
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1 ibqg_ulp
Description: Displays CIM ULP inbound queue.
Syntax: cxgbtool [vbdInterface] debugfs ibg_ulp

Example:

1 ibqg_sge
Description: Displays CIM SGE inbound queue.
Syntax: cxgbtool [vbdInterface] debugfs ibg_sge[{0|1}]

Example:

Chelsio Unified Wire for Windows
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1 ibqg_ncsi
Description: Displays CIM NCSI inbound queue.
Syntax: cxgbtool [vbdInterface] debugfs ibq_ncsi

Example:

s ibg ncsi

T mcC
Description: Redirects MC memory details to a file.
Syntax: cxgbtool [vbdinterface] debugfs mc[{0|1}] [dumpFileName]

Example:

ministr : tool nice de
This may take a while. Ple
Reading MEM_MC]

h:DDl;

) Note Itis recommended that the dumpFileName should be provided without any extension.

1 mps_tcam
Description: Displays MPS TCAM configuration.

Syntax: cxgbtool [vbdinterface] debugfs mps_tcam

Chelsio Unified Wire for Windows
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Example:

ers\Administrat ol vbde de S mps_

Ethernet address Mask vld Ports PF Replication Pa P1 P2 P3

1 mps_trc_rd trace
Description: Reads MPS trace filter.
Syntax: cxgbtool [vbdinterface] debugfs mps_trc_rd trace[traceQueueld]

Example:

ool vbde debugfs mps_t

fs mps_t
@, min 1

1 mps_trc_wr trace

Description: Sets MPS trace filter.

Syntax:

cxgbtool [vbdinterface] debugfs mps_trc_wr trace[0]1|2]|3] [tx[portinstance]|rx[portinstance]]
Example:

Setting up trace0 with tx0 (tx0 is portO Tx path)
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T mbox
Description: Displays the last command in each mailbox.

Syntax: cxgbtool [vbdinterfaceld e bugf s mbox[ { 0] 1| 2| é| 71} ]

Example:

dministr
owned by

1 obq_ulp
Description: Displays ULP outbound queue.
Syntax: cxgbtool [vbdinterface] debugfs obg_ulp[{0]1]2|3}]

Example:

obq_ulp®e

1 obqg_sge

Description: Displays SGE outbound queue.

Syntax: cxgbtool [vbdInterface] debugfs obg_sge

Chelsio Unified Wire for Windows
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Example:

1 obqg_ncsi
Description: Displays NCSI outbound queue.
Syntax: cxgbtool [vbdInterface] debugfs obqg_ncsi

Example:

7 obqg_sge_rx_q
Description: Displays CIM SGE outbound queue.

Syntax: cxgbtool [vbdinterface] debugfs obg_sge_rx_q[{0|1}]

Chelsio Unified Wire for Windows
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Example:

1 pm_stats
Description: Displays page memory statistics.
Syntax: cxgbtool [vbdInterface] debugfs pm_stats

Example:

1 tcp_stats

Description: Displays IPv4/IPv6 TCP statistics.
Syntax: cxgbtool [vbdinterface] debugfs tcp_stats
Example:

idministrato

1 tp_err_stats
Description: Displays TP error statistics for channel 0-3.

Syntax: cxgbtool [vbdinterface] debugfs tp_err_stats
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Example:

dmini

17 tp_la

Description: Dumps TP la.

Syntax:

cxgbtool [vbdInterface] debugfs tp_la
cxgbtool [vbdinterface] debugfs tp_la [{2]3} ]

Example:

CplCmdI

mP
Ud p

CplCmdIn:

Chelsio Unified Wire for Windows
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1 tid_info
Description: Displays TID info.
Syntax: cxgbtool [nicinterface] debugfs tid_info

Example:

1 tx_rate
Description: Displays TX rate for NIC and offload traffic.
Syntax: cxgbtool [vbdInterface] debugfs tx_rate

Example:

L

channe

7 ulprx_la
Description: Dumps ULP RX LA.
Syntax: cxgbtool [vbdInterface] debugfs ulprx_la

Example:

Chelsio Unified Wire for Windows
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1 cudbg
Description: Collects and processes Chelsio adapter debug logs.

Syntax: cxgbtool [vbdinterface] debugfs cudbg [operation] [entity] [outfile][(optionalParams)]
Examples:

o Collecting debug log for all entities

vbd ollect all dump file

to file dump_file...
a to file dump_file

ollect all dump_file skip edcl

mp_f . size: 1 bytes
a to file dump_file

vbde deb cuc view clk dump_file

smit min
nsmit

448 us
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o Displaying debug log on the screen skipping specific entities

ump
ump. . .

compre
mpre
mp




o Displaying summary of debug log present in a compressed dump file on screen

Administra ) cudbg info dump_file

found




o Extracting the compressed debug log in a human readable format to the specified path
mini 0o B de cuc t meminfo dump_file
dbg entity
d

eminfo

s
s
S
s

@ usin
1 usin
usin




o Extracting the compressed debug log in a human readable format to the specified path
skipping specific entities

rt all dump_file C ip cimla, tate,maindir
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o Displaying debug log on the screen without storing them in any file.

cudbg dbg full

C:\Users\Administrator>cxgbtool vbd@ debugfs cudbg tcb
TID Number 5050
TE:
CLOSED (@ ), IPv4, lock_tid ©, rss_fw @
12t_ix ©x@, smac sel Ox0, tos ©x0O
maxseg O, recv_scaleflag ©, recv_tstmp 0, recv_sack @
TIMERS:
timer @, dack_timer e
mod_schd: & X: @, reason ©x0
. rt 0 xtshi 0, keepalive 0
timestamp_offset O6x0, timestamp ©x0
t_rtt_ts_recent_age © t_rttseq_recent 0
t_srtt 0, t_rttvar ©
TRANSMIT BUFFER:
snd_una O, snd_nxt @, snd_max @, tx_max ©
core_fin @, tx_hdr_offset ©
rcv_adv e (rcv_scale ® recv_scaleflag @ active_open )
snd_cwnd © snd_ssthresh @ snd_rec @
cctrl: sel Reno, ecn 6, ece ©, cur @, rfr 0
t_dupacks @, dupack_count_odd ©, fast_recovery @
core_more 0, core_urg, © core_push @, core_flush @
nagle @, ssws_disable @, turbo @, tx_pdu_out @
tx_pace_auto @, tx_pace_fixed 0, tx_queue e tx_quiesce ©
tx_channel @, tx_channell @, tx_channele @
tx_hdr_ptr oxe tx_last_ptr oxe tx_compact ©
RECEIVE BUFFER:
last_ack_sent
rcv_nx hdr_off
length rx_ptr ©oxe
length fragl_ptr
length frag2_ptr
frag3_idx length frag3_ptr
peer_fin 0, rx_pdu_out @, pdu
rcv_w . (snd_scale @, recv
dack 0, s
2 rcv_co_psh @ rcv heart @
rx_channel @ rx_quiesce @ rx_f i » rx_flow_ctrl_ddp ©
MISCELANEOUS:
pend_ctl: , unused_flags: ©x0, main_slush: ©x®@
Migrating @, ask_mode @, non_offload @, rss_info ©
ULP: ulp_type © (TOE), ulp_raw ©, ulp_ext @
RDMA: error flm_err ©
aux1_slush®: 6x@ auxl_slushl ©x@
pdu_hdr_len @

e
e
e
e
e
e
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Displaying tcb information for only used and retired tids.
ersiAdministrato tool vbde debu

All TIDs are unu

All TIDs are unused

TID Mumber

_OFFLOAD:

T_©_ULP_MODE:
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o Displaying tcb information for given tid from a dump file.

Users\Administrator>cxgbtool vbde debugfs cudbg tcb -f dump_file -t 5050
5056

CLOSED (@ ), IPv4, lock_tid @, rss_fw ©
12t_ix ©x@, smac sel ©x@, tos Ox0O
maxseg ©, recv_scaleflag @, recv_tstmp @, recv_sack ©
TIMERS:
timer 0, dack timer e
mod_schd: tx: @, : @, reason ©x0
max_rt 8 , rxtshift 8, keepalive
timestamp_offset ©x0, timestamp ©x©
t_rtt_ts_recent_age 6 t_rttseq_recent ©
t_srtt @, t_rttvar @
TRANSMIT BUFFER:
snd_una @, snd_nxt @, snd_max @, tx_max ©
core_fin @, tx_hdr_offset ©
rcv_adv e (rcv_scale ® recv_scaleflag © active_open ©)
nd_cwnd e snd_ssthresh @ snd_rec ©
ctrl: sel Reno, ecn @, ece ©, cuwr @, rfr ©
_dupacks ©, dupack_count_odd ©, fast_recovery ©
core_more @, core_urg, @ core_push @, core_flush @
nagle ©, ssws_disable @, turbo ©, tx_pdu_ out ©
tx_pace_auto @, tx_pace_fixed @, tx_queue @ tx_quiesce ©
tx_channel 0, tx_channell @, tx_channel®e ©
tx_hdr_ptr ox0e tx_last_ptr oxe tx_compact ©
RECEIVE BUFFER:
last_ack_sent © rx_compact ©
rcv_nxt e hdr_off
frago_idx e length
e length
e length
e length ©
rx_pdu_out ©, pdu_len ©
(snd_scale @, recv_scaleflag = 9)
dack_mss @ dack 0, dack_not_acked: @
rcv_coal ©® rcv_co_psh © rcv_co_last_psh © heart ©
rx_channel © rx_quiesce © rx_flow_ctrl_dis @, rx_flow_ctrl_ddp ©
MISCELANEOUS:
pend_ctl: ©x@, unused_flags: ©x@, main_slush: ©x®©
Migrating ©, ask_mode ©, non_offload ©, rss_info ©
ULP: ulp_type © (TOE), ulp_raw ©, ulp_ext ©
RDMA: error @, flm_err ©
auxl_slush®: ©x0 auxl_slushl ©x@
pdu_hdr_len ©

o Displaying tcb information for used and retired tids from a dump file.

tool vbde debugfs tch -f dump file

Chelsio Unified Wire for Windows



Administrator: tool vbd® debu

are unused

TID=s

tool vbd® debu

ers\Administrator:

All are unused

TID=s

11
19

20

OPT_1_CONNEC
OPT

ION_POLI

o
=

o
=

Displaying tcb information for all active tids from a dump file.

fs cudbg tcb -f dump file -b

fs cudbg tcb -f dump file

ERFACE:
N_DEFENSE:

FLT_INFO:

PT_MODE:
HANNEL :

OPT_@ DELAYED

A

OPT_© INJECT TIMER:

8 NON_OFFLOAD:
ULP_MODE:

devlog
Description: Prints firmware device log information.

Syntax: cxgbtool [vbdinterface] devlog [(memoryType)(startAddress)(size)]

Example:
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o Displaying log information with specific memory type, start address and size:

o Displaying memory type, start address and size

® rss
Description: Prints RSS info.

Syntax: cxgbtool [vbdInterface] rss

Example:
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