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Chapter I. Chelsio Unified Wire

1.Introduction

Thank you for choosing Chelsio T5/T4 Unified Wire adapters. These high speed, single chip,
single firmware cards provide enterprises and data centers with high performance solutions for
various Network and Storage related requirements.

The Terminator 5 (T5 ) is Chelsiobs next g e n e r aittualiaead
40/10GDbE controllers. The T5 is built around a programmable protocol-processing engine, with
full offload of a complete Unified Wire solution comprising NIC, TOE, iWARP RDMA, ISCSI,
FCoE and NAT support. It scales true 40Gb line rate operation from a single TCP connection to
thousands of connections, and allows simultaneous low latency and high bandwidth operation
thanks to multiple physical channels through the ASIC.

The T4 adapters can fully offload TCP, UDP, iSCSI, iWARP and FCoE over a single Unified
Wire. The adapters also fully support SR-IOV, EVB/VNTag, DCB, Traffic Management and
Filtering.

Ideal for all data, storage and high performance clustering applications, the T5/T4 Adapters
enable a unified fabric over a single wire by simultaneously running all unmodified IP sockets,
Fibre Channel and InfiniBand applications over Ethernet at line rate.

Designed for deployment in virtualized data centers, cloud service installations and high
performance computing environments, Chelsio T5/T4 adapters bring a new level of performance
metrics and functional capabilities to the computer networking industry.

!l' Features

Chelsio Unified Wire for Windows is a software package developed to provide 64-bit Windows
based drivers and tools for Chelsio's T5 and T4 Unified Wire adapters.

It consists of the following components:

NDIS Function driver (NIC)

NVGRE Offload

VXLAN Task Offload

PacketDirect (Kernel Mode and ARM Moderation)
SMB Direct

RDMA/NVGRE concurrent (Mode 2)

NDIS SR-IOV

Unified Wire Manager (UM)

UM for Win PE

=4 =4 =4 4 -4 -4 4 -8 -4
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Chapter I. Chelsio Unified Wire

'E Hardware Requirements

The Chelsio T5/T4 Unified Wire supports all x64 architectures supporting PCIE (x4, x8) slots.

¢ AMD CPUs, 64-bit (x86_64/amd64)
° Intel CPUs, 64-bit (x86_64)

() Note The Chelsio Unified Wire supports 3.3v PCI bus only. Running an adapter on a
PCI x4 slot is not recommended as performance will be significantly reduced by
the limitations of PCI.

ta Software Requirements

Chelsio T5/T4 Unified Wire has been developed to run on Windows based platforms. To know
more about the complete list of versions supported by each driver/software, please refer to their
respective sections.

'II Package Contents

Chelsio T5/T4 Unified Wire driver package contains driver files, UM installer, UM for Win PE
application, firmware binaries, adapter configuration binaries and support documentation (docs
folder).

Chelsio T5/T4 Unified Wire for Windows 9
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2. Hardware Installation

Shutdown/power off your system.

Power off all remaining peripherals attached to your system.

Unpack the Chelsio adapter and place it on an anti-static surface.

Remove the system case cover according to the s\

Remove the PCI filler plate from the slot where you will install the Ethernet adapter.

For maximum performance, it is highly recommended to install the adapter into a PCIE x8

slot.

7. Holding the Chelsio adapter by the edges, align the edge connector with the PCI connector
on the motherboard. Apply even pressure on both edges until the card is firmly seated. It
may be necessary to remove the SFP (transceiver) modules prior to inserting the adapter.

8. Secure the Chelsio adapter with a screw, or other securing mechanism, as described by the
system manufacturerés instructions. Repl ace the

9. After securing the card, ensure that the card is still fully seated in the PCIE x8 slot as
sometimes the process of securing the card causes the card to become unseated.

10. Connect a fiber cable, multi-mode for short range (SR) optics or single-mode for long range
(LR) optics, to the 10Gb Ethernet adapter or regular Ethernet cable for the 1Gb Ethernet
adapter.

11. Power on your system.

12. Verify if the adapter was installed successfully. To do so, open Device Manager in Control
Panel.

13. Under Other devices section, Chelsio adapter should be listed as Ethernet Controller. If

the adapter is not listed, right-click on the system name or click on the Actions menu and

select Scan for hardware changes

ook wnN R

For Chelsio adapters, the physical functions are currently assigned as:

@

Physical functions 0 - 3: for the SR-IOV functions
Physical function 4: for all NIC functions of the card
Physical function 5: for iSCSI

Physical function 6: for FCoE

© Physical function 7: Currently not assigned

@

2]

@

14. Once the Unified Wire package is installed, open Device Manager again. Expand Network
adapters section and now Chelsio adapter should be listed.

() Note Net work device names for Chel si 06s
following convention: the port farthest from the motherboard will appear as the
first Ethernet interface. However, for T5 40G and T420-BT adapters, the
association of physical Ethernet ports and their corresponding network device
names is opposite. For these adapters, the port nearest to the motherboard will
appear as the first network interface.

Chelsio T5/T4 Unified Wire for Windows 10
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3. Software/Driver Installation

Chelsio Unified Wire can be installed using any of the following methods:

a. Windows Update
b. Chel si ob6s Usdlldri ed Wire
c. Manual Installation

Alternatively, you can install or remove driver files in an offline Windows image using
procedures mentioned in the following links:

1 http://technet.microsoft.com/en-us/library/hh825070.aspx

91 http://blogs.technet.com/b/heyscriptingguy/archive/2012/09/27/use-the-powershell-dism-
cmdlets-to-manage-windows-8.aspx

a. Manual Installation

The driver components need to be installed in the order described here:

3.1.1. Virtual Bus Driver

1. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the System Devices, right click on the Chelsio T5/T4 40G/10G
Enumerator and select Update Driver Software.

() Note In case of Virtual Functions in VM, select Other Devices, right click on Network
Controller.

2. Select Browse my computer for driver software.
3. Select Let me pick from a list of device drivers on my computer and click Next.

4. Click on Have Disk Button and on the next screen browse for chvbdx64.inf file and
click Open and then OK.

5. Click Next and driver installation will progress. Click Finish once the installation is
complete.

3.1.2. NDIS Miniport driver

1. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio Network Adapter
and select Update Driver Software.

() Note In case of Virtual Functions in VM, select Other Devices, right click on Chelsio Ndis
Function.

Chelsio T5/T4 Unified Wire for Windows 11
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2.

3.

4.

3.1.3.

Select Browse my computer for driver software.
Select Let me pick from a list of device drivers on my computer.

Click on Have Disk Button and on the next screen browse for chnetx64.inf file and click
Open and then OK

Click Next and driver installation will progress. Click Finish once the installation is
complete.

Repeat the above steps for the other Chelsio Network Adapters.

Generic Function
Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio T5/T4 40G/10G
Generic Function and select Update Driver Software.
Select Browse my computer for driver software.

Select Let me pick from a list of device drivers on my computer.

Click on Have Disk Button and on the next screen browse for chnullx64.inf file and
click Open and then OK

Click Next and driver installation will progress. Click Finish once the installation is
complete.

LB Installing drivers using any other order is not supported.

Chelsio T5/T4 Unified Wire for Windows 12



Chapter I. Chelsio Unified Wire

4. Configuring Chelsio Network Interfaces

InordertotestChel si o adaptersd features, it is required
Chel si 06s netWWwoTd kr bath). ahese enackineg can be connected directly (back-
to-back) or with a switch.

'l. Configuring 40G adapters

Chelsio T5 40G adapters can be configured in the following three operational modes:

i. DEFAULT (2X40G): This is the default mode of operation where each port functions as
40Gbps link. The port nearest to the motherboard will appear as the first network interface
(Port 0).

ii. SPIDER (4X10G): In this mode, port O functions as 4 10Gbps links and port 1 is disabled.

iii. QSA (2X10G): This mode adds support for QSA (QSFP to SFP+) modules, enabling
smooth, cost-effective, connections between 40 Gigabit Ethernet adapters and 1 or 10
Gigabit Ethernet networks using existing SFP+ based cabling. The port farthest from the
motherboard will appear as the first network interface (Port 0).

To configure Chelsio adapter in any of the three modes mentioned above, use the
chelsio_adapter_config.psl configuration script. The script will be present in ChelsioUwire-
x.X.X.xx\Adapter Configuration folder. Open PowerShell with administrative privileges and follow
the steps mentioned below:

i. Copy cxgbtool.exe from ChelsioUwire-x.x.x.xx folder to <system_drive>\Windows\System32

ii. Change your working directory to ChelsioUwire-x.x.x.xx\Adapter Configuration folder.

iii. Run the adapter configuration script and enter the index of the 40G adapter for which the
configuration needs to be updated:

PS D: \ Chelsi oUwire - x.x.x.xx \ Adapter Configuration>
.\ chelsio_adapter_config.ps1

PS D:\ChelsioUwire- \Adapter Contiguration> ,\chelsio_adapter_config.psl

chelsio_adapter_config Version

Select the Adapter
. T580-LP-CR S/N:PT02141246
. 1520-CR S/N:PT28140315
3. T580-S0-CR S/N:PT03140038
. T580-CR S/N:PT13140096

Chelsio T5/T4 Unified Wire for Windows 13
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iv. Enter 3 as the configuration type and hit [Enter].

Choose the configuration type:
1. MON-SRIOV (Default)
2. SRIOV
3. Port settings
3

Choose the type:
. DEFAULT (2 >
2. SPIDER (4
. 0O5A [

d configuration type.

vi. Reboot system for changes to take effect.

'a Assigning IP address

i. Double click on the Network Connections icon and choose the Chelsio card entry and
double click it.
ii. Click on the Properties button from the Local Area Connection X Status.
ii. Sel ect Al nternet Protocol (TCP/ I P)o from the 1
iv. From the Internet Protocol (TCP/IP) Properties window, assign an IP Address (e.g.
192.169.1.10) and subnet mask (e.g. 255.255.255.0).
v. Click on Ok and close on the other window.

vi. Check to see if you can ping to some other address on this subnet.

‘N
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5.cxgbtool help

The cxgbtool command queries or sets various aspects of Chelsio network interface cards. It
complements standard tools used to configure network settings and provides functionality not
available through such tools.

Some of the commands provided can be used to query running statistics to aid in debugging.
Definitions
[nicinterface] is the name of the network device to work on, given in the format "nic[0,1,..n]"

[vbdinterface] is the name of the Chelsio Bus Enumerator instance to work on, given in the
format "vbd[O,1,...n]"

Syntax

cxgbtool [vbdInterface|nicinterface][parameters][(optionalParameters)]
® -h

Description: Displays help

Syntax: cxgbtool -h

° cim_la

Decription: Displays results of logic analyzer trace.

Syntax: cxbtool [vbdinterface] cim_la

Example:
C:\ Users \ Administrator> cxgbtool vbdO cim_la
Status Data PC LSOStat LSOAddr LSOData
c0 00000001 1ffffc4a 00000000 00000000 O 0000000000000000000000000000000
c0 00000001 1ffffc4a 00000000 00000000 O 0000000000000000000000000000000
fe 1ffffc4a 1fffficda 00000000 00000000 0000000000000000000000000000000 0
cO0 00000001 1ffffc4d 00000000 00000000 O 0000000000000000000000000000000
fe 1ffffc4d 1ffffic4d 00000000 00000000 O 0000000000000000000000000000000

Chelsio T5/T4 Unified Wire for Windows 15
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@ context

Description: Shows an SGE context.
Syntax: cxgbtool [vbdInterface] context [contextType] [queueld]
Context Type Parameters:

Egress: Egress queue context.

fl: Free list manager context.
response: Response queue context.
ingress: Ingress queue context.

cq: RDMA completion queue context.
cong: Congestion context.

Example:

° filter

Description: Displays list of configured hardware filters

Syntax: cxgbtool [nicInterface] filter

Chelsio T5/T4 Unified Wire for Windows 16
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@ |oadfw

Description: Loads firmware image.

Syntax: cxgbtool [vbdInterface] loadfw [firmwarelmage]

() Note The Firmware input file used must be a binary and not a header file.

® |oadcfg

Description: Loads firmware configuration file or clears configuration flash region.

() Note The configuration file used must be in text format and not a header file.

Syntax: cxgbtool [vbdinterface] loadcfg [[firmwareConfigurationFile]|clear]

Example:

Loading T5 firmware configuration file:

Clearing the configuration file region in flash

Chelsio T5/T4 Unified Wire for Windows 17
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® |oadphy
Description: Loads phy firmware.
Syntax: cxgbtool [vbdinterface] loadphy [phyFile]

Example:

C:\ Users \ Administrator> cxgbtool vbd 0 loadphy . \ Firmware_1.25.c1.Chelsio.cld

® loadboot

Description: Flashes the Option ROM image.
Syntax: cxgbtool [vbdinterface] loadboot [bootimageFile] [pf {0 | 1 | 3|¢fféet {Val}|clear]
Parameters:

pf{val}: Flash Option ROM image to the offset defined by the PFs EXPROM_OFST in the serial
configuration.

offset {val}: Flash Option ROM image to the offset specified by the user.
clear: The flash area reserved for Option ROM image will be cleared.
Example:

Flashing Option ROM image to the offset defined by the PFs EXPROM_OFST:

C:\ Users \ Administrator> cxgbtool vbdO loadboot cuwlbt4.bin pfoO

Flashing Option ROM image to user specified offset:

C:\ Users \ Administrator> cxgbtool vbdO loadboot cuwlbt4.bin offset 0x100 }

® |oadboot-cfg

Description: Loads boot configuration file.
Syntax: cxgbtool [vbdinterface] loadboot-cfg [[bootConfigimageFile]|clear]
Parameters:

clear: The flash area reserved for boot configuration file will be cleared.

Chelsio T5/T4 Unified Wire for Windows 18
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°® mdio
Description: Reads/writes MDIO register.

Syntax: cxgbtool [vbdInterface] mdio
[physicalAddress][manageableDevicesAddress][registerAddress] [(writeValue)]

Example

Read MDIO register

Write MDIO register

® meminfo

Description: Displays memory info.
Syntax: cxgbtool [vbdInterface] meminfo

Example:

Chelsio T5/T4 Unified Wire for Windows 19
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@ mtus

Description: Prints hardware MTU table.

Syntax: cxgtool [vbdInterface] mtus

Example:

° gsets

Description: Reads # of gsets
Syntax: cxgbtool [nicinterface] gsets

Example:

® gstats

Description: Displays statistics for each Tx & Rx queue.

Syntax: cxgbtool [nicinterface] gstats [queueType [(clr)]]

Chelsio T5/T4 Unified Wire for Windows 20
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Queue Type parameters:

txeth: Tx tunnel queue statistics.

rxeth: Rx tunnel queue statistics.
txvmq: Tx VM queue statistics.

rxvmg: Rx VM queue statistics.

txtoe: Chimney Tx queue statistics.
rxtoe: Chimney Rx queue statistics.
txrdma: RDMA Tx queue statistics.
rxrdma: RDMA Rx queue statistics.
txctrl: Chimney control queue statistics.
txfwd: Chimney forwarding queue statistics.
txnvgre: Tx NVGRE statistics.

rxnvgre: Rx NVGRE statistics.

clr: Clear Queue statistics.

Example of rxeth gstats:

° reg

Description: Reads/writes register.

Syntax:

Register Read: cxgbtool [vbdinterface] reg [readAddress]

Register Write: cxgbtool [vbdinterface] reg [[writeAddress] = {val}]

Chelsio T5/T4 Unified Wire for Windows 21
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Example:

Register read:

00000008 [8]

C:\ Users \ Administrator> cxgbtool  vbdO reg 0x19428

Register write:

C:\ Users \ Administrator> cxgbtool vbd0 reg 0x19428 = 0x3

® regdump

Description: Displays registers of a hardware module. Not specifying any parameter will display
registers for all the modules. Not all modules are available on all adapters.

Syntax:

Display registers for all available modules: cxgbtool [vbdInterface] regdump

Display registers for specific module: cxgbtool [vbdinterface] regdump [registerModule]

Register module parameters:

Module parameter

Description

sge Scatter-Gather DMA Engine common register set.

pci PCI Express Interface common register set. This module implements the
PCI-Express SR-IOV physical logical, data link, and transaction layers.

dbg Debug Engine Common register set.

mcO Memory controller 0 common register set. This module implements the
memory controller for the optional external DDR-II/DDR-IIl SDRAM.

mcl Memory controller 1 common register set. This module implements the
memory controller for the optional external DDR-II/DDR-IIl SDRAM.

ma Memory Arbiter common register set. This module implements the
arbitration of memory requests from the various on-chip sources to the
memory hierarchy consisting of on-chip eDRAM, external DDR2/DDR3
memoary, and host memory that is accessed through the PCle.

edcO eDRAM and Controller 0 common register set. This is the on-chip
eDRAM and controller.

edcl eDRAM and Controller 1 common register set. This is the on-chip
eDRAM and controller.

cim CIM common register set. This module implements the CPU interface
and e P i S t he embedded micropr
functions to improve the performance of CPU accesses to external
memory.

tp Transport Protocol Engine common register set. This module
implements the main packet processing pipeline.

ulp_rx Ingress Upper Layer Protocol common register set. This module

implements the upper layer protocol processing in the ingress direction

Chelsio T5/T4 Unified Wire for Windows 22




Chapter I. Chelsio Unified Wire

for protocols that are layered on top of TCP, such as iISCSI and RDMA.

ulp_tx

Egress Upper Layer Protocol common register set. This module provides
Upper Layer support for RDMA and iSCSI offload in the transmit
direction, and also implements LSO/TSO functionality.

pmrx

Ingress Payload Manager common register set. These modules
implement the payload manager for receive/ingress.

pmtx

Egress Payload Manager common register set. These modules
implement the payload manager for transmit/egress.

mps

Multi-port support common register set. This module implements the
multi-port support for T4, and switches egress packets to the ingress
path when their Ethernet DA (Destination Address) matches an address
in the exact match Ethernet Address database, or if the outer-VLAN
indicates that the packet is destined to another virtual machine
connected to the T4, or if another virtual machine is subscribing to an L2
multicast group that is the MAC destination address of the packet.

cplsw

CPL Switch common register set. This module implements a
configurable switch for ingress CPL messages to the SGE and/or CIM.
The embedded eP is assigned a r g
assigned one or more MAC addresses and IP addresses, and any of
thesecanbeusedtoswi t ch i ngress packets t

smb

System Management Bus common register set. This module implements
an SMBus Master/Slave for system management.

i2c

I2C-Bus Master common register set. This module implements an 12C-
Bus Master for PHY management and 1/O expansion.

mi

MI common register set. This module implements an MDIO Master for
PHY management.

uart

pmu

Power Management Unit common register set. Power management unit.

sf

Serial Flash controller common register set. This module implements the
serial flash controller. It interfaces to the external serial flash device.

pl

PIO Local Bus controller common register set. This module implements
the PIO Local Bus controller. It is physically distributed across T4/T5.

Lookup Engine Common register set. The Lookup Engine implements
the connection, filter and ACL databases. This module includes a TCAM
Memory controller that interfaces with the on-chip TCAM memory array,
and it implements the interface to the external memory that is used to
scale the support of the connection database to 1M connections. The LE
stores ACL rules, it stores routing information to handle routing for SYN-
cookie mode offloaded listening servers, and it stores tuple information
for offloaded connections, and FCoE exchanges.

ncsi

Network Controller sideband Interface common register set. The module
implements the NCSI (Network Controller Sideband Interface) protocol.

xgmac

mac

MAC common register set.

hma
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sge sge
pci pci
dbg dbg
mc mcO
ma mcl
edc0 ma
edcl edcO
cim edcl
tp cim
ulp_rx tp
ulp_tx ulp_rx
pmrx ulp_tx
pmtx pmrx
mps pmtx
cplsw mps
smb cplsw
i2c smb
mi i2c
uart mi
pmu uart
sf pmu
pl sf
le pl
ncsi le
xgmac ncsi
mac
hma

Example:

Displaying all available module registers:
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Displaying specific (mps) module registers:

® tcb

Description: Read hardware TCP Control Block, which contains details regarding all offloaded
connections.

Syntax: cxgbtool [niclnterface] tcb [tid]

Example:
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° tpi
Description: Displays TP indirect registers.

Syntax: cxgbtool [vbdInterface] tpi

Example:

® sgedbg
Description: Displays sge debug indirect registers.

Syntax: cxgbtool [vbdinterface] sgedbg

Example:
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® dumpctx

Description: Displays Adapter Context.

Syntax: cxgbtool [nicinterface] dumpctx

Example:

@ yersion

Description: Displays the Adapter Part Number, Serial Number, Device ID, Firmware Version,
TP, NDIS Driver version, and VBD version.

Syntax: cxgbtool [vbdInterface] version

Example:

@ fwtoc

Description: Converts Firmware binary file to source file header.

Syntax: cxgbtool [vbdinterface] fwtoc [firmwareFile] filename= [CFileName].bin
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Example:

® jnst
Description: Installs driver package specified in the setup information file (.inf).
Syntax: cxgbtool [vbdInterface] inst [infFilePath]

Example:

® uninst

Description: Uninstalls driver package specified in the setup information file (.inf).
Syntax: cxgbtool [vbdinterface] uninst [infFile]

Example:

® update

Description: Updates driver package.

Syntax: cxgbtool update [infFile]
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Example:

@ rescan all

Description: Scans for hardware changes in the device manager.
Syntax: cxgbtool [vbdInterface] rescan all

Example:

@ trace

Description: Enables driver debug prints.
Syntax: trace [niclnterface|vbdInterface] trace [nic|vbd] [(flags)][(level)]

Example:

® seeprom
Description: Reads/Writes SEEPROM (init+VPD) data.

Syntax:

Read SEEPROM data to a bin file: cxgbtool [vbdiInterface] seeprom read
Display SEEPROM data in console: cxgbtool [vbdInterface] seeprom dump
Write SEEPROM data: cxgbtool [vbdInterface] seeprom write [seepromFile]

Verify SEEPROM data: cxgbtool [vbdinterface] seeprom verify [seepromFile]
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Example:

Read SEEPROM data:

Write SEEPROM data:

Verify SEEPROM data:

@ gserialinit

Description: Reads/Writes serialinit data.

Syntax:

Read serialinit data to a bin file: cxgbtool [vbdinterface] serialinit read
Display serialinit data in console: cxgbtool [vbdInterface] serialinit dump
Write serialinit data: cxgbtool [vbdInterface] serialinit write [initdataFile]

Verify serialinit data: cxgbtool [vbdinterface] serialinit verify [initdataFile]
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Example:

Read serialinit data

Write serialinit data

Verify serialinit data

° vpd

Description: Reads/writes VPD data.

Syntax:

Read VPD data: cxgbtool [vpdinterface] vpd

Write VPD data to serial EEPROM on chip: cxgbtool [vpdinterface] vpd [vpdFile]
Example:

Read VPD Data:

Write VPD Data:
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® vpdparams

Description: Displays the adapters Serial Number, Device ID, EC, Core Clock, Part Number,
and Network Address (MAC)

Syntax: cxgbtool [vbdinterface] vpdparams

Example:
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° wtp

Description: Traces the Ingress and Egress path of a packet through the Chelsio adapter.

Syntax: cxgbtool [vbdInterface] wtp

Example:
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@ stats

Description: Prints MAC statistics for a given port or TP MIB statistics.

Syntax: cxgbtool [vbdinterface] stats [mac{portinstance}|mib]

Example:
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® cpl_stats
Description: Displays CPL Request and Response Statistics for all channels.

Syntax: cxgbtool [vbdInterface] cpl_stats

Example:

® debugfs

Description: When used in conjunction with other options, debugfs displays useful information
regarding Chelsio adapters.

Syntax: cxgbtool [vbdinterface] debugfs [option]
debugfs options:

1 cctrl

Description: Displays congestion control table.

Syntax: cxgbtool [vbdinterface] debugfs cctrl

Example:
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1 cim_pif_la
Description: Displays CIM PIF logic analyzer trace.

Syntax: cxgbtool [vbdinterface] debugfs cim_pif la

Example:

1 cim_ma_la
Description: Displays results of CIM MA logic analyzer trace.
Syntax: cxgbtool [vbdinterface] debugfs cim_ma_la

Example:
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1 cim_qcfg
Description: Displays CIM queue configuration details.

Syntax: cxgbtool [vbdInterface] debugfs cim_qcfg

Example:

1 clk
Description: Displays the core clock.
Syntax: cxgbtool [vbdinterface] debugfs clk

Example:
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1 ddp_stats
Description: Displays DDP(Direct Data Placement) statistics.

Syntax: cxgbtool [vbdInterface] debugfs ddp_stats

Example:

Description: Redirects all hardware debug logs to afile.
Syntax: cxgbtool [vbdinterface] debugfs cudbg [fileName]

Example:

1 edcO

Description: Redirects EDCO memory details to a file.

Syntax: cxgbtool [vbdinterface] debugfs edcO [fileName]

() Note Itis recommended that the fileName should be provided without any extension.

Example:
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1 edcl
Description: Redirects EDC1 memory details to a file.
Syntax: cxgbtool [vbdinterface] debugfs edcl [fileName]

() Note Itis recommended that the fileName should be provided without any extension.

Example:

Description: Redirects Flash memory details to a file.

Syntax: cxgbtool [vbdinterface] debugfs flash [fileName]

() Note Itis recommended that the fileName should be provided without any extension.

Example:

1 ibg_tp
Description: Displays CIM TP inbound queue.
Syntax: cxgbtool [vbdinterface] debugfs ibqg_tp[{0|1}]

Example:
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1 ibqg_ulp
Description: Displays CIM ULP inbound queue.

Syntax: cxgbtool [vbdInterface] debugfs ibg_ulp

Example:

1 ibg_sge
Description: Displays CIM SGE inbound queue.
Syntax: cxgbtool [vbdinterface] debugfs ibg_sge[{0|1}]

Example:

1 ibg_ncsi
Description: Displays CIM NCSI inbound queue.
Syntax: cxgbtool [vbdinterface] debugfs ibq_ncsi

Example:
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T mcC
Description: Displays MC memory.

Syntax: cxgbtool [vbdinterface] debugfs mc[{0|1}] [dumpFileName]

Example:

() Note It is recommended that the dumpFileName should be provided without any
extension.

1 mps_tcam
Description: Displays MPS TCAM configuration.

Syntax: cxgbtool [vbdinterface] debugfs mps_tcam

Example:

1 mps_trc_rd trace

Description: Reads MPS trace filter.

Syntax: cxgbtool [vbdInterface] debugfs mps_trc_rd trace[traceQueueld]
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Example:

1 mps_trc_wr trace

Description: Sets MPS trace filter.

Syntax:

cxgbtool [vbdInterface] debugfs mps_trc_wr trace[0]1|2]3] [tx[portinstance]|rx[portinstance]]
Example:

Setting up trace0 with tx0 (tx0 is portO Tx path)

==
3
o
o
X

Description: Displays the last command in each mailbox.

Syntax: cxgbtool [vbdinterfaceld e bugf s mbox[ { O] 1| 2| é| 7} ]

Example:
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1 obg_ulp
Description: Displays ULP outbound queue.

Syntax: cxgbtool [vbdInterface] debugfs obg_ulp[{0]|1[2]|3}]

Example:

1 obg_sge

Description: Displays SGE outbound queue.
Syntax: cxgbtool [vbdInterface] debugfs obg_sge

Example:

1 obg_ncsi
Description: Displays NCSI outbound queue.
Syntax: cxgbtool [vbdInterface] debugfs obg_ncsi

Example:
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1 obg_sge_rx_q
Description: Displays CIM SGE outbound queue.

Syntax: cxgbtool [vbdInterface] debugfs obg_sge_rx_q[{0|1}]

Example:

T pm_stats
Description: Displays page memory statistics.
Syntax: cxgbtool [vbdinterface] debugfs pm_stats

Example:

1 tcp_stats

Description: Displays IPv4/IPv6 TCP statistics.

Syntax: cxgbtool [vbdInterface] debugfs tcp_stats
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Example:

1 tp_err_stats
Description: Displays TP error statistics for channel 0-3.
Syntax: cxgbtool [vbdInterface] debugfs tp_err_stats

Example:

1 tp_la

Description: Dumps TP la.
Syntax:
cxgbtool [vbdinterface] debugfs tp_la

cxgbtool [vbdInterface] debugfs tp_la [{2|3} ]
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Example:

1 tid_info
Description: Displays TID info.
Syntax: cxgbtool [nicinterface] debugfs tid_info

Example:
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1 tx_rate
Description: Displays TX rate for NIC and offload traffic.

Syntax: cxgbtool [vbdinterface] debugfs tx_rate

Example:

1 ulprx_la
Description: Dumps ULP RX LA.
Syntax: cxgbtool [vbdinterface] debugfs ulprx_la

Example:

® devlog

Description: Prints firmware device log information.
Syntax: cxgbtool [vbdinterface] devlog

Example:
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@ rss

Description: Prints RSS info.

Syntax: cxgbtool [vbdInterface] rss

Example:

® rss_config

Description: Prints RSS Configuration.
Syntax: cxgbtool [vbdinterface] rss_config

Example:
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° rss_key
Description: Prints RSS Key.

Syntax: cxgbtool [vbdinterface] rss_key

Example:

® rss_pf_config

Description: Prints RSS PF Configuration
Syntax: cxgbtool [vbdinterface] rss_pf_config

Example:

® rss_vf_config

Description: Prints RSS VF Configuration.

Syntax: cxgbtool [vbdinterface] rss_vf_config
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Example:

@ coalesce

Description: Changes the coalescing settings for tunnel Rx queues of the specified Ethernet
device.

Syntax: cxgbtool [ nic/nterface] coalesce [rx-usecs-irg {val}] [ rx-frames-irq {val}] [(persistent)]
Parameters

rx-usecs-irq: Rx Coalescing Timer. Number of microseconds after which interrupt will be sent.
rx-frames-irg: Rx Coalescing Threshold Packets. Number of packets after which interrupt will be
sent.

Example:

Setting Rx Coalescing Timer:

Setting Rx Coalescing Threshold Packets

° eps

Description: Prints endpoints (eps) if NDK/ND is enabled.

Syntax: cxgbtool [nicinterface] eps
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Example:

° gps
Description: Prints queue paris (qps) if NDK/ND is enabled.

Syntax: cxgbtool [nicinterface] gps

Example:

® rdma_stats

Description: Prints RDMA statistics if NDK/ND is enabled

Syntax: cxgbtool [vbdinterface] rdma_stats
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° stags
Description: Prints STAG contents if NDK/ND is enabled.

Syntax: cxgbtool [nicinterface] stags

Example:
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® chim_sock

Description: Prints chimney statistics.
Syntax: cxgbtool [niclnterface] chim [tcb {tid}|sock]

tcb: Prints Hardware TCB information for given tid of an offloaded connection.
sock: Prints driver per socket statistics.

Example:

Print Hardware TCB information

Print driver per socket statistics:

Chelsio T5/T4 Unified Wire for Windows 53



Chapter I. Chelsio Unified Wire

° |2t

Description: Displays |12t table contents.

Syntax: cxgbtool [niclnterface] |12t

Example:

® hw_sched

Description: Displays hardware schedule information
Syntax: cxgbtool [vbdinterface] hw_sched

Example:
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6. Firmware Update

The driver will auto-load the T5 and T4 firmwares if an update is required. The firmware version
can be verified using cxgbtool:

[ C:\ Users \ Administra tor>cxgbtool nicO version }

The Firmware binaries are present in ChelsioUwire-x.x.x.xx/firmware/ directory.
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7. Software/Driver Uninstallation

Chelsio Unified Wire can be uninstalled using any of the following methods:

a. Chel si ob6s Wstalldfri ed Wi r e
b. Manual Uninstallation

al Manual Uninstallation

The driver components need to be uninstalled in the order described here:

7.1.1. NDIS Miniport driver

1. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio Network Adapter
and select Uninstall.

) Note In case of Virtual Functions in VM, use Chelsio VF Network Adapter.

2. Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.

3. Repeat the above step for the other Chelsio Network Adapters.

7.1.2. Virtual Bus Driver

1. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the System Devices, right click on the Chelsio T5/T4 40G/10G Bus
Enumerator and select Uninstall.

@ Note In case of Virtual Functions in VM, use Chelsio T5/T4 40G/10G Bus
Enumerator [Virtual Function].

2. Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.

7.1.3. Generic Function

1. Open the Device Manager (Control Panel -> System & Security-> System -> Device
Manager), click on the Network Adapters, right click on the Chelsio T5/T4 40G/10G
Generic Function and select Uninstall.

2. Select the Delete the driver software for this device checkbox when Confirm Device
Uninstall is prompted and click OK.
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3. Repeat the above step for the other Generic Functions.

CEeefieT @  Uninstalling drivers using any other order is not supported.
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8. Software/Driver Update

For any distribution specific problems, please check README and Release Notes included in
the release for possible workaround.

Please visit Chelsio support web site http://service.chelsio.com/ for regular updates on various
software/drivers. You can also subscribe to our newsletter for the latest software updates.
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1.Introduction

Chelsiobs T5/ T4 series of exiansive supprt fOVINICeoperdttba pt er s
including all stateless offload mechanisms for both IPv4 and IPv6 (IP, TCP and UDP checksum

offload, LSO - Large Send Offload aka TSO - TCP Segmentation Offload, Network Direct and

assist mechanisms for accelerating LRO - Large Receive Offload).

!l. Hardware Requirements

1.1.1. Supported Adapters

Following is the list of NDIS components and supported Chelsio adapters:

Chelsio Adapter ‘ NDIS components

T520-BT NIC, NVGRE, VXLAN

T520-CR NIC, NVGRE, VXLAN, PacketDirect
T580-CR NIC, NVGRE, VXLAN, PacketDirect
T580-LP-CR NIC, NVGRE, VXLAN, PacketDirect
T580-SO-CR NIC, NVGRE, VXLAN

T520-LL-CR NIC, NVGRE, VXLAN

T520-SO-CR NIC, NVGRE, VXLAN

T540-CR NIC, NVGRE, VXLAN

T420-CR NIC

T440-CR NIC

T422-CR NIC

T420-LL-CR NIC

T440-LP-CR NIC

T420-CX NIC

T420-SO-CR NIC

T420-BT NIC

T404-BT NIC

!a Software Requirements

1.2.1. Windows Requirement

Currently Chelsio T5/T4 NDIS Function driver is available for the following versions:

© Windows Server Technical Preview 4
© Windows Server Technical Preview 3
© Windows Server 2012 R2

Driver WHQL certified
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2. Software/Driver Configuration and Fine-tuning

al Advanced Configuration

The Chelsio Network driver provides advanced configuration options under the Device
Properties. In the Network Connections window, select the Chelsio Ad a pd leocab Area
Connection interface (right-click -> properties). Click the Configure button.

2.1.1. VBD Driver Parameters

To see all tunable VBD driver parameters, open the Device Manager (Control Panel -> System
& Security-> System -> Device Manager), click on the System Devices, double click on the
Chelsio T5/T4 40G/10G Bus Enumerator, and then click the Advanced tab.

® Nic Instances:
9 Description: Specify the number of NIC instances.
1 Value: 0-8 | default
1 Default: default

2.1.2. NDIS Miniport Driver Parameters

To see all tunable NDIS Miniport Driver parameters, open the Device Manager (Control Panel -
> System & Security-> System -> Device Manager), click on the Network adapters, double
click on any Chelsio Network Adapter, and then click the Advanced tab.

® Encapsulated Task Offload
1 Description: Enable or disable the stateless offloads (checksums, LSO, VMQ and
filtering) of encapsulated traffic.
1 Value: Disabled | Enabled
1 Default: Enabled

() Note  This parameter is available only for T5 adapters.

® Encapsulation Overhead
1 Description: Specify the amount of overhead required in Ethernet frames due to virtual
network overlay encapsulation such as VXLAN and NVGRE.
1 Value: 0-256
9 Default: 0

() Note  This parameter is available only for T5 adapters.
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® Flow Control
1 Description: Enable or disable the receipt or transmission of PAUSE frames. If Rx is
enabled, all incoming PAUSE frames will be honored. If Tx is enabled, the HW will send
PAUSE frames when its MAC Rx FIFO usage is beyond a high-watermark. If Disabled
option is selected, no PAUSE will be sent. When Rx MAC FIFO gets full, further ingress
packets will be dropped. If Rx & Tx Enabled is selected, both Rx and Tx options will be
enabled.
M Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0o Tx Enabled
i Default: Rx & Tx Enabled

® Interrupt Moderation
9 Description: Control the interrupts generated by NIC hardware.
1 Value: Disabled | Enabled
1 Default: Enabled

® Interrupt Moderation Rate
9 Description: Set the interrupt rate.
M Value:
0 Extreme
o High
0 Low
0 Minimal
0 Moderate
M Default: Low

® |Pv4 Checksum Offload
9 Description: Allow the checksum to be computed by the adapter for IPV4 packets.
1 Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0 Tx Enabled
1 Default: Rx & Tx Enabled

® Jumbo Packet (Maximum Transmission Unit)
91 Description: Specify the Maximum Transmission Unit (MTU) value.
1 Value: Disabled | 4088 Bytes | 9014 Bytes
9 Default: Disabled
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® Large Send Offload V2 (IPv4)
9 Description: Allow for configuring Large Send Offload (LSO) using version 2 for the IPv4
traffic.
9 Value: Disabled | Enabled
1 Default: Enabled

® Large Send Offload V2 (IPv6)
9 Description: Allow for configuring Large Send Offload (LSO) using version 2 for the IPv6
traffic.
9 Value: Disabled | Enabled
1 Default: Enabled

® Locally Administered Address
1 Description: Specify a new MAC address for the port. If Not Present, the default MAC
from EEPROM is used. If specified, the new MAC overwrites the default MAC. This
specified MAC is persistent across machine reboot.
1 Value: Not Present | Any legal 6-byte MAC address
9 Default: Not Present

@ Maximum Number of RSS Processors
9 Description: Change the number of RSS Processors.
M1 Value: 1-8
i Default: 8

® Maximum Number of RSS Queues
1 Description: Change the number of RSS Queues.
1 Value: 1-8
91 Default: 4

® NetworkDirect Functionality
9 Description: Enable or disable Network Direct Functionality.
1 Value: Disabled | Enabled
1 Default: Enabled

® NetworkDirect Interrupt Moderation
91 Description: Control the interrupts generated during NDK traffic.
9 Value: Disabled | Enabled
1 Default: Enabled

For more information, refer http://msdn.microsoft.com/en-
us/library/windows/hardware/ff556017%28v=vs.85%29.aspx
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® Nvgre Task Offload
1 Description: Enable or disable offloading processing of NVGRE encapsulated frames.
1 Value: Disabled | Enabled
9 Default: Enabled

® Packet Direct
9 Description: Enable or disable PacketDirect feature.
1 Value: Disabled | Enabled
91 Default: Enabled

® Receive Side Scaling (RSS)
9 Description: Control the RSS functions. If on, the Microsoft RSS function is enabled. If
off, the Chelsio RSS function is enabled.
9 Value: Disabled | Enabled
91 Default: Enabled

® Recv Segment Coalescing (IPv4)

9 Description: Enable or disable the Receive Segment Coalescing feature for IPv4 traffic.
This is a receiver packets aggregating feature which helps reduce the receive host CPU
load and improve throughput in a 40/10Gb network environment where CPU can be the
bottleneck.

1 Value: Disabled | Enabled

1 Default: Enabled

® Recv Segment Coalescing (IPv6)

9 Description: Enable or disable the Receive Segment Coalescing feature for IPv6 traffic.
This is a receiver packets aggregating feature which helps reduce the receive host CPU
load and improve throughput in a 40/10Gb network environment where CPU can be the
bottleneck.

1 Value: Disabled | Enabled

91 Default: Enabled

® RSS Base processor
9 Description: Specify the number of the base RSS processors.
i Value: 0-16
1 Default: 1

® RSS load balancing profile
91 Description: Control the RSS load balancing profile.
1 Value: Closest Processor | Closest Processor Static | Conservative Scaling | NUMA
Scaling | NUMA Scaling Static
9 Default: NUMA Scaling Static

For more information, refer http://technet.microsoft.com/en-us/library/nhh997036.aspx
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® Rx Ethernet Queue Size
91 Description: Set different Rx Queue sizes. Driver ships with reasonable defaults.
1 Value: 512-4096
9 Default: 2048

® Rx Offload Queue Size
9 Description: Set different Offload Rx Queue sizes. Driver ships with reasonable defaults.
1 Value: 256-2048
9 Default: 512

() Note This feature is not fully tested and available for experimental usage only.

e SR-I0OV
1 Description: Enable or disable SR-IOV feature.
1 Value: Disabled | Enabled
1 Default: Enabled

® TCP Checksum Offload (IPv4):
1 Description: Enable or disable computation of TCP checksum by the adapter for IPv4

packets.
M1 Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0 Tx Enabled

9 Default: Rx & Tx Enabled

® TCP Checksum Offload (IPv6):
91 Description: Enable or disable computation of TCP checksum by the adapter for IPv6

packets.
1 Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0o Tx Enabled

i Default: Rx & Tx Enabled

® TCP Offload
91 Description: Enable or disable of TCP Offload.
9 Value: Disabled | Enabled
1 Default: Disabled

() Note This feature is not fully tested and available for experimental usage only.
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® Tx Ethernet Queue Size
9 Description: Set different Tx Queue sizes. Driver ships with reasonable defaults.
1 Value: 512-4096
9 Default: 1024

® Tx Offload Queue Size
9 Description: Set different Offload Tx Queue sizes. Driver ships with reasonable defaults.
1 Value: 256-4096
9 Default: 512

() Note This feature is not fully tested and available for experimental usage only.

@ UDP Checksum Offload (IPv4)
1 Description: Enable or disable computation of UDP checksum by the adapter for IPv4

packets.
M Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0 Tx Enabled

i Default: Rx & Tx Enabled

® UDP Checksum Offload (IPv6)
1 Description: Enable or disable computation of UDP checksum by the adapter for IPv6

packets.
M1 Value:
o Disabled
0 Rx & Tx Enabled
0 RxEnabled
0 Tx Enabled

1 Default: Rx & Tx Enabled

@ User Mode NetworkDirect
9 Description: Enable or disable Microsoft's Remote Direct memory Access (RDMA)
interface for high speed, low latency networks.
1 Value: Disabled | Enabled
1 Default: Enabled

® Virtual Machine Queues
9 Description: Enable or disable the virtual machine queue feature on the interface.
9 Value: Disabled | Enabled
1 Default: Enabled
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® VLAN Identifier
1 Description: Specify the VLAN ID to be inserted.
T Value: 0-4095
9 Default: 0

°® VMQ LookAhead Split
91 Description: Enable or disable the ability to split receive buffers into lookahead and post-
lookahead buffers.
1 Value: Disabled | Enabled
9 Default: Enabled

® VMQ VLAN ID Filtering
91 Description: Enable or disable the ability to filter network packets by using the VLAN
identifier in the media access control (MAC) header.
9 Value: Disabled | Enabled
1 Default: Enabled

® Vxlan Task Offload
9 Description: Enable or disable offloading processing of VXLAN encapsulated frames.
9 Value: Disabled | Enabled
1 Default: Enabled

® Vxlan UDP Port Number
1 Description: Specify the current VXLAN UDP destination port number that is currently
operational in the NIC.
M Value: 1-65535
i Default: 4789

() Note  This parameter is available only for T5 adapters.

a NVGRE Offload

Chel si dassd adapters are uniquely capable of offloading the processing of NVGRE
encapsulated frames such that all stateless offloads (checksums, LSO, VMQ and filtering) are
preserved, resulting in significant performance benefits. This feature is enabled by default.
Configure the relevant customer and provider network settings on the host.

a VXLAN Task Offload

Virtual Extensible LAN (VXLAN), an extension of the existing VLAN protocol, is an
encapsulation protocol which creates an overlay network on the existing Layer 3 infrastructure.
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VXLAN not only extends VLANO&6s Ethernet Layer 2 n
extensibility, flexibility and scalability for large scale cloud deployments than VLAN.

Chel siobs T5 based adapt ehegprocssieg ot VXIpAN lericapsulatéd of f | o0 a
frames such that all stateless offloads (checksums, LSO, VMQ, RSS and filtering) are
preserved, resulting in significant performance benefits. This feature is enabled by default.

a' PacketDirect

PacketDirect Provider Interface (PDPI), an extension to the existing NDIS miniport driver model,
gives applications complete control over buffers, poll processors, and sending and receiving
packets over a miniport adapter.

Chel si 06s T5 based adapters of fer extensive sup
throughput performance. This feature is enabled by default.
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l1l. SMB Direct

Chelsio T5/T4 Unified Wire for Windows 69



Chapter Ill. SMB Direct

1.Introduction

SMB Direct is an extension of the Server Message Block (SMB) technology by Microsoft
used for file operations. The Direct part implies the use of various high speed Remote Data
Memory Access (RDMA) methods to transfer large amounts of data with little CPU intervention.
By using RDMA as a transport medium for SMB, unprecedented levels of performance and
efficiency can be achieved. With fully offloaded RDMA support, Terminator 5 based adapters
deliver large performance and efficiency gains to Windows users in a seamless, plug and play
fashion.

il. Hardware Requirements

1.1.1. Supported Adapters

The following are the currently shipping Chelsio adapters that are compatible with Chelsio SMB
Direct driver:

° T520-BT
© T580-CR
© T580-LP-CR
¢ T520-LL-CR
° T540-CR
¢ T520-CR
© T420-CR
° T440-CR
© T422-CR
° T404-BT
° T440-LP-CR
° T420-BT
© T420-LL-CR
° T420-CX

ia Software Requirements

1.2.1. Windows Requirement

Currently Chelsio T5/T4 SMB Direct driver is available for the following versions:

© Windows Server Technical Preview 4
© Windows Server Technical Preview 3
© Windows Server 2012 R2
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2. Software/Driver Configuration and Fine-tuning

a. Enabling SMB Direct

SMB Direct is installed and enabled by default. RDMA functionality on Chelsio adapters will be
enabled after installing the driver from the package.

You can use the PowerShell command Get- NetAdap terRdma to get a list of RDMA capable
interfaces in your system. At |l east one adapter should indicate
advantage of SMB RDMA capability.

The next step is to configure your network so that SMB server and client machines can
communicate with each other. Please configure the Microsoft firewall to allow traffic between the
SMB clients and server.

a Verifying RDMA

There are number of ways to verify if RDMA is working:

2.2.1. Verify active connections using PowerShell

Open PowerShell window and execute the command Get - SmbConnection
2.2.2. Use Event Viewer
You can use Event Viewer to view SMB connection events. To do this:

i. Open Event Viewer

ii. Inthe console tree, expand Event Viewer.

iii. Navigate to Application and Service Logs-> Microsoft->Windows->SMBClient
->Operational

a RDMA/NVGRE concurrent (Mode 2)

In this mode, you can run RDMA traffic using a virtual switch. This feature is enabled by
default. Please note that this is possible only on SR-IOV capable systems.

i. Check if the machine is SR-IOV capable using the following command:

{PS C:\ Users \ Administrator> Get- VMHost | fl *iov* }
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The lovSupportf i el d shoul d display fATrueo as shown

Administrator: Windows PowerShell LILE

pportReasons :

PS C:\Users\Administrator> g

i. ' f you have n dinstalidhe Crelsi@aUnifiesl Woleydriver package.

ii. Verify if the driver is installed and loaded using the Get-NetAdapter command. The
InterfaceDescription field should list Chelsio adapter as shown in the image below:

Administrator: Windows PowerShell @

PS C:\Users> Get-NetAdapter
ifIndex Status
Up 00-07 -29- 40 Gbps

Up AC-7C-6A 100 Mbps
Up D4-BE-D9-AC-7C- 1 Gbps

iv. Next, create a virtual switch using the following syntax:

PS C:\ Users \ Administrator> New VMSwitch 1 Name <virtual_switch> -
NetAdapterName <chelsio_interface> - Enablelov $true

ER Administrator: Windows PowerShell

-Enab lelov true

t



v. Using Get-NetAdapter command, verify if the virtual switch is created successfully. The
Mac address of the switch and the port on which the switch was created, should be same.

Administrator: Windows PowerShell - o g

:\Users> Get-NetAdapter
InterfaceDescription ifIndex Status

H?/per—\' virtual Ethernet Adapter #2 2 -07-
Chelsio Network Adapter #2 - 40 Gbps

Chelsio Network Adapter 00-07 2 40 Gbps
QLogic BCMS5709C Gigabit Ethernet ...#38 D4-BE-D9 7C-6A 100 Mbps
Microsoft Kernel Debug Network Adapter 2 D4-BE-D9-AC-7C-6C 1 Gbps

= Admini Wind, P, Chell - a -
TN Get-Ne

Troubleshooting

If RDMA is not working in your system, please check for the following:

9 Operating system version should be Windows Server Technical Preview 4, 3 or Server 2012
R2.

9 Verify network interface configurations on both sides.
Please ensure that the interfaces are reachable using ping command.

1 Inthe Event Viewer (on the client side), please ensure that the traffic running is not over
TCP.

=
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91 Verify that SMB driver is loaded and working. Open PowerShell window and execute the
following command :

9 Verify that Chelsio driver is loaded and working. Open PowerShell window and execute the
following command :

1 Confirm that traffic is running over Chelsio adapter.
1 Look for potential errors in Event Log.
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1.Introduction

The ever increasing network infrastructure of IT enterprises has lead to a phenomenal increase
in maintenance and operational costs. IT managers are forced to acquire more physical servers
and other data center resources to satisfy storage and network demands. To solve the Network
and /O overhead, users are opting for server virtualization which consolidates 1/0 workloads
onto lesser physical servers thus resulting in efficient, dynamic and economical data center
environments. Other benefits of Virtualization include improved disaster recovery, server
portability, cloud computing, Virtual Desktop Infrastructure (VDI), etc.

Chel si 06s T %dWimtmily df Adaptarsfdeliver increased bandwidth, lower latency
and lower power with virtualization features to maximize cloud scaling and utilization. The
adapters also provide full support for PCI-SIG SR-IOV to improve I/O performance on a
virtualized system.

‘!l Hardware Requirements

1.1.1. Supported Adapters

The following are the currently shipping Chelsio Adapters that are compatible with the Chelsio
NDIS SR-IOV driver:

° T520-BT

¢ T520-CR

° T580-CR

© T580-LP-CR
¢ T580-SO-CR
© T520-LL-CR
¢ T520-SO-CR
° T540-CR

!E Software Requirements

1.2.1. Windows Requirements

Currently, the NDIS SR-IOV driver is available for the following versions:

© Windows Server Technical Preview 4
© Windows Server Technical Preview 3
© Windows Server 2012 R2

Other versions have not been tested and are not guaranteed to work.
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2. Software/Driver Configuration and Fine-tuning

Please ensure that Unified Wire is installed on the host before proceeding. Refer
Software/Driver Installation section of the Chelsio Unified Wire chapter for step-by-step
instructions.

E. Enabling SR-IOV

The adapter's configuration should be updated to make use of the SR-IOV feature. You can do
this by running the chelsio_adapter_config.psl configuration script. The script will be present in
ChelsioUwire-x.x.x.xx\Adapter Configuration\ folder. Open PowerShell with administrative
privileges and follow the steps mentioned below:

i. Check if the machine is SR-IOV capable using the following command:

{ PS C:\ Users \ Administrator> Get - VMHost | fl *iov* }

The lovSupportf i el d shoul d display ATrueodo as shown

nistrator= Get-VMHost|T

TovSsupport :
TovSupportReasons @

5 C:\UsershAdministrator= _

ii. Copy cxgbtool.exe from ChelsioUwire-x.x.x.xx folder to <system_drive>\Windows\System32

iii. Change your working directory to ChelsioUwire-x.x.x.xx\Adapter Configuration\

iv. Run the adapter configuration script and enter the index of the adapter for which the
configuration needs to be updated:

PS D: \ ChelsioUwire - x.x.x.xx \ Adapter Configuration >
.\ chelsio_adapter_config.ps1
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PS D:\ChelsioUwire- \Adapter Contiguration> ,\chelsio_adapter_config.psl

chelsio_adapter_config Version

Select the Adapter
1.T7580-LP-CR /N:PT02141246
. 1520-CR /N:PT28140315
. T580-S0-CR /N:PT03140038
. T580~-CR /N:PT13140096

configuration type:
. NOM-SRIOV (Default)
. SRIOV

ant to continue
11y updated the

vi. Reboot system for changes to take effect.

a vSwitch Configuration

i. Create a vSwitch with SR-IOV enabled using Chelsio adapter.
ii. Assign a virtual network adapter with SR-IOV enabled to the VM.
iii. Bring up the VM.

a Guest (VM) Configuration

Please ensure that Unified Wire is installed on the guest before proceeding. Refer
Software/Driver Installation section of the Chelsio Unified Wire chapter for step-by-step
Installation instructions.

To uninstall Unified Wire, please refer Software/Driver Uninstallation section of the Chelsio
Unified Wire chapter for step-by-step instructions.
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V. Unified Wire Manager (UM)
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Chapter V. Unified Wire Manager (UM)

1.Introduction

Chelsio's Unified Wire Manager is a powerful management software tool, allowing you to view
and configure different aspects of the system, including Chelsio hardware installed in the
system. The software includes a command line interface (CLI) tool and a web management
interface (Web GUI) to help you manage all Chelsio network adapter cards on the network
across multiple operating systems.

Unified Wire Manager enables the management of all aspects of the client side of the iISCSI

SAN in two main areas. The ability to configure Che | si o adapterds boot opti
entering each individual adapterds configuration
remotely from a common wuser interf acdhnfeWies admi
Manager fully supports Microsoft iSCSI initiator. All supported Chelsio FCoE initiators available

on Linux can be managed.

Users can manage Option ROM (PXE and FCoE) capability for Chelsio cards using various
tools available in the software.

Additionally, Unified Wire Manager allows for Chelsio adapter NIC and TOE parameters to be
centrally managed through the same easy-to-use user interface. It can bring interfaces up or
down, tune parameters for optimal performance, and any number of administrative tasks
normally done at each individual machine.

Chelsiobs Unified Wire Manager is an indispensab
managing the network and SAN. Chel siobds high perf
Wire approach to networking can now be managed centrally in a simple and fast way!

tl' Features

Ch e | dnified Wire Manager is designed to provide the following features to the end-user:
© Remotely manage Chelsio adapters and various related tasks like driver installation from a
single application.

© Single tool with CLI and Web interface that works across Storage, Networking and
Hardware.

© Manage all Chelsio adapters installed on the system.
© Tool for FAE to debug issues on the Customer front.
® Freedom to choose various modes of management i.e. CLI or Web GUI.
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!a Reference Architecture

Chel si o006s isNa web-limted management interface that lets you remotely manage
several Chelsio CNAs from anywhere, at anytime on the network using a web browser. The
Web GUI provides a great amount of flexibility, efficiency and accessibility to system
administrators in managing the Network and SAN .The users have the freedom to access the
interface using any of the major browsers available, based on individual preferences and
corporate policy.

System performance degradation issues will not be observed when using the Web GUI, since
ités lightweight and wutilizes very |l ess sys

..
A :
A
oo
: I

Chelsio UM Management Station |

(web server machine & Apache web server)
a R — e Chelsio UM Agents
ey |

Browser

Administrator’s Desktop

Figure 1.2 Chelsio Unified Wire Manager with web interface (Web GUI)

ia Unified Wire Manager Components

1.3.1. Management Agent

The Management Agent is a binary executable, which runs as a service on the system that has
at least one Chelsio card installed. It is installed along with libraries that can manage various
components of the system and enabled during system startup.

1.3.2. Management Client

The Management Client can be used to connect to agents and manage them. Once connected
you can view and configure Chelsio CNAs and related networking, storage and hardware
properties. You can use either the CLI or Web GUI client to manage agents based on your
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preference. It makes service requests based on the command issued by the user and returns
the appropriate information.

@ CLI Client

The CLI Client (chelsio_uwcli) is an executable binary which allows you to manage and
configure agents using the command-line interface. It is not a command shell with a prompt; it
accepts all command parameters as arguments when launching it, making it script-friendly.

® Web GUI Client

The Web Management Interface (Web GUI) client is a web-based management interface
which allows you to securely manage agents from anywhere using a web browser. The
management interface uses a secure 256-bit encrypted HTTP connection, ensuring that
authentication and configuration data are protected during transmission from the web browser to
the system and vice versa. Many agents can be accessed on single interface making it very
efficient & user-friendly.

Currently supported browsers are Internet Explorer 9+, Mozilla Firefox 3.6.9+, Google
Chrome 5+ and Apple Safari 5+.

!II Authentication and encryption

The Unified Wire Manager requires user authentication to manage a system. A user must have
administrative privileges to manage a system. The authentication credentials, as well as all data
exchanged between the CLI client or the Web GUI and the agent, are encrypted using SSL.
This ensures that the data cannot be accessed when it is being transmitted over the network.
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2.Hardware and Software

a. Supported Adapters

Following are the currently shipping Chelsio Adapters that are compatible with Chelsio Unified
Wire Manager:

° T5 Adapters

1 T520-CR
T580-CR
T580-LP-CR
T580-SO-CR
T520-LL-CR
T520-SO-CR
T540-CR

=A =4 =4 4 -8 4

° T4 Adapters

1 T420-CR
T440-CR
T422-CR
T404-BT
T420-BT
T420-LL-CR
T440-LP-CR
T420-CX
T420-SO-CR

a Platform/Component Matrix

The table below lists the Windows versions and the supported UM components.

= =4 =4 4 =4 -4 4 -4

Version/Distribution Supported UM Components

Management Agent, Management ClieManagement

Windows Server 2012 R2 .
Station
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m Platform/Driver Matrix

The table below lists the Chelsio T5/T4 driver(s) and their supported versions:
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3. Installing Unified Wire Manager

al Pre-requisites

Please ensure that the following requirements are met, before proceeding with the installation.

3.1.1. Management Agent

If you wish to install Management Agent, please make sure that Microsoft .Net Framework 3.5
is installed before proceeding with the installation

3.1.2. Management Station

If you wish to install Management Station, please make sure that the following requirements are
met before proceeding with the installation:

1. Install Python 2.6.6 (32-bit). (Download from here)

2. Ensure that the path to python binary (typically "C:\Python26"), is added to PATH system
variable.

Install Apache HTTP Server 2.2 with SSL. (Download from here)

4. If the Apache Server is running, it should be stopped before starting the installation process.

w
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a Installation

The following section describes the procedure to install UM. If an older version of the software
exists, the Installer will upgrade it to the current version.

1. Run the UnifiedWireManager-x.x.xx-x64 installer application.
2. Click the Next button for the Chelsio End User License Agreement Window.

InstallShiecd

UnifiedWireManager - InstallShield Wizard s

UnifiedwireManager

The InstallShield ‘wizard wal instal UnifiedywireM anager on your computer. To continue, click
Mext.

| <ok | [Hems] | [ Cancel

Figure 3.2 (a) T UM installer welcome window
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3. Select the radio button | accept the terms of the license agreement and click Next.

UnifiedWireManager - InstaliShield Wizard ]

e Agreement

ead the folk

Macch 12, 2013
CHELSIO END USER LICENSE AGREEMENT

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE
DOWNLOADING OR OTHERWISE USING THE SOFTWARE OR ANY ASSOCIATED
DOCUMENTATION OR OTHER MATERIALS [COLLECTIVELY, THE
"SOFTWARE"). BY CLICKING ON THE "DK" OR “ACCEPT"BUTTON YOU
AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IFYOU DO

MNOT AGREE TO THE TERMS OF THIS AGREEMEMT, CLICK, THE "DO NOT
ACCEPT"BUTTOM TO TERMINATE THE INSTALLATION PROCESS.

rdtiple wsers from mulliple locations: and (i) make one
copy of the Soltware n machine readable fomm solely for back-
up pusposes. provided you reproduce Chelsio's copwight
molice and any piopietary kegends, as iequired b Chelso.

O | accept the terms of the brense agreement

#® | do not accept the teir he e agreemeant

IrnestallShicld I | < Back N Mext > | T

Figure 3.2 (b) 1 Chelsio EULA window
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4. The next window will display the pre-requisites for various UM components. Ensure that they
are met before proceeding. Click Next.

UnifiedWireManager - InstaliShield Wizard ix:

UnifiedwireM anages

agent:
Operating System: Microsolt Windows Sum 2008-R2, 22
Miciosoft Met Framework Role 3.

Prerequisites fos the management clent:
Dpetating Spstem: Mictosolt Windows Seiver 2008-R2 2012 ,'Win 8 Win 7

[

<Back || Mew> | ——

InstallShicd

Figure 3.2 (c) T UM prerequisites window
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5. Now, either select Complete for complete package installation or else select Custom radio
button to customize the installation. Click Next.

Figure 3.2 (d) T Select setup (installation) type
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