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1.Introduction

Thank you for choosing Chelsio Unified Wire adapters. These high speed, single chip, single
firmware cards provide enterprises and data centers with high performance solutions for various
Network and Storage related requirements.

The Terminator series is Chelsio’s next generation of highly integrated, hyper-virtualized
1/10/25/40/50/100GbE controllers. The adapters are built around a programmable protocol-
processing engine, with full offload of a complete Unified Wire solution comprising NIC, TOE,
IWARP RDMA, iSCSI, FCoE and NAT support. It scales to true 40Gb line rate operation from a
single TCP connection to thousands of connections and allows simultaneous low latency and
high bandwidth operation thanks to multiple physical channels through the ASIC.

Ideal for all data, storage and high-performance clustering applications, the Unified Wire
adapters enable a unified fabric over a single wire by simultaneously running all unmodified IP
sockets, Fibre Channel and InfiniBand applications over Ethernet at line rate.

Designed for deployment in virtualized data centers, cloud service installations and high-
performance computing environments, Chelsio adapters bring a new level of performance
metrics and functional capabilities to the computer networking industry.

PXE is short for Preboot eXecution Environment and is used for booting computers over an
Ethernet network using a Network Interface Card (NIC). FCoE SAN boot process involves
installation of an operating system (OS) to an FC/FCoE disk and then booting from it. iSCSI
SAN boot process involves installation of an OS to an iSCSI disk and then booting from it.

This section of the guide explains how to configure and use Chelsio Unified Boot Option
ROM which flashes PXE, iSCSI and FCoE Option ROM onto Chelsio’'s adapters. It adds
functionalities like PXE, FCoE and iSCSI SAN boot.

!l' Hardware Requirements

1.1.1. Supported Adapters

The following are the Chelsio Adapters that are supported:

° T62100-CR

° T62100-LP-CR
° T62100-SO-CR*
° T6425-CR

° T6225-CR

° T6225-LL-CR

° T6225-SO-CR*
° T580-CR

° T580-LP-CR

° T580-SO-CR*
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° T540-CR

° T540-LP-CR

° T520-CR

° T520-LL-CR

° T520-SO-CR*
° T520-BT

° T540-BT

* Only PXE supported

1.1.2. Supported Hardware

The following hardware platforms are supported by Chelsio Unified Boot Option ROM software:

° DELL PowerEdge R610
° DELL PowerEdge R720
° IBM X3650 M4*

© Lenovo X3650 M5

° Lenovo ThinkSystem SR650
° HP ProLiant DL180 gen9
° HP ProLiant DL385G2

°  Supermicro X10DRi

°  Supermicro X11SSL-CF
° ASUS z390

° QuantaGrid D51B-1U

° AMD EPYC 7551

* |f system BIOS version is lower than 1.5 and both Legacy and uEFI are enabled, system will
hang during POST. Please upgrade the BIOS version to 1.5 or higher to avoid this issue.
1.1.3. Supported Switches

The following switches are supported by Chelsio Unified Boot Option ROM software:
° Cisco Nexus 5010 with 5.1(3) N1 (1a) firmware.

° Arista DCS-7124S-F
°  Mellanox SX_PPC_M460EX

Other platforms/switches have not been tested and are not guaranteed to work.
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!a Software Requirements

Chelsio Unified Boot Option ROM software requires Disk Operating System to flash Option
ROM onto Chelsio adapters.

The installation of the following Linux distributions is supported using Chelsio inbox drivers.

Linux Distribution Drivers

RHEL 9.1, 5.14.0-162.6.1.el9_1.x86_64

RHEL 9.0, 5.14.0-70.13.1.el9_0.x86_64

RHEL 8.7, 4.18.0-425.3.1.e18.x86_64 PXE, FCoE, iSCSI

RHEL 8.6, 4.18.0-372.9.1.el8.x86_64

RHEL 7.9, 3.10.0-1160.el7.x86_64

() Note Other kernel versions have not been tested and are not guaranteed to work.

!a Pre-requisites

° A DOS bootable USB flash drive or Floppy Disk is required for updating firmware, Option
ROM etc.

!II Package Contents

Chelsio Unified Boot Option ROM package contains the following:

° OptionROM: This directory contains Unified Boot Option ROM image (cubt4.bin), uEFI
driver (ChelsioUD.efi), default boot configuration file (boot.cfg) and a flash utility (cfut4.exe),
which can be used to flash the Option ROM onto Chelsio adapters. It also contains
Firmware files.

° WindowsDrivers: This directory contains driver packages to be added to WDS server and
boot images.

o ESXiDrivers: This directory contains Chelsio driver component to be added to the ESXi
installation 1SO image.

¢ EULA: Chelsio’s End User License Agreement.

o docs: The docs directory contains support documents - README, Release Notes and
User’s Guide (this document) for the software package.

Chelsio Unified Boot 9
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2. Hardware Installation

i. Shutdown/power off your system.

ii. Power off all remaining peripherals attached to your system.

iii. Unpack the Chelsio adapter and place it on an anti-static surface.

iv. Remove the system case cover as per the system manufacturer’s instructions.

v. Remove the PCI filler plate from the slot where you will install the Ethernet adapter.

vi. For maximum performance, it is highly recommended to install the adapter into a PCle
x8/x16 slot.

() Note All 4-ports of T6425-CR adapter will be functional only if PCle x8 -> 2x PCle x4 slot
bifurcation is supported by the system and enabled in BIOS. Otherwise, only 2-
ports will be functional.

vii. Holding the Chelsio adapter by the edges, align the edge connector with the PCI connector
on the motherboard. Apply even pressure on both edges until the card is firmly seated. It
may be necessary to remove the SFP (transceiver) modules prior to inserting the adapter.

viii. Secure the Chelsio adapter with a screw, or other securing mechanism, as described by the
system manufacturer’s instructions. Replace the case cover.

ix. After securing the card, ensure that the card is still fully seated in the PCIE x8/x16 slot as
sometimes the process of securing the card causes the card to become unseated.

X. Connect a fiber/twinax cable, multi-mode for short range (SR) optics or single-mode for long
range (LR) optics, to the Ethernet adapter or regular Ethernet cable for the 1Gb Ethernet
adapter.

Xi. Power on your system.

xii. On Linux systems, run update-pciids command to download the current version of PCI ID list

xiii. Verify if the adapter was installed successfully:
e On Linux and ESXi systems, run Ispci command and you should see a similar output:

e On Windows systems, follow these steps:
a. Open Device Manager in Control Panel.
b. Under Other devices section, Chelsio adapter should be listed as Ethernet
Controller. If the adapter is not listed, right-click on the system name or click
on the Actions menu and select Scan for hardware changes.

Chelsio Unified Boot 10
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For Chelsio adapters, the physical functions are currently assigned as:

Physical functions 0 - 3: for the SR-IOV functions of the adapter
Physical function 4: for all NIC functions of the adapter

Physical function 5: for iSCSI

Physical function 6: for FCoE

Physical function 7: Currently not assigned

xiv. Based on the operating system, install the appropriate network driver. Install and load cxgb4
for Linux systems, VBD and NDIS for Windows systems, and cxl for ESXi systems.
xv. Finally, verify if the card is discovered:
e For Linux systems, examine the output of dmesg and you should see a similar
output:

The above output indicates the hardware configuration of the adapters as well as the
Serial numbers.

e For Windows systems, open Device Manager again. Expand Network adapters
section and now Chelsio adapter should be listed.

o For ESXi systems, examine the output of dmesg and you should see a similar
output:

er 'DMANull".

X q 8

{ S/N: RE35160002, P/N: 11012(

() Note Network device names for Chelsio’s physical ports are assigned using the following
convention: the port farthest from the motherboard will appear as the first network
interface. However, for T5 40G adapters, the association of physical Ethernet ports
and their corresponding network device names is opposite. For these adapters, the
port nearest to the motherboard will appear as the first network interface.
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3.Secure Boot

Secure Boot, a high-performance computing software solution is a method to restrict which
binaries can be executed to boot the system. With Secure Boot, the system BIOS will only allow
the execution of boot loaders that carry the cryptographic signature of trusted entities. In other
words, anything run in the BIOS must be “signed” with a key that the system knows is
trustworthy. With each reboot of the server, every executed component is verified.

The Chelsio Drivers are in-boxed in major Linux Distributions mentioned in the Software
Requirements. These Linux in-boxed drivers and WHQL Certified Windows Drivers (provided in
the package) can be used for OS installation after enabling Secure Boot in System BIOS.

Chelsio Unified Boot 12
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4. Flashing Firmware and Option ROM

Depending on the boot mode selected, Chelsio Unified Boot provides the following methods to
flash Firmware, Option ROM, and boot configuration onto Chelsio adapters:

e Legacy mode:
o cfut4
e UuEFI mode:
o HI
o drvcfg
o Firmware Manager Protocol (FMP)

These methods also provide the functionality to update/erase Hardware configuration and Phy
Firmware files.

It is highly recommended to use the same Option ROM (type and version) on
all the Chelsio adapters present in the system.

‘l' Preparing USB flash drive

This document assumes that you are using a USB flash drive as a storage media for the
necessary files. Follow the steps below to prepare the drive:

i. Create a DOS bootable USB flash drive. (Click here for instructions)

ii. Create adirectory CHELSIO on the USB flash drive.

iii. If you haven’t done already, download Chelsio-Uboot-x.x.x.x.zip from Chelsio Download
Center

iv. Unzip the downloaded package and change your working directory to OptionROM directory.

[root@host~]# unzip Chelsio-Uboot-x.xX.xX.xX.z1ip
[root@host~]# cd Chelsio-Uboot-x.x.x.x/OptionROM

v. Copy all the files and place them in the CHELSIO directory created on the USB flash drive.
vi. Plug-in the USB flash drive in the system on which the Chelsio adapter is installed.
vii. Reboot the system.
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Legacy
i. InBIOS, configure the system having Chelsio adapter to boot in Legacy mode.

e

PCIe/PCIAPHP Configuration Controls the execution
of UEFI and Legacy
Storage OpROM

FCI Latency Timer [64 PCI Bus Clocks]
PERR# Generation [Disahled]

SERR# Generation [Disabled]

Maximum Payload [Autao]l

Maximum Read Reguest [Auto]

ASPH Support [Disabled]

Above 4G Decoding [Disabled]

Slot 1 & 2 PCI-X 133/100MHZ al 0M policy
Slot 3 PCI-¥ 133/100MHZ Cloc]
Slot 1 PCI-¥ 133/100MHZ OPRO)
Slot 2 PCI-X 133/100MHZ OPRO)
Slot 53 PCI-¥ 133/100MHZ OPROM

++: Select Screen
T1: Select Item

CPUL1 S1lot 4 PCI-E 3.0 =8 OPROM [Enahbled] Enter: Select

PCH Slot 5 PCI-E 3.0 x4 OFROM [Enahbled] +/-: Change Opt.

CPUL1 Slot &6 PCI-E 3.0 =16 OPROM [Enabled] Fl: General Help
Onboard LAW Option ROM Select [FXE] Fz: Previous walues
Load Onboard SAS Option ROM [Enabled] F3: Optimized Defaults
YWGEA Priority [Onboard] F4: Save & Exit
Hetwork stack [Enabled] ESC: Exit

IFvd FXE Support [Enabled]

ii. Bootthe system from the plugged in USB flash drive and change your working directory to
CHELSIO directory.

C:\>cd CHELSIO

iii. Run the following command to list all Chelsio adapters present on the system. The list
displays a unique index for each adapter found.

C:\CHELSIO>cfutd4 -1

NCHELSIO>cfutd -1

Chelsio T5-/T6 Flash Utility vl.5

Index Chel=zsioAdaptertype Devid

[A1] T622Z5-CR

iv. Delete any previous version of Option ROM flashed on the adapter.

C:\CHELSIO>cfutd4 -d <idx> -xb

Here, idx is the adapter index found in step iii (O in this case).



NCHELSIO0>cfutd -d B8 -xb

Chelsio T5/T6 Flash Utility vl.5

Erasing serial flash sector(s) ... Done
Reboot machine for changes to take effect

v. Delete any previous firmware using the following command.

C:\CHELSIO>cfutd4 -d <idx> -xh —-xf

MCHELSIO>cfutd4 -d B -xh -xf
Chelsio T5-T6 Flash Utility vl.5
Erazing serial flash sector(s) ... Done

Erazing serial flash sector(s) ... Done
Reboot machine for changes to take effect

vi. Delete any previous Option ROM settings.
C:\CHELSIO>cfut4 -d <idx> -xc

MCHELSIO>cfutd -4 B -xc
Chelsio T5-/T6 Flash Utility vl.5

Erasing serial flash =zector(s) ... Done
Reboot machine for changes to take effect

vii. Run the following command to flash the appropriate firmware.

C:\CHELSIO>cfut4 -d <idx> -uf <firmware file>.bin

Here, firmware file is the firmware image file present in the CHELSIO directory.
:\CHELSI0>cfut4 -d 8 -uf T6FW-171.BIN

Chelsio T5/T6 Flash Utility vl.5

Erasing serial flash sector(s) ... Done
Writing Image at Base 80838888 ... Done
Writing Image at Base BBA8EBBE ... Done
Writing Image at Base BB8988B88 ... Done
Writing Image at Base BBA98BBB ... Done
Writing Image at Base BHBaBBBB ... Done
Writing Image at Base BBBadbBB ... Done
Writing Image at Base BBOLBBBAE ... Done
Writing Image at Base BBBLEBBE ... Done
Writing Image at Base BBBcBBBB ... Done
Writing Image at Base BBBc8BBB ... Done
Writing Image at Base BBA4ABBAB ... Done
Writing Image at Base BBB48BBB ... Done
Writing Image at Base ABBeBBBAB ... Done
Writing Image at Base BHABeB8BBH ... Done
Writing Image at Base BBAfBBBE ... Done
Writing Image at Base BABf8BBH ... Done
Reboot machine for changes to take effect




viii. Flash the Unified Boot Option ROM using the following command.

C:\CHELSIO>cfut4 -d <idx> -ub cubt4.bin

Here, cubt4.bin is the Unified Boot Option ROM image file present in the CHELSIO directory.
‘S\CHELSI0>cfut4 -d B -ub cubt4.bin

Chelsio T5/T6 Flash Utility v1.5

Erasing serial flash sectori(s) ... Done
Uriting Image at Base BBBBEBBA ... Done
Writing Image at Base BBBBEBBA ... Done
Writing Image at Base HBH1HBHBB ... Done
Writing Image at Base HHB18HBB ... Done
Uriting Image at Base BBBZ288B88 ... Done
Writing Image at Base BBB2888B8 ... Done
Writing Image at Base BBH3BBBB ... Done
Writing Image at Base BHB388688 ... Done
Uriting Image at Base BBB488B88 ... Done
Writing Image at Base BBB4888B8 ... Done
Writing Image at Base BBHS5BHBBB ... Done
Uriting Image at Base BHB588688 ... Done
Writing Image at Base BBB6HBBA ... Done
Writing Image at Base BHHB68HBHB ... Done
Erasing serial flash sectori(s) ... Done
Uriting Image at Base BHB78080 Done
Reboot machine for changes to take effect

ix. Flash the boot configuration setting which will enable PXE and disable iSCSI and FCoE.

C:\CHELSIO>cfut4 -d <idx> -uc boot.cfg

:\CHELSI0>cfut4 -d 0 -uc boot.cfy

Chelsio T5/T6 Flash Utility v1l.5

Erasing serial flash sector(s) ... Done
Writing Image at Base 00070000 ... Done

X. In case of multiple adapters in the system, please repeat the steps from iv. to ix. to
update/flash the firmware, Option ROM, and boot configuration on all of them.

xi. To configure the base MAC address (optional), use the below command.

C:\CHELSIO>cfut4 -d <idx> -um <Hex MAC Address>

Example:

C:\CHELSIO>cfut4 -d 0 -um 000743000123

xii. Reboot the system for changes to take effect.



UEFI
4.3.1. Loading uEFI driver

i. InBIOS, configure the system having Chelsio adapter to boot in uEFI mode.

Aptio Setup Utility - C

Advanced

PCIes/PCI/PnF Configuration Controls the execution
of UEFI and Legacy
Storage OpROM

PCI Latency Timer [64 PCI Bus Clocks]
PERR# Generation [Disabled]

SERR# Generation [Disabled]

Mawximum Fauload [Autno]

Maximum Read Reguest [Autao]

ASPM Support [Disabled]

Above 4G Decoding [Disabled]

5lot 1 & 2 PCI-¥ 133/100MHZ aul JpROM policy
Slot 3 PCI-K 133/100MHZ Cloc]
Slot 1 PCI-X 133/100MHZ OFRO
Slot 2 PCI-X 133/100MHZ OFRO)
3lot 3 PCI-X 133/100MHZ OPROM

+: Select Screen
Td: sSelect Item

CPUL S1lot 4 PCI-E 3.0 =8 OFROM [Enahled] Enter: Select

PCH Slot 5 PCI-E 3.0 x4 OPROM [Enahled] +/-: Change 0Opt.

CPUL Slot 6 PCI-E 3.0 x16 OFROM [Enahled] F1l: General Help
Onboard LAM Option ROM Select [PXE] F2: Previous Values
Load Onboard SAS Option ROM [Enahled] F3: Optimized Defaults
YGA Priority [Onhoard] F4: Save & Exit
Hetwork stack [Enabled] ESC: Exit

IFPvd4 PHE Support [Enahled]

For Supermicro systems, enable Network Stack as well before proceeding.

ii. Bootto EFI Shell.




iii. Issue command drivers to determine if Chelsio uEFI driver is already loaded. The below
image shows that the driver is loaded.

2 DHCF Pro

IP OMF
i IF4 Metwork
4 MTFTP4 Netuwn

If the driver is not loaded, continue to step (v)

iv. Note the handle and unload the driver.

fs0:\CHELSIO\> unload -n <driver handle>

Example:

FS1:\CHELSIO\> unload —n 1Al
Unload - Handle [72892A18]1 Result Success.

v. Load the uEFI driver (ChelsioUD.efi) present in the CHELSIO directory.

fs0:%~CHELSIO> load ChelsiolD.efi

load: Image fs0:wCHELSIOWChelsioUD.efi loaded at FF2BACOO - Succ
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4.3.2. drvcfg

i. Please ensure that Chelsio uEFI driver is loaded correctly as mentioned in Loading ugFl
driver section.
ii. Run the following command to launch the Unified Boot Setup utility.

fso:vs drvcfe -s

iii. Choose the Chelsio adapter which needs to be configured.

Chelsio Unified BOOT Setup Utility w2

Chelsio adap

to highlight

iv. Highlight Enter flash utility and press [Enter].

Chelsio Unified BOOT Setup Utility

1. Enter config utility

<t/1» to highlight, <Enter> to select,

Chelsio Unified Boot
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v. Highlight Option ROM and press [Enter].

Function : 0

UpdatesErase the following

2. Boot
3. Hardware configuration

1. Firm

» to highlight, <Enter: to select, togo b

vi. Highlight Update and press [Enter].

Chelsio Unified BOOT Setup Utility wi

Choose an operation

» to highlight, <Enter:

Chelsio Unified Boot
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vii. Enter the path to the Option ROM file and press [Enter].

CEnter> to

viii. Similarly, you can use the above method to update firmware (t6fw-Xx.xx.X.x.bin/t5fw-
X.XX.X.X.bin) and boot configuration (boot.cfg) present in the CHELSIO directory.

ix. In case of multiple adapters in the system, please repeat the above steps to update/flash the
firmware, Option ROM, and boot configuration on all of them.

X. Reboot the machine for changes to take effect.

4.3.3. HIl

i. Gointo the BIOS setup.
ii. Chelsio HIl should be listed as Chelsio T5/T6 as shown below. Highlight it and press
[Enter].

If Chelsio T5/T6 is not listed,

e Load the Chelsio uEFI driver as mentioned in Loading uEFI driver section.
e Flash the Option ROM and Firmware as mentioned in drvcfg section.

Chelsio Unified Boot 21
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» Chelsio T5/T6

iii. Highlight the Chelsio adapter to be configured and press [Enter].

» 00l: PCI

Inc.

Chelsio Unified Boot
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iv. Highlight Flash Utility and press [Enter].

Aptio Setup Utility - Copyright (C) 2012 American Megatrends, Inc.

» Flash Utility

v. Erase or update firmware using the methods explained below:
a. Erase existing firmware
i. Select [Erase] as Flash Operation
ii. Select [FW File] as Flash File Type
iii. Select Update/Erase
iv. Press [Y]to confirm
b. Update firmware
i. Select [Update] as Flash Operation
ii. Select [FW File] as Flash File Type
iii. Enter full path to the firmware file for Enter File Name, e.g., CHELSIO\t6fw-
1.26.6.0.bin.
iv. Press [Enter]
v. Select Update/Erase
vi. Press [Y] to confirm

vi. Similarly, you can use the above method to update/erase Option ROM (cubt4.bin) and boot
configuration (boot.cfg) present in the CHELSIO directory.

vii. In case of multiple adapters in the system, please repeat the above steps to update/flash
the firmware, Option ROM, and boot configuration on all of them.

viii. Reboot the machine for changes to take effect.
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4.3.4. Firmware Management Protocol (FMP)

HP machines support Firmware Management Protocol (FMP) interface, in addition to HIl. This
can be used to update the Option ROM on Chelsio adapters.

Enabling FMP

i. Please ensure that Chelsio uEFI driver is loaded correctly as mentioned in Loading uEFI
driver section

ii. Runthe command fwupdate -1 and Chelsio T6 adapter should be listed as shown below:

FS1:\CHELSIO\> fuupdate -1
[BIDS]1 Suystem ROM - L
[RAID.Slot.2.11510t

L NIC - 1.1067.0

= = DEC
[NIC.Slot.3.1151lot 3 -

Upgrading Firmware
= Using CLI

i. Use the adapter’s device name to update the firmware:

FS1:\CHELSIO\> fwupdate -d <device name> -f cubt4.bin

Example:

FS1:\CHELSIO\> fuwupdate -d NIC.Slot.3.1 -f cubt4.bin
Loading firmware file ‘cubt4.bin’. - might take several minutes.

Current Firmware Uersion is
Continue with firmware update? (U/n) -1
Firmware update completed successfully.

ii. Reboot machine for changes to take effect.
= Using FMP

i. Reboot system and press F9 to access System Utilities
i. Goto Embedded Applications — Firmware Update — Chelsio T6 Controller

Systen Utilities
Emhedded Applications + Select a dewice to wupdate + Firmware lpdate

dlot 3 ¢ Chelsio T6 Control ler NIC

) muare Uersion:
[mage Description [Chelsin Option R packagel

Start Firmware update
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iii. Highlight Select a firmware file option and hit [Enter].

iv. Select the USB flash drive which contains the latest Option ROM and hit [Enter].

File Explorer

Press ENTER to select.

» [SSS_K64FRE_]1 Rear USB 1 : SanDisk Ultra
[ANACONDA] Embedded CD/DUD ROM : Dynamic Smart Array B140i - SATA Optical Drive 1
[GPT] Slot 2 : Smart HBA H240 Controller

v. Select Option ROM file cubt4.bin and hit [Enter].

File Explorer

N I[SSS_XH64FRE_1 Rear USB 1 : SanDisk Ultra:s<CHELSID>
Press ENTER to select.

bootcfg

cfutd.exe

ChelsiolUD.efi
» cubt4.bin

The file should show up in the Selected firmware file field.

Susten Utilities
Embedded Applications 4+ Select a device to wpdate + Firmware Update
Slot 3 : Chelsio Th Control ler HIC

Select a firmuware file

+ Selected Firmuware [ile: rubtd . hin
Current Firmware Version:
Image Description [Chelsio [ption RIA packagel

start firmuware update




vi. Select Start firmware update and hit [Enter].

System Utilities

Embedded Applications + Select a device to update + Firmware Update
Slot 3 : Chelsio T6 Controller - NIC
Select a firmuware file
Selected firmuware file: cubt4.bin
Current Firmware Uersion:

Image Description [Chelsio Option ROM packagel

» Start firmware update

vii. After Firmware update completed successfully prompt appears, reboot the machine for
changes to take effect.

Sustem Utilities

Embedded Applications + Select a device to update + Firmware Update
Slot 3 : Chelsio T6 Controller - NIC
Select a firmware file
Selected firmware file: cubt4.bin

Current Firmware Version:
[mage Description [Chelsio Option ROM packagel

Firmuware update completed successfully.

» Start firmuware update




Default Option ROM Settings

If you wish to restore Option ROM settings to their default values, i.e., PXE enabled, iSCSI and
FCoE disabled, use any of the methods mentioned below:

4.4.1. Using Option ROM (boot level)
e Legacy PXE

Boot system into Chelsio’s Unified Boot Setup utility and press F8.

Chelsio Unified BOOT Setup Utility

# 1: Chelsio TS5 adapter at PCI Bus: 03 Dewvice: 00

Adapter BIDS
Initialization platform : Both
Identify Ports
Boot Mode : Compatibility
EDD : 2.1
EBDA Relocation : PERMITTED

<F1-F2> select parameter, <Up-Down> choose wvalue, <{Enter> save and proceed
<F10> save and go back, <F8> restore default settings, <{Esc> go back

e UEFIPXE

Boot system into uEFI mode and press F3.

Main vent Lo IFMI Boot &

Configure Chelsio T4475
Boot Feature Unified BOOT PXE, FCOE &
CFU Configuration iSCSI parameters.
Chipset Configuration

SATA Configuration

SCU Configuration

PCIesPCI/PAF Configuration
Super I0 Configuration

Serial Port Console Redirection
ACPI Settings

ME Subsystem

b S S A A A S A A

i83C2I Configuration
Intel RSTe SCU Controller ++: Select Screen
Intel(R) I350 Gigabit Metwork Connection - 00:25:90:A0:0F:62 Ti: Select Item
Intel(R) I350 Gigabit Metwork Connection - 00:25:90:A0:0F:63 Enter: Select

+/-: Change Opt.

F1: General Help

F2: Previous Values
Fa: Optimized Defaults
Fd: Bave & Exit

ESC: Exit

b A .




Unified Boot Option ROM

5. Configuring PXE Server

The following components are required to configure a server as PXE Server:

e DHCP Server
e TFTP Server

PXE server configuration steps for different operating systems can be found in following links:

() Note Chelsio Communications does not take any responsibility regarding contents given
in below mentioned links. They are given for example purposes only.

® Linux
¢ https://access.redhat.com/documentation/en-
us/red_hat_enterprise_linux/7/html/installation_guide/chap-installation-server-setup

° Windows
e http://technet.microsoft.com/en-us/library/cc771670%28WS.10%29.aspx
e hitp://tftpd32.jounin.net/ (Use port # 67, set PXE option and provide bootable file name in
settings)
e http://unattended.sourceforge.net/pxe-win2k.html

° VMware
¢ http://www.vstellar.com/2017/07/25/automating-esxi-deployment-using-pxe-boot-and-
kickstart/

e http://fdo-workspace.blogspot.in/2016/11/building-tftp-dhcp-for-pxe-esxi-65.html
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6. PXE boot process

Before proceeding, please ensure that the Chelsio adapter has been flashed with the provided
firmware, Option ROM, and boot configuration (See Flashing Firmware and Option ROM).

'!l Legacy PXE boot

i.  Configure the PXE server and make sure it works. Reboot the client machine.
ii. Press [Alt+C] when the message to configure Chelsio adapters appears on the screen.

Chelsio Unified Boot BIOS

Copyright (C) ZHB3I-Z816 Chelsio Comnunications
Press <Alt-C»> to Configure T5/Tb Card(s). Press <{Alt-3> to skip BIOS.

iii. The configuration utility will appear as below.

Chelsio adapters in the systenm

Choose the adapter on which you flashed the Option ROM image. Hit [Enter].

iv. Enable the adapter BIOS using arrow keys if not already enabled. Hit [Enter].

# 1: Chelsio T6 adapter at PCI Bus: 81 Device: 88

Adapter BIOS :
Initialization platform : Both

Identify Ports

Boot Mode : Compatibility

EDD: . Z.1

EBDA Relocation : PERMITTED

() Note Use the default values for Boot Mode, EDD and EBDA Relocation parameters,
unless instructed otherwise.
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v. Choose PXE from the list to configure. Hit [Enter].

# 1: Chelsio T6 adapter at PCI Bus: 81 Device: 89

Choose a function to configure

2. FCoE
3. iSCSI

vi. Use the arrow keys to highlight the appropriate function among the supported NIC functions
and hit [Enter] to select.

# 1: Chelsio T6 adapter at PCI Bus: 81 Device: 88

Choose a NIC function to configure

2. Bus:81 Dev:88 Func:81

vii. Enable NIC function bios if not already enabled.

: T6225-CR : Devld : Bx6B81 Ports 32
Device : B8 Function : @

Bios :

Ulan ID : B

Choose the boot port to try the PXE boot. It is recommended to only enable functions and
ports which are going to be used. Please note that enabling NIC Func 00 will enable port O
for PXE, enabling NIC Func 01 will enable port 1 and so on for NIC function.
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viii. Hit [F10] or [Esc] and then [Y] to save configuration changes.

WARNING !

Do you want to save the configuration?

<¥>=Yes, <N>=No, <C>=Cancel

ix. Reboot the system.
X. Allow the Chelsio Option ROM to initialize and setup PXE devices. DO NOT PRESS ALT-S
to skip Chelsio Option ROM.

Loading Chelsio PXE BIOS v1.0.0.95
PCI BIOS v2.1 , PCI FW v3.0 , PnP BIOS : YES PMM Entry is passed by BIOS

Chelsio FW v1.16.29.0

PXE BIOS Loaded Successfully!
1: ChelsioT6PXE@6D:60:0
2: ChelsioT6PXE@6D:60:1

xi. Inthe system setup, choose any of the Chelsio PXE devices as the first boot device.

Boot Option #1 [ChelsinTEPXEEB1:00:0]

xii. Reboot. DO NOT PRESS ALT-S to skip Chelsio Option ROM, during POST.
xiii. Hit [F12] key when prompted to start PXE boot.
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'a uEFl PXE Boot

e Only UEFI v2.3.1, v2.4 and v2.5 supported.
e Any other uEFI version is NOT SUPPORTED and may render your

system unusable.

6.2.1. HIl

This section describes the method to configure and use Chelsio uEFI PXE interfaces using Hll.

i. Reboot the system and go into the BIOS setup.
ii. Chelsio HIl should be listed as Chelsio T5/T6. Highlight it and press [Enter].

» Chelsio T5/T6

() Note Please ensure that Chelsio UEFI driver is loaded correctly as mentioned in
Loading uEFI driver section.

iii. Selectthe Chelsio adapter to be configured and press [Enter].

b 001: PCI Bus:81 Device:00 T6225-CR
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iv. Select Configuration Utility and press [Enter].

¥ Confilguration Utility

v. Enable adapter BIOS if not already enabled.

[Enabled]

() Note It is highly recommended that you use the Save Changes option every time a
parameter/option is changed.

vi. Select Chelsio Protocol Selection and press [Enter].

» chelsio Protocol Selection
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vii. Select PXE and press [Enter].

viii. Choose the boot port to try PXE boot. It is recommended to enable only those functions and
ports which are going to be used. Please note that enabling PXE Function 0 will enable port
0 for PXE, enabling PXE Function 1 will enable port 1 and so on, for NIC function.

[Enahled]

ix. Select Save Changes and press [Enter].
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X. Reboot the system and in BIOS, choose any of the available Chelsio PXE devices.

Boot Option #1

[UEFI AP:UEFI: Built...]

Boot Option #1
UEFI Hard Disk
UEFI
UEFI
UEFI
LUEFI
UEFI
UEFI Ne
LUEFI AP:U : Built-in EFI S
Disabled

xi. Reboot and hit [F12] key when prompted to start PXE boot.
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6.2.2. drvcfg

This section describes the method to configure and use Chelsio UEFI PXE interfaces using

drvcfg.

i. Bootthe system into EFI shell.
ii. Run the following command to launch the Unified Boot Setup utility.

iii. Choose the Chelsio adapter which needs to be configured.

Chelsio Unified BOOT Setup Utility w2.0.0.17

Chelsio adapters in the system

to highlight

iv. Highlight Enter config utility and press [Enter].

Chelsio Unified BOOT Setup Utility w2.0.0.17

2. Enter flash utility

<t/b> to highlight, <Enter:

v. Further configuration steps are similar from step (iv) of Legacy PXE Boot section.
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7.FCoE boot process

Before proceeding, please ensure that the Chelsio adapter has been flashed with the provided
firmware, Option ROM, and boot configuration (See Flashing firmware and Option ROM).

a' Legacy FCoE boot

i. Reboot the system.

ii. Press [Alt+C] when the message to configure Chelsio adapters appears on the screen.

Chelsio Unified Boot BIO3

Copyright (C) ZBB3-Z2816 Chel=zio Communications
Press <Alt-C> to Confiqure T5-7T6 Card(s). Press <Alt-5> to skip BIOS.

iii. The configuration utility will appear as below.

Chelsio adapters in the system

Choose the adapter on which you flashed the Option ROM image. Hit [Enter].
iv. Enable the adapter BIOS if not already enabled. Hit [ENTER].

# 1: Chelsio TS adapter at PCI Bus: 04 Device: 00

Adapter BIOS :

Initialization platform :@: Both

Identify Ports

Boot Mode : Compatibility
EDD : 2.1

EBDA Relocation : PERMITTED

() Note Use the default values for Boot Mode, EDD and EBDA Relocation parameters,
unless instructed otherwise.
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v. Choose FCoE from the list to configure and hit [Enter].

# 1: Chelsio TS5 adapter at FCI Bus: 04 Device: 00

Choose a function to configure

1. FXE

3. i5CS1

vi. Choose the first option, Configure function parameters, from the list of parameter type
and hit [Enter].

Ctrl : TS5Z0-CR 3 Devid I Ox5601 Ports
Bios 3 3 Device : 0O Function

Chooze the parameter type to configure

Z. Configure boot parameters
3. Show port WWPN

vii. Enable FCoE BIOS if not already enabled.

Ctrl : TSZ0-CR 3 ! Ox5601 Ports
Bios 3 3 H G0 Function

Bios

Port order for boot retry

Discovery Timeout
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viii. Choose the order of the ports to discover FCoE targets.

: THZ0-CR 3 Devid : Ox5601 Ports
Device : 0@ Function

Bios : ENABLED

Port order for boot retry : 00

Discovery Timeout :@ 30

ix. Set discovery timeout to a suitable value. Recommended value is >= 30.

Ctrl : TSZ0-CR 3 Devlid I Ox5601 Ports
Bios 3 3 Device : 0O Function

Bios : ENABLED
Port order for boot retry : 0O 01

Discovery Timeout

X. Hit [F10] or [Esc] and then [Y] to save the configuration.

: TSZO-CR 3 Devlid I Ox5601 Ports
Device : 0O Functi

WARNING *

Do you want to save the configuration?

Port ord
{¥>»=Yes, <N>=No, <C>=Cancel
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xi. Choose Configure boot parameters.

: TSZ20-CR 3 Devid : Ox5601 Ports
: H Device : 0@ Function :

Choose the parameter type to configure
1. Configure function parameters

3. Show port WWFPN

xii. Select the first boot device and hit [Enter] to discover FC/FCoE targets connected to the
switch. Wait till all reachable targets are discovered.

: TSZ20-CR 5 Devid : %5601 Ports
Device : 0O Functi

Saved boot device

Z. Unused WWPN: 0000000000000000 LUN:0000000000000000
3. Unused WWPN: 0000000000000000 LUN:0000000000000000
4. Unused WWFN: 0000000000000000 LUN:0000000000000000

xiii. List of discovered targets will be displayed. Highlight a target using the arrow keys and hit
[Enter] to select.
Ctrl : T520-CR FW Devid : ©x5601 Ports

Bios 8 Bus : 04 Device : 0O Function
CurFort: O WWFN : 5000743288536080 BootDevit: © Target#

List of discovered targets
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xiv. From the list of LUNs displayed for the selected target, choose one on which operating
system has to be installed. Hit [Enter].

Ctrl : THZ0-CR Fl 2 Devid : Ox5601 Ports
Bios 3 Bus : 04 Device : 00 Function
CurPort: @ WWPN : 5000743Z288536080 BootDevi: © Target#

List of LUNs present on the target

LUN: 000Z000000000000 NETAPP . 0035
LUN: 0003000000000000 NETAPP . 0035
LUN: 00040000000000080 NETAFPFP . 0035
LUN: 0005000000000000 NETAPFP . 0035
LUN: 0006000000000000 NETAPP . 0035
LUN: 0007000000000000 NETAPP . 0035
LUN: 0003000000000008 NETAFPFP . 0035

2.
3.
4.
5.
b.
7’
8.

: TSZ0-CR 5 Devid : Ox5601 Ports
Device : 0O Function

Saved boot device

Z. Unused WWPH: 0000000000000000 LUN:0000000000000000

3. Unused WWPN: 0000000000000000 LUN:0000000000000000
4. Unused WWFN: 0000000000000000 LUN:0000000000000000

xv. Hit [F10] or [Esc] and then [Y] to save the configuration.

: TSZO-CR Dewvld 0x5601 Ports
Device : 00 Function

WARNING ¢

Z. Unu Do you want to save the configuration? OOQOOO
3. Unu 0OOEE
4. Unu <¥>=Yes, <N>=No, <C>=Cancel alalelelo)

xvi. Reboot the machine.
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xvii. During POST, allow the Chelsio Option ROM to discover FCoE targets.

Installing Chelsio TS Storage FCoE BIOS
PCI BIOSw3.0 PCI FWuwZ.1 PnP BIOS: YES PMM Entry is passed by BIOS
Bringing up link on PCI:04:00:6 PFort @ ... Done

Discovering FCoE Target(s) on PCI:04:00:6 Port © ... Done

=d(1): TS20-CR PCI:04:00:6 P(O) WWPN:500A098289ABYCAB Lun(00Q)

NETAFPF LUN 8030 35.0003 GB
Storage FCoE BIOS Installed Successfullyt

xviii.Enter BIOS setup and choose FCoE disk discovered via Chelsio adapter as the first boot

device.
oot
Boot Device Priority Specifies the boot
sequence from the
available devices.
Znd Boot Device [Network:ChelsioT5P]
Jrd Boot Device [Network:ChelsioTSP]1 | A device enclosed in
4th Boot Device [Disabledl parenthesis has been

Options disabled in the
(Removable Dev.) prresponding type
METAPP LUN 8030 ETILL -
Metwork:ChelsioTSPKERO4 :00 :0
Network:ChelsioTSPKERO4 :00:1

Disabled

Select Screen
Select Item
+= Change Option
F1 General Help
F10 Save and Exit
ESC Exit

xix. Reboot and boot from the FCoE disk or install the required OS using PXE.




Unified Boot Option ROM

a UEFI FCoE Boot

e Only uEFI v2.3.1, v2.4 and v2.5 supported.
e Any other uEFI version is NOT SUPPORTED and may render your

system unusable.

7.2.1. HIl

This section describes the method to configure and use Chelsio UEFI FCoE interfaces using Hll.

i. Reboot the system and go into BIOS setup.
ii. Select Chelsio T5/T6 and press [Enter]

Aptio Setup Utility - Copyright (C) 2015 American Megatrends, Inc

» Chelsio T5/T6

() Note Please ensure that Chelsio UEFI driver is loaded correctly as mentioned in
Loading uEFI driver section.

iii. Select the Chelsio adapter to be configured and press [Enter].

P 001: PCI Bus:t
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iv. Select Configuration Utility and press [Enter].

» Configuration Utility

v. Enable adapter BIOS if not already enabled.

[Enabled]

() Note It is highly recommended that you use the Save Changes option every time a
parameter/option is changed.

vi. Select Chelsio Protocol Selection and press [Enter].

» Chelsio Protocol Selection

vii. Select FCoE and press [Enter].

P FCOE
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viii. Under Function Parameters, enable FCoE BIOS, if not already enabled.

[Enahled]

ix. Set discovery timeout to a suitable value. Recommended value is >= 30

Discovery Timeout

X. Choose the order of the ports to discover FCOE targets.

15t Port for Boot retry [0]

1st Port for Boot retry

NONE
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xi. Under the first boot device, select Discover Target and press [Enter] to discover FC/FCoE
targets connected to the switch. Wait till all reachable targets are discovered.

xii. List of discovered targets will be displayed. Highlight a target to select it and hit [Enter].

b O01: S00A

xiii. List of LUNSs for the selected target will be displayed. Highlight a LUN to select it and hit
[Enter].

> LUN 000: ) NETAPP
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xiv. Select Save Changes and press [Enter].

» Sawve Changes

xv. Reboot the system for changes to take effect.

xvi. The discovered LUN should appear in the Boot Configuration section and system BIOS
section.

Discard Changes and Exit

xvii. Select the LUN as the first boot device and exit from BIOS.
xviii.Either boot from the LUN or install the required OS.
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7.2.2. drvcfg

This section describes the method to configure and use Chelsio UEFI FCoE interfaces using

drvcfg.

i. Bootthe system into EFI shell.
ii. Run the following command to launch the configuration utility.

Chelsin adapters in the system

to highlight

iv. Highlight Enter config utility and press [Enter].

Chelsio Unified BOOT Setup Utility we

2. Enter flash utility

<t/1l> to highlight, <Enter> to select, < to g0 bhack

v. Further configuration steps are similar from step (iv) of Legacy FCoE Boot section.
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8.1SCSI boot process

Before proceeding, please ensure that the Chelsio adapter has been flashed with the provided
firmware, Option ROM, and boot configuration (See Flashing Firmware and Option ROM).

a' Legacy iSCSI boot

i. Reboot the system.

ii. Press [Alt+C] when the message to configure Chelsio adapters appears on the screen.

Chelsio Unified Boot BIODS

Copyright (C) 2883-2816 Chelsio Communications
Press <Alt-C> to Configure T5-/T6 Card(s). Press <Alt-5> to skip BIOS.

iii. The configuration utility will appear as below:

Chelsio adapters in the systen

Choose the adapter on which you flashed the Option ROM image. Hit [Enter].
iv. Enable the adapter BIOS if not already enabled. Hit [Enter].

# 1: Chelsio T6 adapter at PCI Bus: 81 Device: 88

Adapter BIOS :
Initialization platform : Both

Identify Ports

Boot Mode : Compatibility

EDD: = 2:1

EBDA Relocation : PERMITTED

() Note Use the default values for Boot Mode, EDD and EBDA Relocation parameters,
unless instructed otherwise.
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v. Choose iSCSI from the list to configure and hit [Enter].

# 1: Chelsio T6 adapter at PCI Bus: 81 Device: B8

Choose a function to configure

1. PXE
2. FCoE

vi. Choose the first option, Configure Function Parameters, from the list of parameter type
and hit [Enter].

Chelsio Unified BOOT Setup Utility

: T6225-CR 3 Devlid : Bx6581 Ports
Device : 88 Function :

Choose the parameter type to configure

2. Configure Initiator Parameters
3. Configure CHAP Parameters

. Configure Network Parameters

. Configure Target Parameters

. Discover iSCSI Target(s)

vii. Enable iSCSI BIOS if not already enabled. Select the iSCSI OS Initiator based on the OS
you are installing. iBFT (iSCSI Boot Firmware Table) will be selected by default.
e Linux: Only iBFT is supported.
o Windows: Select CBFT to use Chelsio iSCSI Initiator, chtdiscsi during OS installation. If
iBFT is selected, MS iSCSI Initiator will be used.
e ESX: Select CBFT to use Chelsio iSCSI Initiator, cheiscsi during OS installation. If iBFT
is selected, ESXi iSCSI Initiator will be used.

Ctrl ¢ T6225-CR 3 Devld : Bx6581 Ports
Bios . Device : 88 Function

Bios
Port order for boot retry
Discovery Timeout

iSCSI 0S8 Initiator

iSCSI Login Retry (Slow NW)

You can also configure the number of iISCSI login attempts (retries) in case the network is
unreachable or slow.
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viii. Choose the order of the ports to discover iSCSI targets.

T16225-CR " i Devlid : Bx6581
Device . 88

Bios : ENABLED

Port order for boot retry : 88
Discovery Timeout : 3@
iSCSI 08 Initiator

iSCSI Login Retry (Slouw NUW)

Ports
Function

ix. Set discovery timeout to a suitable value. Recommended value is >= 30.

T6225-CR ] - Devlid : Bxbh581
Device : 88

Bios : ENABLED

Port order for boot retry : 66 a1
Discovery Timeout
iSCSI 0S Initiator

iSCSI Login Retry (Slow NUW)

X. Hit [Esc] and then [Y] to save the configuration.

T6225-CR R - Devld ¢ Bx6581
Device : 88

WARNING !

Do you want to save the configuration?

Port ord
<¥>=Yes, <N>=No, <C>=Cancel

i

iSCSI Login Retry (Slow NUW)

Ports
Function

Ports
Function
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xi. Go back and choose Configure Initiator Parameters to configure initiator related

properties.

FW : Devld
Bus: 81

Choose the parameter type to configure

1. Configure Function Parameters

Conf igure CHAP Paraneters
Conf igure Network Parameters
Conf igure Target Parameters

Ax6581
: Device : 88 ¢ I

Ports
Function

Discover iSCSI Target(s)

xii. Initiator properties like IQN, Header Digest, Data Digest, etc. will be displayed. Change the
values appropriately or continue with the default values. Hit [F10] to save.

Initiator IQN
Header Digest

Data Digest
InitialR2T
ImmediateData
MaxOutstandingR2T
DefaultTimeZWait
DefaultTimeZRetain
FirstBurstLength
MaxBurstLength

None
None
No

Yes

i

28

28
65536
262144

() Note MaxBurstLength and FirstBurstLength range from 512 to 16777215 bytes.

xiii. CHAP authentication is disabled by default. To enable and configure, go back and choose

Configure CHAP Parameters

T6225-CR

2 - Device : @8 R

Choose the parameter type to configure

1. Configure Function Parameters
Conf igure Initiator Parameters

Conf igure Netuwork Parameters
Conf igure Target Parameters
Discover iSCSI Target(s)

Devlid Ax6581 Ports

Function
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xiv. Enable CHAP authentication by selecting ONE-WAY or MUTUAL in the CHAP Policy field.
Next, choose the CHAP method. Finally, provide Initiator and Target CHAP credentials as
per the authentication method selected. Hit [F10] to save.

T6225-CR FWY : Devlid ¢ Bx6581 Ports
Bus: 81 Device : @8 Function

CHAP Policy : MUTUAL

CHAP Method : None,CHAP
Initiator CHAP Username : initZx
Initiator CHAP Password : chelinit65
Target CHAP Username @ taril2x

Target CHAP Password

xv. Go back and choose Configure Network Parameters to configure iSCSI Network related
properties.

Ctrl : Te6225-CR e Devlid : Bx6581 Ports
Bios : Device : 88 Function

Choose the parameter type to configure

Conf igure Function Parameters
Configure Initiator Parameters
Conf igure CHAP Parameters

Conf igure Target Parameters
Discover iSCSI Target(s)

xvi. Select the port using which you want to connect to the target. Hit [Enter].

Ctrl : Te2Z25-CR - Devlid : Bx6581 Ports
Bios : Device : @8 Function

Choose a port to configure

Zio Pt ol
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xvii. Select Yes in the Enable DHCP field to configure port using DHCP or No to manually
configure the port. Hit [F10] to save.

Ctrl ¢ Te225-CR FW : Devld : Bx6581 Ports
Bios - Bus: 81 Device . @88 Function

Port B network parameter configuration

ULAN ID

IP VUersion : IPV4
Enable DHCP : No
IP address : 182.88.88.92
Subnet mask : 255.255.255.8
Gateway @ 6.8.8.8
Ping IP address :8.8.8.8
Ping IP

xviii.Go back and choose Configure Target Parameters to configure iSCSI target related
properties.

T6225-CR - Devlid . Bx6581 Ports
Device : 88 Function

Choose the parameter type to configure

Conf igure Function Parameters
Configure Initiator Parameters
Conf igure CHAP Parameters

Conf igure Netuwork Parameters

Discover iSCSI Target(s)

xix. If you want to discover target using DHCP, select Yes in the Discover Boot Target via
DHCP field. To discover target via static IP, select No and provide the target IP and Hit
[F10] to save. The default TCP port selected is 3260.

T6225-CR : Devlid : Bx6581 Ports
Device : @4 Function

Discover Boot Target via DHCP

Target IP VUersion

Target IP address

Target TCP port
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xx. Go back and choose Discover iSCSI Target (s) to connect to a target.

T6225-CR FY : Devld : Bx6581 Ports
Bus: 81 Device : 9a Function

Choose the parameter type to configure

Conf igure Function Parameters
Configure Initiator Parameters
Conf igure CHAP Parameters

Conf igure Network Parameters
Conf igure Target Parameters

xXi. Select the portal group on which iSCSI service is provided by the target.

Ctrl : Te225-CR Devlid : Bx6581 Ports
Bios : Device . 88

Saved boot device

Portal

xXii. A list of available targets will be displayed. Select the target you wish to connect to and hit
[Enter].
Ctrl : T6225-CR FU : Devid : Bx6581 Ports

Bios . Bus: 81 Device : 88 Function
CurPort: @ : 182 .80.88,92 BootDev#t: B Target#

List of discovered targets

1. ign.2817-18.com.chl.targetl
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xxiii.A list of LUNs configured on the selected target will be displayed. Select the LUN you
wish to connect to and hit [Enter].

Ctrl : T6225-CR FW : Devld : Bx6581 Ports
Bios : Bus: 81 Device : 88 Function
CurPort: 9 : 182 .80 .88.92 BootDev#i: 8 Target#

List of LUNs present on the target

xxiv.  Hit [Esc] and then [Y] to save the configuration.

Devld : Bx6581
Device : B8

WARNING?

Do you want to save the configuration?

<¥>=Yes, <N>=No, <C>=Cancel

xxv. Reboot the machine.
xxvi. During POST, allow the Chelsio Option ROM to discover iSCSI targets.
helsio Unified Boot BIO3

opyright (C) Z2B83-2816 Chelsio Communications
Press <Alt-C> to Configure TS5-T6 Card(s). Press <Alt-5> to skip BIOS.

Installing Chelsio T6 Storage iSC3I BIOS
PCI BIOS v3.8 , PCI FUW v3.8 , PnP BIOS : YES PMHM Entry iz passed by BIOS

Bringing up link on PCI:81:86:5 Port B ... Done

aiting for LLDP negotiation ... Done

iscovering iSC3I Target(s) on PCI:B81:8B:5 Fort B ... Done
sd(1): TeZ225-CR PCI:81:88:5 P(H) MAC:HH:B7:43:84:B3:FH Host:1H2.88.808.92
ign.ZBB3-15.com.chelsio.boot: Target:1HZ.88.88.186:3268 igqn.Z2B17-18.com.chl.targ
etZ Lun(HH) LIO-0RG woll 4.8 ©6H.HHBH GB

ytorage iSC3I BIOS Installed Successfullyt
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xxvii. Enter BIOS setup and choose iSCSI target LUN discovered via Chelsio adapter as the
first boot device.

Boot Option #15

UEFI

UEFI

UEFI

UEFI

UEFI

UEFI ny
k:UEFI: IP4 Intel(R) I350 Gigabit Metwork Connection

JEFI: Built-in EFI S

I0-0RG woll

helsioTEPXE@B1:00:0

xxviii. Reboot and boot from the iSCSI Target LUN or install the required OS using PXE.

m UEFI iSCSI Boot

e Only uEFI v2.3.1, v2.4 and v2.5 supported.
e Any other uEFI version is NOT SUPPORTED and may render your

system unusable.

8.2.1. HIl

This section describes the method to configure and use Chelsio uEFI iSCSI interfaces using Hil.

i. Reboot the system and go into BIOS setup.
ii. Select Chelsio T5/T6 and press [Enter]
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Aptio Setup Utility - Copyright (C) 2015 American Megatrends,

¥ Chelsio TS/T6

() Note Please ensure that Chelsio UEFI driver is loaded correctly as mentioned in
Loading uEFI driver section.

iii. Select the Chelsio adapter to be configured and press [Enter].

B 001: PCI Bus:07 Dewice:Qo T52

iv. Select Configuration Utility and press [Enter].

» Configuration Utility
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v. Enable adapter BIOS if not already enabled.

[Enahled]

() Note It is highly recommended that you use the Save Changes option every time a
parameter/option is changed.

vi. Select Chelsio Protocol Selection and press [Enter].

» Chelzio Protocol Selection

vii. Select iSCSI and press [Enter].

viii. Under Function Parameters, enable iSCSI BIOS, if not already enabled.

[Enatiled]

Chelsio Unified Boot 59



Unified Boot Option ROM

ix. Set discovery timeout to a suitable value. Recommended value is >= 30

Discovery Timeout

X. Choose the order of the ports to discover iSCSI targets.

1st Port for Boot retry [0]

1st Port for Boot retry
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xi. Under Initiator Parameters, iSCSI Initiator properties like IQN, Header Digest, Data
Digest, etc will be displayed. Change the values appropriately or continue with the default
values.

» Save Changes

() Note MaxBurstLength and FirstBurstLength range from 512 to 16777215 bytes.

xii. Under the first port, select Enable DHCP field, hit [Enter] and select Enabled. This will
configure port using DHCP. Select Disabled to manually configure the port.

abhle DHCP
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xiii. Under Target Parameters, select Enabled for the Boot Target via DHCP parameter to
discover target using DHCP.

via DHCP

Boot Target wia DHCP [Disahled]

To discover target via static IP, select Disabled and provide the target IP.

Boot Target wia DHCP [Disabled]
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xiv. CHAP authentication is disabled by default. To enable and configure, highlight CHAP
Policy and hit [Enter]. Select the policy type from the corresponding pop-up and hit [Enter]
again.

CHAP Policy
N
One way
Mutual

CHAF Policy [None]

xv. Provide Initiator and Target CHAP credentials as per the CHAP policy selected.

Target CHAP Password
chelsiot:

Target CHAP Password
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xvi. Select Discover Target and press [Enter] to discover iSCSI targets connected to the
switch. Wait till all reachable targets are discovered.

» Discover Target

xvii. A list of available targets will be displayed. Select the target you wish to connect to and hit
[Enter].

b 2 ign.2017-18.com.chl.tar

xviii.A list of LUNs configured on the selected target will be displayed. Select the LUN you
wish to connect to and hit [Enter].

b LUN OO01:
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xix. Select Save Changes and press [Enter]

» Save Changes

xX. Reboot the system for changes to take effect.
xxi. The discovered LUN should appear in the Boot Configuration/ Boot Information section
and system BIOS.

Discard Changes and Exit

xxii. Select the LUN as the first boot device and exit from BIOS.
xxiii. Either boot from the LUN or install the required OS.
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8.2.2. drvcfg

This section describes the method to configure and use Chelsio uEFI iSCSI interfaces using

drvcfg.

i. Bootthe system into EFI shell.
ii. Run the following command to launch the configuration utility.

Chelsin adapters in the system

to highlight

iv. Highlight Enter config utility and press [Enter].

Chelsio Unified BOOT Setup Utility w2.0.0.17

2. Enter flash utility

<ts/l> to highlight, <Enter> to select, <Esc> to g0 back

v. Further configuration steps are similar from step (iv) of Legacy iSCSI Boot section.
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Il. PXE-WDS Driver For Windows
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1.Introduction

This section describes the use and configuration of Chelsio’s PXE-WDS driver package for
Chelsio’s adapters. The driver package consists of drivers needed to install Windows operating
system on iSCSI or FCoE LUN using WDS server for Chelsio adapters.

Windows Deployment Services can be used to add driver packages to boot image on the
server and configure them to be deployed to client computers along with the install image. This
can be used to PXE boot to the supported operating systems.

Chelsio is providing Network driver to be used during the PXE installation process from
WDS server.

‘I' Hardware Requirements

1.1.1. Supported Adapters

The following are the Chelsio adapters that are supported:

° T62100-CR

° T62100-LP-CR
° T62100-SO-CR*
° T6425-CR

° T6225-CR

° T6225-LL-CR

° T6225-SO-CR*
° T580-CR

° T580-LP-CR

° T580-SO-CR*
° T540-CR

° T540-LP-CR

° T520-CR

° T520-LL-CR

° T520-SO-CR*
° T520-BT

° T540-BT

* Only PXE supported
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in Software Requirements

1.2.1. Windows Requirements

The Chelsio PXE-WDS driver package has been developed to run on Windows platform.
Currently the driver is WHQL certified and available for following versions:

° Server 2022
Server 2019
11 Client
10 Client

[+]

2]

]

Other versions have not been tested and are not guaranteed to work.

() Note Bootimage from above mentioned operating systems is supported. You can find
the image (bootwim) in \Sources folder in the installation CD/DVD.
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2. PXE- WDS driver configuration

You can use Windows Deployment Services to add driver packages (such as network
adapter drivers, mass storage drivers, and bus drivers) to Windows boot images. This means
that you do not have to export the image, use the tools in the Windows Automated Installation
Kit to add driver packages manually- and then add the updated boot image.

a. Windows Deployment Services

Please refer to Microsoft documentation to setup WDS server. Additional information is
available in the Windows Deployment Services Getting Started Guide.

m Adding Driver Packages to WDS Server

First add VBD, followed by NDIS and then iSCSI/FCoE drivers. For more information,
see Managing and Deploying Driver Packages.

Before proceeding, download Chelsio-Uboot-x.x.x.x.zip from Chelsio Download Center,
and unzip the contents of the package to a desired location.

2.2.1. Adding VBD

i. Open the Windows Deployment Services MMC snap-in. Expand the Servers node and
the node for your Windows Deployment Services server. Right-click the Drivers node and
select Add Driver Package.

7] Windows Deployment Services - | o[

File Action View Help
o« #= = B
f Windows Deployment Services Drivers 1 Driver Group(s)

4 33 Servers

4 T WHOLT
B[] Install Images
[+ BootImages
(% Pending Devices
['wy Prestaged Devices
|35 Multicast Transmissions
[+ |4 Driners
1 Active Dir | Add Driver Package...
Add Driver Group...
Enable/Disable Driver Packages...
Delete Driver Packages...

Driver Group Name
_,fdAII Packages
[, DriverGroup1

-

View 3

Export List...

Help

Add Driver &Package...
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ii. Selectthe Select driver package from an .inf file option and click Browse.

Driver Package Location @

This wizard adds driver packages to your server. Once the packages are on your
server, you can define which dient computers will install them using driver groups
and you can add them to boot images.

Enter the location of the driver package you want to add. The package must be
extracted. It cannot be an .msi or .exe file,

(®) Select driver packages from an .inf file
() select all driver packages from a folder

Location:

More about obtaining and extracting driver packages

iii. Locate the VBD driver (chvbdx64.inf) from below location and click Open.

e Chelsio-Uboot-x.x.x.x\WindowsDrivers\win19 for Server 2022, 2019 and 11 Client.
e Chelsio-Uboot-x.x.x.x\WindowsDrivers\win10 for Server 2016 and 10 Client.

@ - 1 |_h <« NetwaorkDriver » amd6d v G| | Search amd64 L |
Organize - Mew folder = - E @
¢ Favorites N Name - Date medified Type
Bl Desktop @ chnet6d 7/1/201312:57 PM Setup Inf
j Downloads @ chnulx64 7/1/2013 12:57 PM Setup Inf
‘5l Recent places |@ chvidxgd 7/1/201312:57 PM  Setup Inf
[ Libraries =
@ Documents
Ji Music
[E=] Pictures
B videos
Ll Computer
iy Local Disk () |
o DvD Drive @ HI ™| <] B | E
File name: | chvbdxbd v | | Packages (".inf) v |
| Open |v| | Cancel |
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iv. Please ensure that the checkbox for chvbdx64[x64] is selected and click Next.

Available Driver Packages

The location that you spedified contains the following driver packages. Select the
packages that you want to add to the server.

To view or edit information about a package, double-didk it.

Package Details

[w] Package Mame File Name Architecture  Enabled
[w] chvbdxs4 [x64] chvbdx&4.inf x64 Yes

<

Packages found: 1

You have selected the following driver packages.
To view more information about a package, double-dick it.

Package Details

Package Mame File Name Architecture  Enabled
chvbdxc4 [x64] chvbdxo4inf x64 Ves

<] " | 2]

To change your selection, dick Back. To add the selected packages to the server,
dlick Mext.
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vi. The selected driver will now be added to the server. After the task is complete, click Next.

Adding driver package 1of 1...

Current Driver Package Progress

The selected driver packages were successfully added to the server. To add
these drivers to a driver group, which makes them available to dients, dick
Mext.
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vii. When asked which driver group to add the packages to, select Select an existing driver
group, and ensure that DriverGroupl is selected. This driver group (by default) is configured
as follows:

a) It has no filters so all clients will have access to the packages in this group, and
b) Only packages that match the client’s hardware will be installed.
b

A driver group is a collection of driver packages that are available to a select group
of dients,

In order to deploy these packages to dients, you must add them to a driver group. A
package can be in many driver groups, but it must be in at least one group in order to
be available to dients.

Enter the driver group for the packages you have added:

(®) Select an existing driver group: |Dfi.,,.er|;;mup1

() Create a new driver group named: |

() Do not put the driver packages in a driver group at this time
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viii. On the last page of the wizard, make sure that the check box for Modify the filters for the
group now is unselected, and click Finish.

e Add Driver Package Wizard | x|

Task Complete! %l_._

S

‘fou have successfully added the selected driver packages to the server,

If you added these packages to a driver group, you can modify the filters that determine
which dients get the drivers. To do this, select the following chedk box. To do this later,
right-dick the driver group in the MMC snap-in and dick Modify Filters for this Group.

[ | Modify the filters for this group now.

If you did not add these packages to a group, then you must add them to a group in
order for them to be available to dients. To do this, do one of the following:

= Right-dick a group and did: Add Drivers to this Group
= Right-dick a driver package and dick Add or Remove from Groups

2.2.2. Adding NDIS (chnetx64.inf)

The procedure for adding NDIS driver to the WDS server is similar to VBD as explained in the
previous section. In step (iii), locate and use the file chnetx64.inf and in step (iv), ensure that
only chnetx64[x64] is selected.

2.2.3. Adding iSCSI (cht4iscsi.inf)

In case of installing Windows OS on an iSCSI LUN, the iSCSI Storport Miniport driver needs to
be added to the WDS server. The procedure is similar to adding VBD. In step (iii), locate and
use the file chtdiscsi.inf and in step (iv), ensure that only cht4iscsi[x64] is selected.

2.2.4. Adding FCoE (csiofcoe.inf)

In case of installing Windows OS on an FCoE LUN, the FCoE Storport Miniport driver needs to
be added to the WDS server. The procedure is similar to adding VBD. In step (iii), locate and
use the file csiofcoe.inf and in step (iv), ensure that only csiofcoe[x64] is selected.
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a Adding Driver Packages to Boot Images

Please ensure that the VBD, NDIS and iSCSI/FCoE drivers are added to the WDS server before
proceeding (See Adding Driver Packages to WDS Server). Also, add VBD first followed by NDIS
and iSCSI/FCoE drivers to the boot image. For more information, see Managing and Deploying
Driver Packages.

2.3.1. Adding VBD driver

i. Open the Windows Deployment Services MMC snap-in. Expand the Servers node and
then Boot Images node.

ii. Right-click on the boot image that you want to add the driver to, and select Add Driver
Packages to Image.

File

Action View Help

| 2[E X
! ‘Windows Deployment Services
4 33 Servers

:i'a Prestaged Devices
|3 Multicast Transmissions

I [ Drivers
::i Active Directory Prestaged Devices

Boot Images 6 Boot Image(s)

Architecture Status

Expanded Size

Image Mame
4 Tp WHOL z
b [ Install Images Properties
| Boot Images Disable
b [ Pending Devices Export Image...

Replace Image...
Create Capture Image...

Create Discover Image...

Add Driver Packages to Image...

Delete

Help

Add Driver Packages

iii. If required, back up the boot image by following the instruction on the screen or click Next to

continue.
Before You Begin %
4
This wizard adds driver packages to a bost image, Befo : houkd badk up this image. To do this, right-cick the image in the
MMC snap-n and dick Export Image.
; 1f you add a boot-citical driver that is corrupt to this boot image, the image may not be bootabk
o o |
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iv. Click Search for Packages. Then in the Search results section, select the checkbox for
chvbdx64[x64] only and click Next.

e
Search
Search for the driver packages that you want by adding one or more search attributes. Only packages that match all of the attributes
will appear in the results,
Attribute Type Operator Vahses | Add.... |
Package Architect... Equal to e ) )
Package Class Equal to Net", "System", DiskDrive”, hdc”, SCSIAdapter” | Ede..
Remove
Search for Packages
Search results
Clear the chedk box for packages that you do not want to add, and then didk Next.
[]  Padage Name Fie Name Architecture | Enabled Class.
[ chinetxs [x64] chnetxs4.inf *64 Yes et
(W] chvbdus 4] chvidx64.nf 64 Yes System
Packsges found: 2
[ <eek ][ mext> | [ conca |

v. To add the selected VBD driver, click Next or to change click Back.

i

‘fou have selected the following driver packages to add to this boot image. Ensure that this is comect. To change these packages, dick
Back. To add the selected driver packages to the image, dick Next.

The selected packages will be added to:  Microsoft Windows Setup (x64)

Package Name File Name Architechre | Enabled Clasz
b [u64] dwbdxs4.inf x64 Yes System

| cpack || mext> || cancel
e
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vi. The VBD driver will now be added to the boot image.

Task Progress %

Adding drivers...

Overall Progress

Saving changes to the mounted image

< Back H Nesxct > || Cancel ||

vii. Once the task is completed, click Finish to close the wizard.

Operation Complete %

You have successfully added the following drivers to this boot image:

Package Name File Name Architecture  Enabled Class
chvbdx64 [x64] chvbdxéinf 64 Yes System

< Back ” Finish || Cancel
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2.3.2. Adding NDIS driver (chnetx64.inf) to Windows boot image

The procedure for adding NDIS driver to Windows boot image is similar to VBD as explained in
the previous section. In step (iv), select the checkbox for chnetx64[x64] only and click Next.

2.3.3. Adding iSCSI driver (chtdiscsi.inf) to Windows boot image

In case of installing Windows OS on an iSCSI LUN, the iSCSI Storport Miniport driver needs to
be added to Windows Boot Image. The procedure is similar to VBD. In step (iv), select the
checkbox for cht4iscsi[x64] only and click Next.

2.3.4. Adding FCoE driver (csiofcoe.inf) to Windows boot image

In case of installing Windows OS on an FCoE LUN, the FCoE Storport Miniport driver needs to
be added to Windows Boot Image. The procedure is similar to VBD. In step (iv), select the
checkbox for csiofcoe[x64] only and click Next.

If the image you are updating is currently being downloaded to a client when you
perform this procedure, Windows Deployment Services will ensure that the client
receives a consistent copy of the file.

@ Note
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3.0S Installation

This is the recommended method for installing Windows OS on iSCSI or FCoE LUN using
Chelsio PXE boot. Please ensure that the necessary driver packages have been added to
Windows boot image (boot.wim) as mentioned in the previous section before proceeding.

e. Installation on iISCSI/FCoE LUN

3.1.1. Using PXE-WDS Server

i. Reboot the machine. In the boot menu, choose the port which was used to connect to the
Target LUN during iSCSI boot.

160142
io TS PHE T520

: IP4 InteliR
: IP4 Intel(R) I350

Setup

T and 1 to mow

ESC to hoot usin

ii. On successful connection, Windows boot image will load from the PXE-WDS server.

Loading files..

IP: 10.193.187.96, File: \Boot\x8B6\Images\boot.wim
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iii. Next, the Windows Setup window will appear. Select the System Locale (language) and
Keyboard/input method. Click Next.

Cx

£ Windows Setup

Windows Deployment Services

IR Fnglish (United States) -
Keyboard or input method:lus j

& 2013 Microsoft Corporation. All ights reserved.

iv. Enter server credentials and click OK.
v. Select the operating system to be installed and click Next.

@ ﬂ Windows Setup ﬁ

Select the operating system you want to install

Operating systermn | Language Architecture | Date modified | ~
Wi erver 2012 5 en-US xbd 7,

Windows Server 2012 . en-Us xbd 774203
Windows Server 2012 SERVERDATACENT... en-US xbd Tr42ma
Windows Server 2012 SERVERDATACEMT... en-US X6 T/ar2M3
Windows Server 2008 R2 SERVEREMTERPR... en-US X6 5/31/2013
Windows Server 2008 R2 SERVERDATACE... en-US x6d 5/31/2013
Windows Server 2008 R2 SERVERSTANDA... en-US x6d 5/31/2013
Windows 7 PROFESSIOMNAL 64 bit en-Us x6d 5/24/2013
Windows 8 en-Us 36 5/31/2013 v

Description:
Windows Server 2012 SERVERSTANDARDCORE RTM

Select a Jlanguage to install:

English |
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vi. Select the Target LUN discovered using iSCSI or FCoE Initiator and click Next.

e Chelsio iSCSI Initiator will be used if CBFT is configured in Option ROM.
MS iSCSI Initiator will be used if IBFT is configured in Option ROM.

@ ﬁ Windows Setup
Where do you want to install Windows?
‘ Name Total size Free space | Type ‘ A
|($ Drive 0 Unallocated Space 60.0GB 60.0GB I
v
+3 Refresh Drive options (advanced)
&* Load driver

vii. Proceed with installation as usual.
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4.Windows Update on iSCSI/FCoE LUN

The Chelsio Boot Drivers added to the WDS Server and the Boot Images in the above steps
cannot be updated using Windows Update. Instead, they should be downloaded and updated to
the latest version available from Chelsio Microsoft Download Center before running any

Windows Update operation on the OS installed in iISCSI/FCoE LUN.

® |mportant Using Windows Update without updating to the latest available Chelsio Boot

a)

b)

drivers will render your system unusable.

Download the latest Chelsio Unified Boot Option ROM and Flash Utility package from
the Chelsio Microsoft Download Center.

If the Unified Boot package has Windows drivers with version higher than the ones installed,
please update the driver components strictly in the below order. The driver files should be
manually picked from:

Chelsio-Uboot-x.x.x.x\WindowsDrivers\win19 for Server 2022, 2019 and 11 Client.
Chelsio-Uboot-x.x.x.x\WindowsDrivers\win10 for Server 2016 and 10 Client.

Virtual Bus Driver

Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Bus Enumerator and select Update
Driver Software.

Select Browse my computer for driver software.

i. Select Let me pick from a list of device drivers on my computer and click Next.

Click on Have Disk Button and on the next screen browse for chvbdx64.inf file and click
Open and then OK.
Click Next and driver installation will progress. Click Close once the installation is complete.

NDIS Miniport driver

Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on Network Adapters, right click on the Chelsio network adapter and select Update
Driver Software.

Select Browse my computer for driver software.

i. Select Let me pick from a list of device drivers on my computer.

Click on Have Disk Button and on the next screen browse for chnetx64.inf and click Open
and then OK.
Click Next and driver installation will progress. Click Close once the installation is complete.

Repeat the above steps for the other adapters.
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Vii.

ISCSI Storport Miniport driver (iISCSI Boot)

Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on the Chelsio Bus Enumerator and select
Properties.

Under Advanced tab, select iISCSI Instances and set the Value to default. Click OK.
Under Other Devices, select Chelsio iScsi Function on Port#00, right-click and select
Update Driver Software.

Select Browse my computer for driver software.

Select Let me pick from a list of device drivers on my computer and click Next.

i. Click on Have Disk Button and on the next screen, browse for cht4iscsi.inf file and click

Open and then OK.
Click Next and driver installation will progress. Click Close once the installation is complete.

Repeat the same procedure for other ports.

Vi.

FCoE Storport Miniport driver (FCoE Boot)

Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Generic function with function 6 and
select Properties. In case the adapter is not listed, it may appear as Fibre Channel
Controller under Other devices.

General  Driver Defails Everts Resources
.La Chelsio T6225CR 25G Generic function
Device type: System devices

Manufacturer: Chelsio
Location PClbus 8 device 0, function &

Device status

Mo drivers are installed for this device

OK Cancel

Under Driver tab, select Update Driver...

i. Select Browse my computer for driver software.

Select Let me pick from a list of device drivers on my computer and click Next.

Click on Have Disk Button and on the next screen, browse for csiofcoe.inf file in the zip
package. Click Open and then OK.

Click Next and driver installation will progress. Click Close once the installation is complete.
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d)

Generic Function

Open Device Manager (Control Panel -> System & Security-> System -> Device Manager),
click on System Devices, right click on Chelsio Generic Function and select Update
Driver Software.

Select Browse my computer for driver software.

i. Select Let me pick from alist of device drivers on my computer.

Click on Have Disk Button and on the next screen browse for chnulx64.inf file and click
Open and then OK.
Click Next and driver installation will progress. Click Close once the installation is complete.

Once the Chelsio drivers are updated, Windows Update can be run to update the other
software and hardware in the system.

It is also advisable to update the Boot drivers in the WDS Server and Boot images for future
OS installations using the detailed steps in Adding Driver Packages to WDS Server and
Adding Driver Packages to Boot Images sections.
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I1l. ESXIi
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1.Introduction

The following section describes the procedure to PXE boot ESXi OS using Chelsio adapters.

!l' Hardware Requirements

1.1.1. Supported Adapters

The following are the Chelsio adapters that are supported:

° T62100-CR

° T62100-LP-CR
° T62100-SO-CR*
° T6425-CR

° T6225-CR

° T6225-LL-CR

° T6225-SO-CR*
° T580-CR

° T580-LP-CR

° T580-SO-CR*
° T540-CR

° T540-LP-CR

° T520-CR

° T520-LL-CR

° T520-SO-CR*
° T520-BT

°  T540-BT

* Only PXE supported

!E Software Requirements

1.2.1. ESXi Requirements

The Chelsio Native Network driver has been developed to run on ESXi platforms. Currently the
driver is available for the following versions:

° ESXi7.0

() Note Other versions have not been tested and are not guaranteed to work.

!a Pre-requisites

Secure Boot should be disabled in the system BIOS.
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2.Customized ISO

e. Adding Chelsio Drivers

Follow the below steps to add Chelsio driver component to ESXi installation ISO image.
Requirements

¢ Install Windows 2012 R2 on the system used to create the ISO image.
o Download and install the latest vCenter Server and PowerCLI from VMware website.
¢ Download the required ESXi standard software depot from VMware website.

i. If you haven’t done already, download Chelsio-Uboot-x.x.x.x.zip from Chelsio Download
Center.

ii. Extract the package. The Chelsio driver component will be in Chelsio-Uboot-x.x.x.x\
ESXiDrivers

iii. Copy Chelsio driver component and the ESXi software depot to a desired location.

iv. Launch PowerCLI and add both the ESXi depot and driver component as software depots.

PowerCLI C:\> Add-EsxSoftwareDepot -DepotUrl <esxi dev depot>.zip,
<driver component>.zip

LI C:x> Add-EsxSoftwareDepot -DepotUrl .“UMware-ES¥i-7.08.0-15843887-dev-depot.zip..™
-?2.8.8-Chelsio—Drivers-5.3.0.23-10EM.7600.1.0.158438A7.z1ip

Depot Url

2ip:C:\UMuware—-ESKi-7.0.8-15843807-dev—-depot.zip?index.xml
ip:C:\UMU-esx—7.8.8-Chelsio-Drivers-5.3.0.23-10EM.780.1.0.15843887.zip?index.xml

v. Verify that the drivers are now available as software packages.

PowerCLI C:\> Get-EsxSoftwarePackage | findstr /I Chelsio

‘owerCLI C:\> Get—-EsxSoftwarePackage | findsty /I Chelsio

heiwarp 5.3.0.23-10EM.700.1.0.15843807 Chelsio 6,/22,2020 4:5.
5.3.0.23-10EM.700.1.0.15843887 Chelsio 6,22,2028 4:5...
5.3.0.23-10EM.700.1.0.1584380A7 Chelsio 6,22,/2028 4:5.

x1

vi. List all the image profiles available and note the name of ESXi image.

PowerCLI C:\> Get-EsxImageProfile|select Name
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owerCLI C:v> Get—EsxImageProfileiselect Mame

ame

SHi-7.0.A-15843887—=standard—with—test—certs
SHi-7.8.8-15843887—rollback—testing—plugin—crash
SHi-Y.08.8-15843887—dev
SHi-7.8.A-15843887—-dev-no—tools

vii. By default, the ESXi image is read-only. Hence, using the profile name obtained in the
previous step, clone the image.

PowerCLI C:\> New-EsxImageProfile -CloneProfile "<image profile name>" -name
"<new profile name>" -Vendor "<vendor name>"

Lazt Modified Acceptance Level

Chelsio 3162828 18. .. PartnerSupported

viii. Add the Chelsio drivers to the new image profile, specifying the package names obtained in
step (V).

PowerCLI C:\> Add-EsxSoftwarePackage -ImageProfile "<new profile name>" -
SoftwarePackage <driverl>,<driver2>,<driver3>

owerCLI C:%> Add-EszxSoftuwarePackage —ImageProfile “MewAsyncProfile" —SoftwarePackage cxl.
heiscsi.cheiwvarp

Last Modified Acceptance Level

Chelsio 3-18-2020 18. .. PartnerBupported

ix. Finally, export the new image profile as an 1SO.

PowerCLI C:\> Export-EsxImageProfile -ImageProfile "<new profile name>" -
ExportToISO -filepath <path>.iso

As the Chelsio drivers are unsigned currently, use the above command with -NoSignatureCheck
option.

owerCLI C:x» Export—-EsxImageProfile —ImageProfile "MewvAsyncProfile” —-ExportTolS50 —filepat
h IS0—with—drivers.izo —MofSignatureCheck
oweprCLI C:x>




ESXi

m PXE Server Configuration

The customized ISO with Chelsio driver component can be deployed in the PXE Server.

m OS Installation

The client machine can now connect to the PXE Server over Chelsio network. ESXi 7.0 image
(with Chelsio driver component) will start loading on the client machine. Select the Target LUN
discovered using iSCSI Initiator on the Select a Disk screen and proceed with the installation.

e Chelsio iSCSI Initiator, cheiscsi will be used if CBFT is configured in Option ROM.
e ESXiiSCSI Initiator will be used if IBFT is configured in Option ROM.

() Note In case the desired target LUN is not visible, press Alt+F1 to switch to shell console
and execute the below command to rescan the LUNSs.

# esxcfg-rescan -A

Press Alt+F2 to switch to Select a Disk screen.
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Chelsio End-User License Agreement (EULA)

Installation and use of the driver/software implies acceptance of the terms in the Chelsio End-
User License Agreement (EULA).

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE DOWNLOADING OR OTHERWISE
USING THE SOFTWARE OR ANY ASSOCIATED DOCUMENTATION OR OTHER MATERIALS
(COLLECTIVELY, THE "SOFTWARE") . BY CLICKING ON THE "OK" OR "ACCEPT" BUTTON YOU AGREE
TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, CLICK THE "DO NOT ACCEPT" BUTTON TO TERMINATE THE INSTALLATION PROCESS.

1. License. Chelsio Communications, Inc. ("Chelsio") hereby grants you, the Licensee,
and you hereby accept, a limited, non-exclusive, non-transferable license to install
and use the Software with one or more Chelsio network adapters on a single server
computer for use in communicating with one or more other computers over a network.
You may also make one copy of the Software in machine readable form solely for back-up
purposes, provided vyou reproduce Chelsio's copyright notice and any proprietary
legends included with the Software or as otherwise required by Chelsio.

2. Restrictions. This license granted hereunder does not constitute a sale of the
Software or any copy thereof. Except as expressly permitted under this Agreement, you
may not:

(i) reproduce, modify, adapt, translate, rent, lease, loan, resell, distribute, or
create derivative works of or based upon, the Software or any part thereof; or

(ii) make available the Software, or any portion thereof, in any form, on the
Internet. The Software contains trade secrets and, in order to protect them, you may
not decompile, reverse engineer, disassemble, or otherwise reduce the Software to a
human-perceivable form. You assume full responsibility for the use of the Software and
agree to use the Software legally and responsibly.

3. Ownership of Software. As Licensee, you own only the media upon which the Software
is recorded or fixed, but Chelsio retains all right, title and interest in and to the
Software and all subsequent copies of the Software, regardless of the form or media in
or on which the Software may be embedded.

4. Confidentiality. You agree to maintain the Software in confidence and not to
disclose the Software, or any information or materials related thereto, to any third
party without the express written consent of Chelsio. You further agree to take all
reasonable precautions to limit access of the Software only to those of your employees
who reasonably require such access to perform their employment obligations and who are
bound by confidentiality agreements with you.

5. Term. This license is effective in perpetuity, unless terminated earlier. You may
terminate the license at any time by destroying the Software (including the related
documentation), together with all copies or modifications in any form. Chelsio may
terminate this license, and this 1license shall be deemed to have automatically
terminated, if you fail to comply with any term or condition of this Agreement. Upon
any termination, including termination by vyou, vyou must destroy the Software
(including the related documentation), together with all copies or modifications in
any form.

6. Limited Warranty. If Chelsio furnishes the Software to you on media, Chelsio
warrants only that the media upon which the Software is furnished will be free from
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defects in material or workmanship under normal use and service for a period of thirty
(30) days from the date of delivery to you.

CHELSIO DOES NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS YOU MAY OBTAIN BY USING
THE SOFTWARE OR ANY PART THEREOF. EXCEPT FOR THE FOREGOING LIMITED WARRANTY, CHELSIO
MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED, AND HEREBY DISCLAIMS ALL OTHER
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow the
exclusion of implied warranties or limitations on how long an implied warranty may
last, so the above limitations may not apply to you. This warranty gives you specific
legal rights and you may also have other rights which vary from state to state.

7. Remedy for Breach of Warranty. The sole and exclusive liability of Chelsio and its
distributors, and your sole and exclusive remedy, for a breach of the above warranty,
shall be the replacement of any media furnished by Chelsio not meeting the above
limited warranty and which is returned to Chelsio. If Chelsio or its distributor is
unable to deliver replacement media which 1is free from defects in materials or
workmanship, you may terminate this Agreement by returning the Software.

8. Limitation of Liability. IN NO EVENT SHALL CHELSIO HAVE ANY LIABILITY TO YOU OR ANY
THIRD PARTY FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR PUNITIVE
DAMAGES, HOWEVER CAUSED, AND ON ANY THEORY OF LIABILITY, ARISING OUT OF OR RELATED TO
THE LICENSE OR USE OF THE SOFTWARE, INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR LOSS
OF ANTICIPATED PROFITS, EVEN IF CHELSIO HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. IN NO EVENT SHALL CHELSIO'S LIABILITY ARISING OUT OF OR RELATED TO THE
LICENSE OR USE OF THE SOFTWARE EXCEED THE AMOUNTS PAID BY YOU FOR THE LICENSE GRANTED
HEREUNDER. THESE LIMITATIONS SHALL APPLY NOTWITHSTANDING ANY FAILURE OF ESSENTIAL
PURPOSE OF ANY LIMITED REMEDY.

9. High Risk Activities. The Software is not fault-tolerant and 1is not designed,
manufactured or intended for use or resale as online equipment control equipment in
hazardous environments requiring fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control,
direct life support machines, or weapons systems, in which the failure of the Software
could lead directly to death, personal injury, or severe physical or environmental
damage. Chelsio specifically disclaims any express or implied warranty of fitness for
any high risk uses listed above.

10. Export. You acknowledge that the Software is of U.S. origin and subject to U.S.
export Jjurisdiction. You acknowledge that the laws and regulations of the United
States and other countries may restrict the export and re-export of the Software. You
agree that you will not export or re-export the Software or documentation in any form
in violation of applicable United States and foreign law. You agree to comply with all
applicable international and national laws that apply to the Software, including the
U.S.

Export Administration Regulations, as well as end-user, end-use, and destination
restrictions issued by U.S. and other governments.

11. Government Restricted Rights. The Software is subject to restricted rights as
follows. If the Software 1is acquired under the terms of a GSA contract: use,
reproduction or disclosure is subject to the restrictions set forth in the applicable
ADP Schedule contract. If the Software 1is acquired under the terms of a DoD or
civilian agency contract, use, duplication or disclosure by the Government is subject
to the restrictions of this Agreement in accordance with 48 C.F.R. 12.212 of the
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Federal Acquisition Regulations and its successors and 49 C.F.R. 227.7202-1 of the DoD
FAR Supplement and its successors.

12. General. You acknowledge that you have read this Agreement, understand it, and
that by using the Software you agree to be bound by its terms and conditions. You
further agree that it is the complete and exclusive statement of the agreement between
Chelsio and you, and supersedes any proposal or prior agreement, oral or written, and
any other communication between Chelsio and you relating to the subject matter of this

Agreement. No additional or any different terms will be enforceable against Chelsio
unless Chelsio gives its express consent, including an express waiver of the terms of
this Agreement, in writing signed by an officer of Chelsio. This Agreement shall be

governed by California law, except as to copyright matters, which are covered by
Federal law. You hereby irrevocably submit to the personal Jjurisdiction of, and
irrevocably waive objection to the laying of venue (including a waiver of any argument
of forum non conveniens or other principles of like effect) in, the state and federal
courts located in Santa Clara County, California, for the purposes of any litigation
undertaken in connection with this Agreement. Should any provision of this Agreement
be declared unenforceable in any jurisdiction, then such provision shall be deemed
severable from this Agreement and shall not affect the remainder hereof. All rights in
the Software not specifically granted in this Agreement are reserved by Chelsio. You
may not assign or transfer this Agreement (by merger, operation of law or in any other
manner) without the prior written consent of Chelsio and any attempt to do so without
such consent shall be void and shall constitute a material breach of this Agreement.

Should you have any questions concerning this Agreement, you may contact Chelsio by
writing to:

Chelsio Communications, Inc.
735 N Pastoria Avenue,
Sunnyvale, CA 94085

U.S.A
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