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Unified Boot

1. Introduction

PXE is short for Preboot execution Environment and is used for booting computers over an
Ethernet network using a Network Interface Card (NIC )

This section of the guide explains how to configure and use Chelsio Unified Boot Option ROM
which flashes PXE Option ROM onto Chelsio’s T7 adapters . It adds functionalities like PXE boot.

'II Hardware Requirements

1.1.1. Supported Adapters

Following are the currently shipping Chelsio adapters that are compatible with Chelsio Unified
Boot software:

o T7 adapter:
o T72200-FH

'a Software Requirements

The installation of the following Linux distributions is supported

°* RHEL 9.5, 5.14.0-503.16.1.el9_5.x86_64
* RHEL 9.6, 5.14.0-570.12.1.el9_6.x86_64
* RHEL 10, 6.12.0-55.9.1.el10_0.x86_64

Other kernel versions have not been tested and are not guaranteed to work.

'E’ Pre-requisites

A USB flash drive is required for updating firmware, option ROM, etc.

Chelsio Unified Wire for Linux 6



Unified Boot

2. Flashing firmware, option ROM and boot.cfg

Chelsio Unified Boot provides utility to flash firmware, optionROM and boot config onto Chelsio
T7 adapters.

al uEFlI

i. Reboot the system and go into BIOS setup.

ii. Disable Secure Boot.

ii. Configure the system having Chelsio CNA to boot in uEFI mode.

Aptio Setup Utility - Copuright (C) 2012 American Megatrends, Inc.

Launch Storage OpROM policy [Legacy onlyl

Launch Storage OpROM policy

() Note For Supermicro systems, enable Network Stack as well before proceeding.

iv. Boot to EFI Shell.
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v. Enter into pendrive which is fs0 in this case.

,GFT, 610AG

OF-TFBA-4536-

artup.nsh or any othe to continue.




vi. Navigate to the folder where OptionROM is copied.

FFF,

1sh or any aothe to continue.

vii. Load the ChelsioUD.efi driver.

1.efl
ioUD.efi' loa




Unified Boot

viii. Invoke the Driver config utility using drvecfg -s command.

OF-7FBA-4896-F

to continue.

D.efi
olD.efi' loa

ix. The following configuration utility window appears. Select Chelsio T7 Adapter and press
[Enter].

Chelsio adapters in the system
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Unified Boot

x. Select Chelsio Flash Utility and press [Enter].

Chelsio Unified BOOT Setup Utility

1. Enter config utility

<tz1> to highlight, <Enter> to select, <Esc> to go back

xi. Select OptionROM and press [Enter].

the follow

Boot conf tion
3. Hard e iguration

to highlight,

Chelsio Unified Wire for Linux
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Unified Boot

xii. Select Update and press [Enter].

xiii. Provide the path to OptionROM and press [Enter]. Once OptionROM flash completes, press
[Enter] to go back to the previous menu.

Please enter the full path to the file
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Unified Boot

xiv. Select Boot Configuration and press [Enter].

Chelsio Unified BOOT Setup Utilite

Function :

Upda

xv. Select Update and press [Enter].

Chelsio Unified BOOT Setup Utilite

an operation

to highlight, <En
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Unified Boot

xvi. Provide path to boot.cfg and press [Enter].

%7007 Ports ¢
Function : 0

Please enter the full path to the file

xvii. To flash Firmware, press Esc until the following screen appears.

Funct ion

Chelsio Unified Wire for Linux

14



Unified Boot

If Chelsio T7 is not listed, please ensure that Chelsio uEFI driver is loaded correctly
as mentioned here in the Flashing Firmware and Option ROM section.

< Note

xviii. Select Update.

> to highlight, <Enter: to se

xix. Enter path to the firmware bin file.

enter the full path to the file

<Enter: to pror
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Unified Boot

xx. The following screen appears with successful firmware flash.

: 0x7007 Po
Function : 0

Please enter the full path to the file

xxi. Reboot the system.

Chelsio Unified Wire for Linux
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Unified Boot

3. Configuring PXE Server

The following components are required to configure a PXE Server:

DHCP Server
TFTP Server

PXE server configuration steps for different operating systems can be found on following links:

() Note Chelsio Communications does not take any responsibility regarding contents given
in below mentioned links. They are provided for example purposes only.

Linux

¢ https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/8/html/automatically
_installing_rhel/preparing-for-a-network-install_rhel-installer
¢ http://www.howtoforge.com/ubuntu_pxe_install_server

Building custom initrd

Perform the following steps to build initrd file:

i. Locate the initrd.img file corresponding to the operating system you intend to update. For
the purpose of example, RHEL9.6 was used

ii. Create a folder to unzip the initrd.img and browse to the following folders:

iii. Unpack the image into the above created directory using the following command:

Chelsio Unified Wire for Linux 17
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Unified Boot

() Note Use zcat instead of xzcat in case the image is gzip compressed.

iv. The cxgb4.ko driver files for the required OSes are at the following directory inside the
package.

(' Note This package only supports RHEL9.5/9.6, RHEL10

v. Replace the driver with your updated T7 cxgb4.ko driver. Make sure to replace the kernel
version with the kernel version of the target OS:

Example - For RHEL9.5 follow below steps:

Example - For RHEL9.6 follow below steps:

Example - For RHEL10.0 follow below steps:

() Note Make sure to replace the kernel version with the kernel version of the target OS.
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Unified Boot

vi. Add t7fw-2.1.2.0.bin from the package to the firmware directory and create a symlink:

vii. Create a modprobe configuration file for iw_cxgb4 as below:

viii. Run “depmod” to create the dependencies file for the updated driver:

Example - For RHEL9.5 follow below steps:

Example - For RHEL9.6 follow below steps:

Example - For RHEL10.0 follow below steps:

O Note Make sure to replace the kernel version with the kernel version of the target OS.

ix. Re-pack the modified initrd image using the following command:

Chelsio Unified Wire for Linux 19



Unified Boot

Ea PXE Server Configuration

1. Use the previously generated custom initrd image to configure PXE Server.

Below is a sample configuration of grub.cfg for RHEL9.6:

menuentry 'Install RHEL 9.6' {

linuxefi <tfto_or_http_path>/vmlinuz modprobe.blacklist=iw_cxgb4,cxgb4i inst.repo=<IP of the
HTTP server> inst.stage2=<IP of HTTP server>

initrdefi <tfto_or_http_path>/<generated_initrd_image _name>.img

}

Example:
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Unified Boot

4. PXE Boot Process

Before proceeding, please ensure that the Chelsio T7 Adapter has been flashed with the
provided firmware and option ROM and boot.cfg (See Flashing Firmware and option ROM).

‘II PXE Boot

® Important Only uEFI v2.3.1 and above are supported.
e Any other uEFI version is NOT SUPPORTED and may render your system

unusable.

This section describes the method to configure and use Chelsio uEFI PXE interfaces.

i. Reboot the system and go into the BIOS setup.
i. Disable Secure Boot, if not already done.
iii. Chelsio HIl should be listed as Chelsio T7. Highlight it and press [Enter].

Aptio Setup - AMI

» Chelsio TS/T6/TT

O Note If Chelsio T7 is not listed, please ensure that Chelsio uEFI driver is loaded
correctly as mentioned here in the Flashing Firmware and Option ROM section.
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Unified Boot

iv. Select the Chelsio adapter to be configured and press [Enter].

Aptio Setup - AMI

» 001: PCI Bus:C7 Device:00 T72200-FH

v. Select Configuration Utility and press [Enter].

¥ Confilguration Utility

vi. Enable adapter BIOS if not already enabled.

Aptio Setup - AMI

[Enabled]

Chelsio Unified Wire for Linux




Unified Boot

() Note It is highly recommended that you use the Save Changes option every time a
parameter/option is changed.

vii. Select Chelsio Protocol Selection and press [Enter].

Aptio Setup - AMI

» Chelsio Protocol Selection

viii. Select PXE and press [Enter].

ix. Choose the boot port to try PXE boot. It is recommended to enable only those functions and
ports which are going to be used. Please note that enabling PXE Function O will enable port
0 for PXE, enabling PXE Function 1 will enable port 1 and so on, for NIC function.
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BN o Unified BOOT Configuration Utility - - e T

» Save Changes To Enable/Disable this PXE
» Load PXE defaults. function

PXE Function 0
Vlan ID 0
PXE Function 1

Bios [Enabled]
Wlan ID 0

X. Select Save Changes and press [Enter].

I =i Onified B00T Configuration Utility - - rx T

[Eng Save Changes
» Load PHE defaults.

PXE Function 0

Bios [Enabled]
Vlan ID 0

PXE Function 1
Bios [Enahled]
YWlan ID 0

xi. Reboot the system and press F11 to go to boot manager, choose any of the available
Chelsio PXE devices for PXE boot.

Please select boot device:

LUEFI: Built-in EFI Shell

UEFI: SanDisk, Partition 1 (SanDisk}

{(B3/D0/F0) UEFI PXE IPw4 Intel(R) I210 Gigabit Network Connection(MAC:7CC2552FCS60)
{B4/D0/F0) UEFI PXE IPv4 Intel(R) I210 Gigahit MNetwork Connection{MAC:7CC2552FCS61)
(B199/D0/F0) UEFI PXE IPw4 Chelsio T7 PXE T72200-FH-0(MAC:00074383B700)

{B199/D0/F1) UEFI PXE IPw4 Chelsio T7 PXE T72200-FH-1(MAC:00074383B708)
Red Hat Enterprise Linux (P5: INTEL SSDSCZBB240G4)
Enter Setup

T and 4 to move selection
ENTER to select hoot device
ESC to hoot using defaults




Unified Boot

5. 0S Installation

1. Reboot the host, press F11 and select Chelsio Adapter T7 as the boot option.

lect boot device:

K Connection(M
kK Connection

E T72200-FH

Red Hat Ente i inux ( 2BB240G4)
Enter Setup

T and ! to move selection
ENTER to s
ES

2. The following screen appears.
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3. In the following screen, PXE boot begins and a OS menu is listed, select an OS for
installation.

For the purpose of this document RHEL9.6 installation is shown.

RHEL
bxInstall RHEL {werboze)
)

4. Installation of OS begins. Select the installation language and click Continue.



Unified Boot

WELCOME TO RED HAT ENTERPRISE LINUX 9.6.

What language would you like to use during the installation process?

fe= Hindi
Epes]] Arabic
Frangais French
Deutsch German
B4 Japanese
574 Mandarin Chinese
Pyccrmin Russian
Espafiol Spanish
Afrikaans Afrikaans
e [ Amharic
T Assamese
Asturianu Asturian
Benapyckan Belarusian
Boarapcku Bulaarian

Type here to search.

English (United States)
English (United Kingdom )
English (India)

English {Australia)
English {Canada)
English (Denmark)
English (Ireland)
English (New Zealand)
English (Nigeria)

RED HAT ENTERPRISE LINUX 9.6 INSTALLATION
B us Help!

English (Hong Kong SAR China)

English (Philippines)
English (Singapore)

English (South Africa)
English (Zambia)

English (Zimbabwe)

English (Botswana)

English (Antigua & Barbuda)

5. Follow the onscreen instructions and proceed with the installation.

6. After installation reboot the host.

Chelsio Unified Wire for Linux
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Appendix

1. Limitations

The following is the limitation in this release:

e PXE boot is not supported on port1 of Chelsio T7 Adapter for this release.
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2.Chelsio End-User License Agreement (EULA)

Installation and use of the driver/software implies acceptance of the terms in the Chelsio End-
User License Agreement (EULA).

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE CAREFULLY BEFORE DOWNLOADING OR OTHERWISE
USING THE SOFTWARE OR ANY ASSOCIATED DOCUMENTATION OR OTHER MATERIALS
(COLLECTIVELY, THE "SOFTWARE"). BY CLICKING ON THE "OK" OR "ACCEPT" BUTTON YOU AGREE
TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, CLICK THE "DO NOT ACCEPT" BUTTON TO TERMINATE THE INSTALLATION PROCESS.

1. License. Chelsio Communications, Inc. ("Chelsio") hereby grants vyou, the Licensee,
and you hereby accept, a limited, non-exclusive, non-transferable license to install and
use the Software with one or more Chelsio network adapters on a single server computer
for use in communicating with one or more other computers over a network. You may also
make one copy of the Software in machine readable form solely for back-up purposes,
provided you reproduce Chelsio's copyright notice and any proprietary legends included
with the Software or as otherwise required by Chelsio.

2. Restrictions. This license granted hereunder does not constitute a sale of the
Software or any copy thereof. Except as expressly permitted under this Agreement, you
may not:

(i) reproduce, modify, adapt, translate, rent, lease, loan, resell, distribute, or create
derivative works of or based upon, the Software or any part thereof; or

(ii) make available the Software, or any portion thereof, in any form, on the Internet.
The Software contains trade secrets and, in order to protect them, you may not decompile,
reverse engineer, disassemble, or otherwise reduce the Software to a human-perceivable
form. You assume full responsibility for the use of the Software and agree to use the
Software legally and responsibly.

3. Ownership of Software. As Licensee, you own only the media upon which the Software
is recorded or fixed, but Chelsio retains all right, title and interest in and to the
Software and all subsequent copies of the Software, regardless of the form or media in
or on which the Software may be embedded.

4. Confidentiality. You agree to maintain the Software in confidence and not to disclose
the Software, or any information or materials related thereto, to any third party without
the express written consent of Chelsio. You further agree to take all reasonable
precautions to limit access of the Software only to those of your employees who reasonably
require such access to perform their employment obligations and who are bound by
confidentiality agreements with you.

5. Term. This license is effective in perpetuity, unless terminated earlier. You may
terminate the license at any time by destroying the Software (including the related
documentation), together with all copies or modifications in any form. Chelsio may
terminate this license, and this 1license shall be deemed to have automatically
terminated, if you fail to comply with any term or condition of this Agreement. Upon any
termination, including termination by you, you must destroy the Software (including the
related documentation), together with all copies or modifications in any form.

6. Limited Warranty. If Chelsio furnishes the Software to you on media, Chelsio warrants
only that the media upon which the Software is furnished will be free from defects in
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material or workmanship under normal use and service for a period of thirty (30) days
from the date of delivery to you.

CHELSIO DOES NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS YOU MAY OBTAIN BY USING
THE SOFTWARE OR ANY PART THEREOF. EXCEPT FOR THE FOREGOING LIMITED WARRANTY, CHELSIO
MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED, AND HEREBY DISCLAIMS ALL OTHER WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, NON-INFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow the exclusion of implied
warranties or limitations on how long an implied warranty may last, so the above
limitations may not apply to you. This warranty gives you specific legal rights and you
may also have other rights which vary from state to state.

7. Remedy for Breach of Warranty. The sole and exclusive liability of Chelsio and its
distributors, and your sole and exclusive remedy, for a breach of the above warranty,
shall be the replacement of any media furnished by Chelsio not meeting the above limited
warranty and which is returned to Chelsio. If Chelsio or its distributor is unable to
deliver replacement media which is free from defects in materials or workmanship, you
may terminate this Agreement by returning the Software.

8. Limitation of Liability. IN NO EVENT SHALL CHELSIO HAVE ANY LIABILITY TO YOU OR ANY
THIRD PARTY FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR PUNITIVE DAMAGES,
HOWEVER CAUSED, AND ON ANY THEORY OF LIABILITY, ARISING OUT OF OR RELATED TO THE LICENSE
OR USE OF THE SOFTWARE, INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR LOSS OF ANTICIPATED
PROFITS, EVEN IF CHELSIO HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO
EVENT SHALL CHELSIO'S LIABILITY ARISING OUT OF OR RELATED TO THE LICENSE OR USE OF THE
SOFTWARE EXCEED THE AMOUNTS PAID BY YOU FOR THE LICENSE GRANTED HEREUNDER. THESE
LIMITATIONS SHALL APPLY NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED
REMEDY .

9. High Risk Activities. The Software is not fault-tolerant and 1is not designed,
manufactured or intended for use or resale as online equipment control equipment in
hazardous environments requiring fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control,
direct life support machines, or weapons systems, in which the failure of the Software
could lead directly to death, personal injury, or severe physical or environmental
damage. Chelsio specifically disclaims any express or implied warranty of fitness for
any high risk uses listed above.

10. Export. You acknowledge that the Software is of U.S. origin and subject to U.S.
export jurisdiction. You acknowledge that the laws and regulations of the United States
and other countries may restrict the export and re-export of the Software. You agree
that you will not export or re-export the Software or documentation in any form in
violation of applicable United States and foreign law. You agree to comply with all
applicable international and national laws that apply to the Software, including the
U.S.

Export Administration Regulations, as well as end-user, end-use, and destination
restrictions issued by U.S. and other governments.

11. Government Restricted Rights. The Software is subject to restricted rights as
follows. If the Software is acquired under the terms of a GSA contract: use, reproduction
or disclosure is subject to the restrictions set forth in the applicable ADP Schedule
contract. If the Software is acquired under the terms of a DoD or civilian agency
contract, use, duplication or disclosure by the Government is subject to the restrictions
of this Agreement in accordance with 48 C.F.R. 12.212 of the Federal Acquisition
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Regulations and its successors and 49 C.F.R. 227.7202-1 of the DoD FAR Supplement and
its successors.

12. General. You acknowledge that you have read this Agreement, understand it, and that
by using the Software you agree to be bound by its terms and conditions. You further
agree that it is the complete and exclusive statement of the agreement between Chelsio
and you, and supersedes any proposal or prior agreement, oral or written, and any other
communication between Chelsio and you relating to the subject matter of this Agreement.
No additional or any different terms will be enforceable against Chelsio unless Chelsio
gives its express consent, including an express waiver of the terms of this Agreement,
in writing signed by an officer of Chelsio. This Agreement shall be governed by
California law, except as to copyright matters, which are covered by Federal law. You
hereby irrevocably submit to the personal Jjurisdiction of, and irrevocably waive
objection to the laying of venue (including a waiver of any argument of forum non
conveniens or other principles of like effect) in, the state and federal courts located
in Santa Clara County, California, for the purposes of any litigation undertaken in
connection with this Agreement. Should any provision of this Agreement be declared
unenforceable in any Jjurisdiction, then such provision shall be deemed severable from
this Agreement and shall not affect the remainder hereof. All rights in the Software not
specifically granted in this Agreement are reserved by Chelsio. You may not assign or
transfer this Agreement (by merger, operation of law or in any other manner) without the
prior written consent of Chelsio and any attempt to do so without such consent shall be
void and shall constitute a material breach of this Agreement.

Should you have any questions concerning this Agreement, you may contact Chelsio by
writing to:

Chelsio Communications, Inc.
735 N Pastoria Avenue,
Sunnyvale, CA 94085

U.S.A
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